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Abstract This paper models an attack state transition of penetration test procedure and
proposes a security performance indicator using the attack state transition. The security per-
formance indicator helps the systems manager to understand extent of the damage from cyber
attacks. Moreover, we implement an automation tool that can infiltrate into a public server.
This tool executes automatically exploits based on the OS and the software of the target public
servers. The result of verification experiments shows that the tool can perform penetration tests
efficiently.
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