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Measurement Study of the Privacy Information
Collected by Mobile Apps
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Abstract: Mobile apps collect various personal information under the consent of users. However, as such
apps could fail to present the details of the information they collect, they may be collecting data, which goes
beyond the users’ expectations. In this work, we study how mobile apps collect user’s privacy data. To this
end, we analyze 1,704 apps released on the official Android market using API analysis. We revealed that
97.54% apps collect some information from devices. Especially, 683 apps (40.08%) collect serial numbers of
devices, 1,211 apps (71.06%) collect the location information of the devices, and 669 apps (39.26 %) collect
information about the previously installed applications on the devices.
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1 jp.co.yahoo.android.news
2 jp-ne.ibis.ibispaintx.app
3 jp.co.rakuten.carlifeapp
4 jp-hotpepper.android.beauty.hair
5 com.amazon.kindle
6 com.mobisystems.office
7 jp-kakao.piccoma
8 jp.naver.line.android
9 jp-co.i_bec.suteki_happy
10 com.aoizemi.android_client
11 com.ss.android.article.topbuzzvideo
12 com.disney.cars3_goo
13 jp.co.rakuten.kc.rakutencardapp.android
14 com.kurashiru
15 com.bandainamcoent.taikogp
16 com.woodses.denma
17 jp.co.recruit.android.suumo
18 com.google.samples.apps.cardboarddemo
19 jp.ne.goo.oshiete.app
20 jp.co.yahoo.android.apps.navi
21 com.tokyotsushin.rougan
22 jp-linecorp.linemusic.android
23 jp.co.yahoo.android.yjtop
24 com.amanefactory.totsukitoka
25 com.buzzpia.aqua.launcher.buzzhome
26 com.campmobile.snow
27 jp.co.yahoo.android.yfiler
28 com.kouzoh.mercari
29 com.instagram.android
30 jp.co.yahoo.android.sports.npb.textlive
31 com.antivirus.boost.clean.defender
32 jp.co.yahoo.android.apps.map
33 tv.abema
34 jp.co.yahoo.android.weather.typel
35 com.peatix.android. Azuki
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