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Proposal of a framework to share information on cyberattack and
countermeasures among multiple organizations and within a company
effective to reduce damage
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Abstract: Recently, cyberattacks by which multiple companies have suffered simultaneously have increased.
To suppress damage due to such attacks, it is necessary to establish mechanisms to share information on
cyberattacks, damage situations, and countermeasures in a short period of time. Some of such information
have already been shared among multiple persons, but it is limited within private communities, to which
only experts on the topics belong and the information has not been shared sufficiently extensively. Therefore,
we propose characteristics assumed on the information sharing in a company in various business categories,
among the companies, and between the organizations which gather and dispatch such information and the
companies, and mechanisms useful to share such information.
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Fig. 1 Propagation of the information and mechanism supporting information sharing

required in a company
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