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Automatic Extraction of Threat and Vulnerability Knowledge from
Documents

Mayo YAMASAKI™  Itaru KAMIYA™

Abstract. Due to effective incident discovery and response, organizations need to have knowledge about threats and
vulnerabilities related themselves. Although documents on the WEB contain various knowledge, these documents are
unstructured, therefore it is not easy to obtain necessary knowledge. In this paper, we propose an automated method to extract
threat and vulnerability knowledge from documents. Unlike existing methods, our method using natural language processing
techniques called named entity recognition and relation extraction for extracting complex threat and vulnerability knowledge.
Furthermore, we developed a dataset required for supervised machine learning and show the results of evaluation experiments.
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The RIG Exploit Kit targets Adobe FlLash Player exploit (CVE-2015-8651).
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