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Automatic Extraction of Threat and Vulnerability Knowledge from 
Documents 

 

Mayo YAMASAKI†1� Itaru KAMIYA†2 
 

Abstract: Due to effective incident discovery and response, organizations need to have knowledge about threats and 
vulnerabilities related themselves. Although documents on the WEB contain various knowledge, these documents are 
unstructured, therefore it is not easy to obtain necessary knowledge. In this paper, we propose an automated method to extract 
threat and vulnerability knowledge from documents. Unlike existing methods, our method using natural language processing 
techniques called named entity recognition and relation extraction for extracting complex threat and vulnerability knowledge. 
Furthermore, we developed a dataset required for supervised machine learning and show the results of evaluation experiments. 
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1. ��	�   

D:Xoćą$Ç£#��Ƴ:mEQmR$łź!×�

#ïŹ!"3ŭÎ/ŮæñòÅ
ƳWEBq#Ď��Ɵ�4

��3ƴpĕƠ#ƳŚ 60,000 �$I@fiP9\lB!

1,000 �$I@fiP9ŇŐÅ·ē
�Ɵ�4��3!�

43
[a]Ƴ�41$Ċē%ġƘ¦�4��"�-#ƳůÌ

"Ċē$u�1ïŹ!"3òÅ6ÿś�ùă�3�!%Ö

Đ %"�ƴì��Ƴ¤ĹŃ#ïŹ"òÅ6í3�-#Ƴ

ůÌ"Ċē�1ġƘ¦�4�Ņƍ6ú��3øų
ïŹ 

�3ƴ 

� ƪġƘ¦Ċē�1ńŃ#ð��ġƘ6ú��3øų%Ƴ

ŰĶſƋ�Ļ$�ƛ %òÅú�KGA!Ņ14��3ƴ

òÅú�KGA%Ƴ¿ĖŵĺƊƍ[1]!ơ�ú�[2]D\KG

A#�¡ �Ƴ�4�4 F1� 90%Ōã[3]! 85%Ōã[4]

$Řã ž�3�!
Å·�4��3ƴ 

� �� ĘŎ %Ƴ�41$ŰĶſƋ�Ļøų6ľ��Ƴ

I@fiP9#ơ�3ƪġƘ¦Ċē$u�1ƳŭÎ!Ůæ

ñ#ơƙ�3ġƘ¦�4�Ņƍ6ú��3÷Ĭ6āĝ�3ƴ

�4#02ƳůÌ"Ċē$u�1ïŹ"ŭÎ/ŮæñòÅ
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6Ƴ¤ĹŃ#í3�!
®Ŭ!"3ƴ 

� ĘŇŐ$Ɛĸ%ĥ$Ɨ2 �3ƴ 

l ŭÎ!Ůæñ#ơ�3ġƘ6Ű¥ ú��3�-#Ƴ

STIXƱStructured Threat Information eXpressionƲ2.0[b]

6©ũ!��òÅú�KGA6ċ�#āĝ�3ƴ¾ 1

#�¢Ċ!��¢�43ġƘ¦�4�ŅƍBh[$

�6ň�ƴ ¾ 1$�¢� %ƳRig Exploit Kit
`j

;<8ƳAdobe Flash Player 
ŷ¹ƳCVE-2015-8651


 CVEƱCommon Vulnerabilities and ExposuresƲ6ó

¸�3¿Ėŵĺ �3�!6ň���3ƴ*�ƳRig 

Exploit Kit�1 Adobe Flash PlayerƳª' Rig Exploit Kit

�1CVE-2015-8651#ģŃ$ơ�
Ƴ CVE-2015-8651

�1 Adobe Flash Player#àÚ$ơ�
�3�!6ň

���3ƴ 

l āĝ�3KGA6Ɔ��3�-$QoKINR6y

÷ ġŗ��ƴQoKINR($Ħžh^j$|t

Äı!ƳQoKINR$ƉŜ#���Å·�3ƴ 

l Ĉß�2ÒŨ÷Ĭ6ľ��Ɔ�ÕƮ$Šě6Å·�

3ƴƆ�ÕƮ %Ƴš±ë$¿ĖŵĺƊƍ!ơ�ú

�$Ħžh^j$Ű¥|tŘã
Ƴ�4�4 F1� 

Ś 8¡!Ś 7¡$Řã ú�®Ŭ �3�!6ň�	  
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¾ 1ƪġƘ¦Ċ!���1ú���ŭÎ!ŮæñŅƍ$� 

2. ON>? 

� }ŵŃ"¿ĖŵĺƊƍKGA!��ƳCoNLL-2003 
�

3[1]ƴ�$KGA %Ƴ¿Ėŵĺ$ō�!�� LOCATIONƳ

PERSONƳORGANIZATIONƳMISC
Ôŧ�4��2Ƴƕâ

 %ĮÛÒŨ6ľ��÷Ĭ ƳƯ�Řã
Å·�4��3

[5]ƴD:XoI@fiP9#ơƙ�3¿ĖŵĺƊƍKGA

!��ƳJoshi 1[6]/ Bridges 1[7]%Ůæñ#ơ�3¿Ė

ŵĺƊƍ6āĝ���3ƴRamnani 1[8]%ƳCampaignsƳ 

Threat ActorsƳIOCƱIndicator of CompromiseƲƳTTPƱTactics, 

Techniques and ProceduresƲƳExploit Target!�	 5ōƬ$ŵ

ĺ6Ôŧ�ƳVulnerability in <Exploit Target>$0	"YK

om`NM#03Ɗƍ÷Ĭ6āĝ���3ƴ 

� *�Ƴ}ŵŃ"ơ�ú�KGA!�� Semeval-2010 Task 

8[2]
�3ƴ�$KGA %ƳCause-EffectƳInstrument-AgencyƳ

Product-Producer Ƴ Content-Container Ƴ Entity-Origin Ƴ

Entity-DestinationƳComponent-WholeƳMember-CollectionƳ

Message-Topic !�	 8 ōƬ$³Ƈ­Ơ$ơ�6ƍ��3ƴ

ơ�ú�KGA#���.ƳĮÛÒŨ6ľ��÷Ĭ
Ư�

Řã6Å·���3[4]ƴD:XoI@fiP9#ơƙ�3

ơ�ú�KGA!��%ƳŮæñòÅƠ#ơ�3ơ�ō�

6āĝ���3 Jones1$÷Ĭ
�3[9]ƴ 

� āĝ�3òÅú�KGA %ƳŭÎ!ŮæñòÅ#×�

3¿ĖŵĺƊƍKGA!Ƴ�4#Ţ�ơ�ú�6Ų	�!

#02Ƴ¾ 1$Ģ#Ƴ°¿ĖŵĺƠ$ó¸ơ�6Ɗƍ�3ƴ 

3. /5��� 

� āĝ�3ŭÎ!ŮæñŅƍ$Ű¥ú�KGA %Ƴ�¢

!��Ċ$Ƨ±6!2Ƴ°Ċ�1¿Ėŵĺ!�41$ơ�

6ú��Ƴ�)�$Ċ$ú�Šě6Š±�3�!#02Ƴ

p�$ŅƍBh[6�¢�3ƴ�$Œ %Ƴāĝ�3¿Ė

ŵĺƊƍ!ơ�ú�Ƴª'Ƴú�Šě6Š±�3 3�$D

\KGA$ƉŜ#���Ɩ)3ƴ 

3.1 $3H;LM 

� ¿ĖŵĺƊƍ %Ƴt
14�Ċ6ĊÐ$ř�!+"�Ƴ

ř�h^imB#02ƳĊ�$¿Ėŵĺ�Ŧ!ō�6ƍ�

�3ƴ¾ 1$�Ċ#¿ĖŵĺƊƍ6Ų���6~r#ň�ƴ 

 

The [RIG Exploit Kit]Malware targets [Adobe Flash 

Player]Product exploit ([CVE-2015-8651]Cve). 

 

� �$� %¿Ėŵĺ$�Ŧ6Ɲûå ƳƝûå#Ţ�r

|�ĊÐ �$ō�6ŵ���3ƴ¿Ėŵĺ$ō�%ĊÐ

�#×��ƚ"2"�|t�43ƴ 

� ŭÎ!ŮæñòÅ#ơ�3¿Ėŵĺō�6ŵ 1#ň�ƴ 

 

ŵ 1¿Ėŵĺō�$pż 
¿Ėŵĺō� ó¸ 

AttackPattern D:Xoćą÷Ĭ$³Ŋƴ 
Campaign D:Xo@em_om$³Ŋƴ 
Cve �ƗŮæñƍ�Ïƴ 
Domain FQDN(Ó��ƭSc:m³)ƴ 
Hash WNEf�ƴ 
Identity �yƳŞť$³Ŋƴ 
Industry ğōƳğĿƳĽğ$³Ŋƴ 
Ip IPv48SkGƴ 
Malware `j;<8$³Ŋƴ 
Product J[R;<8ƳWoS;<8ƳDoZGƳŷ

¹$³Ŋƴ 
Region ÁÃ$³Ŋƴ 
Role �y$ê¡Ƴūō$³Ŋƴ 
ThreatActor D:XoćąŪƳBjo]$³Ŋ 
Time đƠŵĺƴ 
Version XoFgm$³Ŋƴ 

 

3.2 O�.  

� ơ�ú� %Ƴ¿Ėŵĺ e1Ƴe2!�416¶,Ċ
t


14�!�#Ƴe1Ƴe2Ơ$ơ�ō�!Č´6ƍ��3ƴ 

� ¾ 1$�#�3 RIG Exploit Kit�1 CVE-2015-8651($

ģŃ$ơ�6 targets(RIG Exploit Kit, CVE-2015-8651)!ŵĺ

�3ƴ�³6ó¸�3 aliases6Ƥ�Ƴơ�%Ė´ �3�

-Ƴtargets(CVE-2015-8651, RIG Exploit Kit)%õő�"�ƴ� � �  

� ơ�%²pĊ�$¿ĖŵĺƠ��#Ôŧ�43.$!�Ƴ

Ċ6*��ơ�%ũô�"�ƴ  

� ŭÎ!Ůæñ#ơ�3ơ�ō�6ŵ 2#ň�ƴ 
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ŵ 2ơ�ō�$pż 
¿Ėŵĺō� ó¸ 

attributed-to(e1, e2) e1% e2#àÚƳƑ¼�3ƴ 
aliases(e1, e2) e1! e2%²ŧƋ �3ƴ 
indicates(e1, e2) e1% e26ý�ň�ƴ 
observed-in(e1, e2) e1
 e2#Žİ�43ƴ 
uses(e1, e2) e1
 e26�ľ�3ƴ 
targets(e1, e2) e1
 e26ćą$ģŃ!�3ƴ 

 

3.3 @4�A# 

�  Ɩ��¿ĖŵĺƊƍ!ơ�ú�#02Ƴ°Ċ�#ÑÀ

�3ŭÎ!Ůæñ#ơ�3Ņƍ%ġƘ¦�4�ƴĔë#Ƴ

��6š±�3�!#02Ƴ§p$ŅƍBh[6�õ�3ƴ� �  

� ¾ 1#ň��Ɨ2ƳŅƍBh[%Ƴ¿Ėŵĺō�!�4


|t�4�ĊÐ�6Úñ!��ü�VoS!Ƴơ�ō�

6Úñ!��ü�=NF�1ġõ�43ƴì��ƳŠě$

š±D\KGA %ƳĊ$Ƨ±!°Ċ�$VoS!=NF

$Ƨ±
t
14�!�#Ƴ��$VoSƠƳ=NFƠ


š±®Ŭ�µ�6ƍ��3ƴ 

4. ������ 

�  WEB q$űƋ ƃƖ�4�I@fiP9ơƙĊē#×

��Ƴ¿ĖŵĺƊƍ!ơ�ú�D\KGA�-$Ħžh^

j6|t�ƳƆ�ľ$QoKINR6ġŗ��ƴ  

4.1 $3H;LM�7J�����%9 

� Ħžh^j$|tĄ46į1��-#Ƴ¿Ėŵĺō�$

|t#×��Ƴv#~r$Äı6Ƅ��ƴ 

l ¿Ėŵĺ#ƙŢ�3�$¿Ėŵĺ$�Ƭ6ó¸�3

ĊÐ�#×��.Ƴ¿Ėŵĺ!²p$ō�6|t�

3ƴ�
&Ƴ[Mac OS]Produc/Ƴ[CTB Locker]Malware$

0	#|t��ƴ 

l ¿Ėŵĺ�#¶*43ƃ¯ĊÐ.|t×Ə!�3ƴ

�
&Ƴ[realstatistics(.)info]Domain$0	#|t��ƴ 

l URL/[7:j³ƳJoGCoSŔ6ó¸�3ĊÐ

��#¶*43ŵĺ%|t×Ə!�"�ƴ 

l `j;<8$�Ƭ6ó¸�3ŵĺ#%ćą÷Ĭ$ó

¸.¶*43
ƳAttackPattern$|t×Ə!%�"�ƴ

�
&Ƴ[key logging]AttackPattern$0	#|t�

keylogger#% AttackPattern6|t�"���ƴ 

l Malware%Ƴ�3`j;<8[7ai$³Ŋ#£
Ƴ

I@fiP9^mL$ĞŅ³Ŋ.|t×Ə!��ƴ 

l ķÔ$ÕŶ6ó¸�"�]lRCjŔ${Ģ%Ƴ

Product$|t×Ə!�"�ƴ 

l Version%XoFgmŀ¯!³Ŋ#|t�3ƴ�
&Ƴ

[Android] Product [Marshmallow]Version$0	#|t�� 

4.2 O�. �7J�����%9 
� � Ħžh^j$|tĄ46į1��-#Ƴơ�ō�$|

t#×��.Ƴv#~r$Äı6Ƅ��ƴ 

l t
14�Ċ�#�ƳďňŃ#ň�4��3ơ��

�6|t×Ə!�Ƴ ë$Ċ$òÅ%ũô�"�ƴ 

l ĦžQoK$|t�ğ6¤Ĺ¦�3�-#ƳķÔ$

¿Ėŵĺō�Ơ#õő�3ơ�ō�#�ƣ6Ƅ��ƴ

¿Ėŵĺ e1�1 e2$ơ�ō�6 r !��!�#õő

�	3 e1! e2$¿Ėŵĺō�$Ƨ±6ŵ 3 #ň�ƴ

���ƳALL %�)�$¿Ėŵĺō�$Ƨ±6Ƴƃ

¯-%ÞƧ±Ĳŕ6�4�4ó¸�3ƴ*� aliases#

%Ƴ²p$¿ĖŵĺƠ#��|t�3Ż�6Ƅ��ƴ 

 

ŵ 3ơ�ō�#×�3�ƣ 
ơ�ō� r e1$¿Ėŵĺō�Ƨ± e2$¿Ėŵĺō�Ƨ± 

attributed-to {Campaign} {ThreatActor, Identity, 
Role, Industry, Region} 

attributed-to {Cve} {Product, Version} 
attributed-to {Identity} {Role, Industry, Region} 
attributed-to {Product} {Identity} 
attributed-to {ThreatActor} {Identity, Role, Industry, 

Region} 
attributed-to {Version} {Product} 
targets {AttackPattern, Version, 

Campaign, Domain, 
Identity, Industry, Role, 
Malware, Product, Ip,  
Region, ThreatActor} 

{Domain, Ip, Identity, 
Role, Industry, Region, 
Cve, Product, Version} 

observed-in ALL - {Time} {Time} 

uses {AttackPattern, Version, 
Malware, Product, } 

{Malware, Product, 
Version} 

uses {Campaign, 
ThreatActor} 

{AttackPattern, Version, 
Malware, Product} 

uses {Identity, 
Industry,Region, Role} 

{AttackPattern, Version, 
Malware, Cve, Product} 

indicates {Domain} {AttackPattern, Version, 
Campaign, Ip, Malware, 
ThreatActor, Identity, 
Role, Industry, Region, 
Product} 

indicates {Hash, Ip} {AttackPattern, Version 
Campaign, Malware, 
ThreatActor, Identity, 
Role, Industry, Region, 
Product} 

 

4.3 K�<�������6I 

� 8VPoEgmOoj �3 brat[c]6ľ��Ƴ�ğŪ 5

³#02Ħžh^j$|t�ğ6Ų��ƴĊ�¡ª'Ro

Am¦6 Stanford CoreNLP[d] Ų�ƳRoAm§� $h

^j|�6Ų��ƴ200ĊēƱ10,106ĊƳ225,127RoAmƳ

15,976RoAmōƳpĊáÂRoAmĉ 22Ʋ#×��Ħž

h^j|�6Ų�í14�Šě6ŵ 4!ŵ 5#ň�ƴō�

O %Ƴ��4$ō�#.ƈç�"�RoAm/ơ�6ó¸

���3ƴŵ 4$¿Ėŵĺō%ƳĊÐ�!¿Ėŵĺō�


²�¿Ėŵĺ$Ł"2ĉ �3ƴ*�ŵ 5$ơ�ō%ƳÍ

ĳ!ŝĳ$¿Ėŵĺō
²p ��Ƴơ�ō�
²�ơ�

$Ł"2ĉ �3ƴ 

                                                                    
c http://brat.nlplab.org 
d https://stanfordnlp.github.io/CoreNLP/ 
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ŵ 4QoKINR�$¿Ėŵĺh^j 
¿Ėŵĺō� h^jĉ ¿Ėŵĺĉ ¿Ėŵĺōĉ 
AttackPattern 1373 882 219 
Campaign 499 269 58 
Cve 113 106 54 
Domain 2312 581 228 
Hash 1266 864 764 
Identity 3380 1890 812 
Industry 886 625 212 
Ip 520 221 139 
Malware 3419 2117 403 
Product 3263 2167 568 
Region 1719 1461 311 
Role 498 373 122 
ThreatActor 928 679 124 
Time 1817 851 399 
Version 228 208 89 
O 202906 - - 

±ƀ 225127 13294 4502 

 

ŵ 5QoKINR�$ơ�h^j 
ơ�ō� ơ�ĉ ơ�ōĉ 

attributed-to 537 420 
aliases 414 328 
indicates 82 79 
observed-in 1041 971 
uses 713 574 
targets 1293 1079 
O 286206 - 

±ƀ 290286 3451 

 

5. (P 

� 4 Œ Ɩ)�Ɔ�ľQoKINR6ľ��Ƴú�Řã6

ƀİ�3Ɔ�ÕƮ6Õč��	 

5.1 ������ 

�  �Ļ!�� Stanford CoreNLP#03Ċ�¡6Ų�Ƴ°

Ċ#×��ƳRoAm¦Ƴ¹ƇKB|�ƳġĊžĚƳ¿Ė

ŵĺƊƍƱŭÎ!Ůæñ#ơƙ�"�¿Ėŵĺō�Ʋ6Ų

��ƴ 

� *�ƳƆ�ľQoKINRu#ÑÀ�3Ġœ#ņ�Ċ%Ƴ

V:H#"3!ũ
143�-Ƴƞ� 5 ~q$ 8,677 Ċ�

�6Ɔ�ÕƮ$×Ə!��ƴ�4#02¿Ėŵĺĉ%

13,294�1 13,069�Ƴơ�ĉ% 4,080�1 4,079!"��ƴ 

� ř�h^imB ¿ĖŵĺƊƍ6Ų	Æ±ƳIO éä/

IOBéäƳIOBESéäŔ
�3ƴIOéä %ƳŸĉ$Ro

Am�1"3¿Ėŵĺ!�$ō� LABEL 
�3Æ±#¿

Ėŵĺ�$RoAm6ó¸�3 I-LABEL !�4~Ê$R

oAm �3 O6ľ�3ŵĺéä �3ƴ*� IOBéä 

%Ƴ¿Ėŵĺ$ƟÍRoAm6ó¸�3 B-LABEL 6Ø�

�Ƴ IOBES  %�41#£
Ƴŝ52$RoAm6ó¸

�3 E-LABEL !§p$RoAm�1"3¿Ėŵĺ6ó¸

�3 S-LABEL6ľ�3ŵĺéä �3ƴ� �  

� ĘÕƮ %Ƴ�41$ �Ļ6Ų�� 3ōƬ$éäƱIOƳ

IOBƳIOBESƲ$QoKINR6ľ��ƴ 

� QoKINR6ĵ�Ĵ#�¡�Ƴ8 ¡6ƂŤnƟłQo

K!Ƴħ2$ 2¡6Ɔ�QoK!��ÕƮ6Ų��ƴ 

5.2 (P-8 

5.2.1 $3H;LM-8 

� ŭÎ!Ůæñ#ơ�3¿ĖŵĺƊƍ %ƳRatinov1$÷

Ĭ[10]6©ũ#Ƴ~r#ň�ķîƜ!ƍ�dQj �3

CRFƱConditional Random FieldsƲ[11]6ľ��ƴ 

l RoAm$ŵÛř 

l RoAm$¹ƇKB 

l RoAm$¿Ėŵĺō�(Stanford CoreNLP «í�

�ƳŭÎ!Ůæñ#ơƙ�"�¿Ėŵĺō�) 

l RoAm
­ƌĳ�µ� 

l RoAm$ƃ¯!ĉÐ6�Ƥ��ŵÛř 

l RoAmĊÐ$  4ĊÐ!ë 4ĊÐ 

l ƥ Û Ń A h G K i m B ÷ Ĭ  � 3 Brown 

Clustering[12]6Ų�ƳRoAm$ƥÛAhG$Ĝ�1

4Ƴ6Ƴ10Ƴ15AhG* $şƓ 

l RoAm�$ƞ� 2-5$ĊÐ N-gram 

l demonyum �3�µ� 

l Wikipedia$_oFK:Rj�1«í��Ƌè#ƳR

oAm
¶*4��3�µ� 

� �41$ķîƜ%Ƴř�h^imBu$�3RoAm!

�$ ë 2RoAm�1«í�Ƴ�3RoAm$ ë 8R

oAm#¶*43ŵÛř$Ƨ±ƱBag of WordsƲ.ķîƜ

#£
�	 

� CRF$ L1ƳL2Ħ�¦YhcoK C1ƳC2%�4�4Ƴ10-5

�1 105* $ 10�Ĩ$Ŗ½ 15»$ Random Search[13]

6Ų�īÔ��ƴRandom Search  %ƳƂŤnƟłQoK

6 4�¡��xÞĞƅ6Ų�Ƴ̀ Al F�#02Ɔ���ƴ 

5.2.2 O�LM-8 

� ŭÎ!Ůæñ#ơ�3ơ�Ɗƍ %ƳRink 1$÷Ĭ[14]

6©ũ#Ƴĥ#ň�ķîƜ!ƍ�ơĉ �3 SVMƱSupport 

Vector MachineƲ[15]6ľ��ƴ~r#ƳŭÎ!Ůæñ#ơ

�3¿Ėŵĺ e1! e2ª'Ƴ�416¶,Ċ s
t
14�

!�$ķîƜ6ň�ƴ 

l e1Ƴe2�4�4#¶*43RoAm$ŵÛřƳ¹Ƈ

KBƳStanford CoreNLP$¿ĖŵĺKBƳŭÎ!Ů 

æñ#ơ�3¿ĖŵĺKBƳWordNet[e]q#�3R

oAm$q�Ƌ 

l e1$RoAm*�% e2RoAm#¶*43ŵÛřƳ 

Stanford CoreNLP$¿ĖŵĺKBƳWordNetq#�

3RoAm$q�Ƌ 

                                                                    
e https://wordnet.princeton.edu 
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l e1Ƴe2Ơ#�3�)�$RoAm$ŵÛřƳŵÛř

$  5ĊÐƳ¹ƇKBƳStanford CoreNLP$¿Ėŵ

ĺKBƳWordNetq#�3RoAm$q�Ƌ 

l e1Ƴe2$Ê�#�3RoAm$ŵÛř6 1��� 

l e1! e2$ƒƩƱRoAmĉƲ 

l e1 ! e2 6¶,�2¬�ė#ơ��Ƴ�2¬�ƒƩ

1$ơ�!ŵÛřƳƒƩ 1$ơ�! VerbNet [f]$A

hGƳƒƩ 2$ơ�! VerbNet$AhGƳƒƩ 2$

ơ�!Ċ�$�Ŧơ�ƱBEFOREƳBETWEENƳ

AFTERƲ 

� Rink1$÷Ĭ %Ƴơ�ō�$�Ƭ!�$Č´$�Ƭ6

Ų	 2 ōƬ$ SVM 6ľ���3
ƳƆ�ľQoKINR

 %Řã$Ćº
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5.2.3 @#-8 
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5.3 (P�)�@4 

5.3.1 $3H;LM 

� *��-#ƳIOƳIOBƳIOBESéä$QoKINRƠ Ƴ

¿ĖŵĺƊƍŘã$ĩƔ6Ų��ƴh^jĨ$`Al F�

#03Ɔ�Šě6ŵ 6#ň�ƴ Ɩ��÷Ĭ6ľ��Ƴ�

4�4$QoKINR#×�� 3 »ƀŕ��`Al F1 �
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ƍ
ƳĔ.Řã
Ư��!
5�3ƴ 

�  

ŵ 6°éä $h^jĨ$`Al F1�$ĩƔ 
éä ƟłQoK Ɔ�QoK 

IO 0.82 0.83 
IOB 0.75 0.75 
IOBES 0.66 0.66 

 

� ĥ#ƳIOéä$QoKINR#×��Ƴ°h^j$Ɗƍ
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f https://verbs.colorado.edu/~mpalmer/projects/verbnet.html 

ŵ 7¿ĖŵĺƊƍ$Řã 
¿Ėŵĺō� Precision Recall F1 

AttackPattern 0.81 0.61 0.70 
Campaign 0.91 0.87 0.89 
Cve 0.97 0.79 0.86 
Domain 0.92 0.82 0.87 
Hash 0.98 0.98 0.98 
Identity 0.82 0.71 0.76 
Industry 0.69 0.54 0.60 
Ip 0.95 0.87 0.91 
Malware 0.80 0.76 0.78 
Product 0.82 0.87 0.84 
Region 0.81 0.49 0.61 
Role 0.91 0.83 0.87 
ThreatActor 0.91 0.94 0.92 
Time 0.97 0.61 0.74 
Version 0.80 0.76 0.78 
O 0.98 0.99 0.99 

áÂ/±ƀ 0.88 0.78 0.83 

 

5.3.2 O�LM 

� ơ�Ɗƍ . Ɩ��÷Ĭ6ľ�� 3»ƀŕ��Řã$

áÂ�6Ī-�ƴŠě6ŵ 8#ň�ƴ 

  

ŵ 8ơ�Ɗƍ$Řã 

ơ�ō� Precision Recall F1 

attributed-to 0.45 0.54 0.49 

aliases 0.75 0.70 0.71 

indicates 0.65 0.35 0.44 

observed-in 0.68 0.89 0.77 

uses 0.56 0.66 0.60 

targets 0.68 0.83 0.74 

O 1.00 0.99 1.00 

áÂ/±ƀ 0.68 0.71 0.68 

 

5.3.3 @4�@# 
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ŵ 9š±ë$ŅƍBh[q $Řã 
 Precision Recall F1 

¿Ėŵĺ 0.85 0.74 0.79 
ơ� 0.66 0.76 0.71 
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