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Observation and Analysis of Cyber attacks
in Home Network Testbed
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Abstract: Recently the number of connected devices is increasing rapidly. While these IoT devices receive large benefits from
diverse services provided via Internet, there is a concern about cyber attacks against them. Home routers are constantly faced with
number of suspicious accesses from the Internet and some of them are even compromised and infected by malware. Nevertheless,
investigations and researches on cyber attacks in home networks are surprisingly few and unexplored. In this study, we develop a
home network testbed with 16 connected devices and test proof-of-concept attacks that could potentially be conducted against
these devices in home network and observe their effect. Finally, we discuss the framework to evaluate home network security
products that have recently appeared in markets.
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