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Anonymity evaluation of trajectory data with modeling adversary

SHOGO MASAKI?

Abstract: In this paper, we propose a novel anonymity evaluation method for the re-identification risk of
anonymized trajectory data. Our method consists of adversary background knowledge generation and an
attack. We generate realistic adversary background knowledge from an original trajectory data based on the
fact that more than two service providers can collect an individual’s trajectory at a certain time range. The
attack is done by measuring distances between anonymized trajectories and ones in adversary background
knowledge to re-identify individuals effectively. We also apply our method to a real trajectory dataset. We
find that a sampling method is more effective than a noise adding method to reduce the re-identification risk
of the real dataset. Thus our proposed method is helpful to find the effective anonymization method for the
target dataset.
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