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Constructing Compact Verifiable Random Functions via
Efficiently Embedding Predicates as Circuits

SHUICHI KATSUMATAL2

Abstract: In this paper, we construct verifiable random functions (VRFs) [Micali-Rabin-Vadhan, FOCS’99]
that have either a small verification key size or proof size under a weaker hardness assumption than previous
paring-based VRF schemes. Our main technical contribution is embedding the subset predicate appearing in
the security reduction into a shallow arithmetic circuit with few multiplication gates. This technique allows
us to use a much weaker hardness assumption and optimize the parameters. Namely, both of our schemes are
secure under a non-interactive Q-type assumption where () is only poly-logarithmic in the security parameter,
and they achieve poly-logarithmic verification key size or proof size.
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ooooooo
vk=:(UwgJugoF=gw%(gP“”%gp‘&’%qm),

sk = (’w07 (wi,k)(i,k)e[n]x[q])~

00000 W, = (wpke 00000
e(gPET) gP(E)) = ¢(g,9)PMW) DO D ODOODO
oooooon

Eval(sk,X): X € {0,1}» 0000000 S(X) =
{s1,---,8} € 20000000000 s;,000
00000000 A0O000000 s; 000000
O0ke[)DODODOOGE ), €[2,n00000
oooooooo

14

0 E:II«l—%w%+P4+2%M'wM)

j=1k=1
.

> f[ ((1 = sjm) + (=14 2s58) 'wi,k)
k=1

i=1j=1

N

O1:41]

0000¢:=60p., 0000000006, =644 00
0000+ =100000000000000000
ooooo

m = moi=g"m, (m = gei)ie[nf

an = "[m']) :
(7’([1.1 ] g i’e[z,n]>

Verify(vk, X, (Y,7)): 000000 vkOODOOO0O000
gooooooooobooooboooobooon
gooooooooo
(1) vk O (HAthm(d““%gpm”ham)[JDIJ
oo
(2) 000 s € (g,h00) U (gPE0, gPF)cpy 00
O000GrpVfy(Il) =10 GrpViy(Il,s) =10000
000X, Y,~O00ODO0OD0OO0ODO00DDOO0OO0OO00OOooon
gooooooogoood (Ozs)sgg]DDDDDD

pZ1.20) =Y "]] ((14731k)4k(471472sﬁk)'Zk)

4

j=1k=1

- as[[ e
kesS

SC¢]
000000 die [0S C(DOODOOLg =
SN[l¢/2]]0 Rs =SNJ[¢/2)+1,(]0000000
000 &,s000000

;5 = e(glleers v glhens win),

000000 Ls = ¢0000 Rg = ¢00000
ey, wie 000D [[iep, w00 1000000



ooooogPE) PR OOoD0D000000noo
000000000000000000000000
00000000000D0000000000000
0000000000000 O0O0Oon

(3) X e{0,1}"0Y € GrOODODOOO 7O
™ = (7o, (Ti)iepn), (T[rar))irepz,y) 000000

(4) O0ODiemOde3nD0D000000
ooo

e(ﬂ-ivg) = H q);)jg‘a

SC[d]

6(7T[1:2],9) :€(7T1,7T2)a 5(”[1::"]79) = 8(”[1:1'71]77&')-

(5) elmy),9) = e(mo,90) O e(mo,h) =Y OODO
gogd
gooooooobooboboooboooorlooo
gogd
OO0 VRFOODOOODOOOOOOOOODOODOO
goooooooboboboboooooooobgooboo
goboobooobooboboooboobooboobgooo
OO000O00 EvalODOOOOODOODOOOODOODOO
OO0O0L=n¢0 L-DDHOOOOOODOOOODOOOO
00 00O000000JSTCREST JPMJCRI130200
OooOooOJspSOO0DO 17Joseo3 0 OOOODODODODOO

oooo
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