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Development and enhancement of intellectual network forensic
system LIFT against targeted attacks (Part 4)
-Estimation of future possible attack methods-
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Abstract: In recent years, targeted mail attacks targeting specific companies and organizations are becoming a problem. In order
to cope with such attacks appropriately, the authors are developing and expanding functions of LIFT (Live and Intelligent
Network Forensic Technologies) which is a system for guiding measures using log analysis and artificial intelligence.
Conventional researchers' research has revealed that it is possible to estimate events correctly for existing attacks, but it is not
clear whether we can respond appropriately to possible attacks in the near future. In this paper, we report malware that is similar
to the preceding malware, collects subspecies using VirusTotal, and compares the occurrence patterns of subspecies, thereby
predicting a possible subspecies of malware in the future.
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Fig.1 Overview of LIFT System.
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Fig.2  Functional Overview of LIFT System.
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Fig.3  Malware usage rate in targeted attacks.

(© 2017 Information Processing Society of Japan

IWEOGE LT-FRFRO~L 7 =TI L TIELLT
DEY THD.
A) EMDIVI
H AR BT D IEMIHR4EII LD & T3
WEFFIBNTHEHASINZFENO~LY =7 Th
5. 2015 FOENEMHRKLE LR — FTiEREb HE
BOED > RIETH 503, BIETIHHBERRE - T
W5,
B) PlugX
JTB 128 T AIEHFTH[12] %13 U od & 5 =)
CBW RSN~ Ly =27 THhbH. 2016
LI O E NI LR — MW Tt b
BIREAEmWNE SN TNS.
C) POISON, POISONIVY
EMDIVI & PlugX £ ¥ & BARTIC HEL L T 2 FERI D
TN =T THY, WEEEIT) ETRETHDL LEEX
TW5.
D) ChChes
EMDIVI L OB ENTNWHEI= LT =T THD.
EMDIVI & HBBIRAMZER LT, #Hifoebbiestge Ll L
THATE2LEEZ TN,
4.12 REFZE
KNG LD w Ly 2T OWEICEEL, 77 AL, URL D
F TG AF Y P —E A TH S VirusTotal[13] % H
L7=. Z® VirusTotal T3, 40 FIEL LD v ¢ L Zx5hHi
i CORAFERZBE, MEOAFRFREL 2o TWND.
INEFEICEBOTIEF—T — FIZ X 2 MBHAEICTE
~ U =T OFERNL EHH T D Z & T, VirusTotal NV
NPT 4 VAKRBGFEE T D~ =T & LTHRAE
NI L TREEZITI b & L.

42 TIY T DORERH
4.2.1 Lastline

lastline fE3 #2692 Lastline[14] & W5 A2 T A Al
YRR T AD, FRHMEEERTLII LT RR Yy Y
ABREE T OB 22 fRHT 73 FTRE 72 Lastline Analyst &\ 9 BEAE
AT 52 & TRIKOMNT 2175 .

Z @ Lastline T, < DX =T 4 X & —IZFIH
INTWBNALF U T 7 A 558 — B X Anubis] X° Web
BT — A [Wepawet) @) Ly URTEHR I TV
L, shE OFETHIT RO TEE LT\ D C&C Hh—3,
HERIPT FLAY, RO~V =T ), 27 271
A NBEDIAENRT=T 7 A V), THEMR Web o1 k], [=
N =T EEME L THE =] Lo S 2 IE
LTWD. 29007 OIFHREFIH L TRITAITZ 2
EPDEHEEOBRONERRE LN L2 T, hoBsE
TIHBD 2 EDTERWEFRICOWTHIUEARETH 5 &
EZD.



4.2.2 Malwr

FRMTEREE DBV K o TH O D BEREIE R OF Iz oW
THTUICHNWDESRLETD. 208, =TV —AD
~ IV = TENTY — /L CdH D Cuckoo SandBox % -— R &
L7z~ = 75— 2 Malwr[25]12 2V T % RIS
BHAYFENT 217 S .

43 fEFHEROFIA

SIHTIZIE, Lastline Analyst & 0 5% 5 7= AT H 2 ~ L
T T OEEEL L, BKM VirusTotal ~#)6 TR I 7z
ARFEREZ~L D =7 OHBEAREE LCERENERT 5.
<A =T OHBHAREE LT, BIEEEIT LR ENDS
BoNToZ A LAY TIER T L, VirusTotal 2> 5 H i
WEFIA L. Zhid, BE» /LN ERITBEEIC
LoTHSAEINTNDIRNDE D DD, WEEDOTFNGHE
U7z VirusTotal NOEH THIITL S A O FHEMES K &
EZTTDTHD.
ForCHERAT 2RI, SRIERTL R CTHLER LA
Ao TPlugX] OWMENLIZELNIT ML LT
kg & Li-#fen TEMDIVI), [PlugXJ, [POISONIVY |,
[ChChes] DIAICBNTED X HITHELL TV 5 7B
TEDOHHEREOLEEIT) .

5. #R

HAE TR LI FIEICHE, 20154E1H 7 5H20164FE12 A %
TICHBL L 2RI OIUES L OMENT 21T - 7=
IEE LTz~ =7 OB ONRIZELIOBEY THD.

#£ 1 EFHRIBICEAL T
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Y= DBEICKR 0.0% 35.3% 0.0%) 0.0%] 35.7%| 16.4%) 0.0% 0.0%: 20.0%| 0.0% 50.9% 16.7% 0.0%)|
FETHELRHTTPY > & A EK 72.2% 5.9% 0.0%)| 38.1%]| 4.3% 0.0%] 14.3% 0.0%: 0.0% 70.0%]| 0.9% 0.0% 0.0%|
Ny H—  |BOAENIPEA X — P DFHIAG (BENRT /8 7) 0.0% 0.0% 0.0%)| 0.0% 10.0%| 9.0%| 0.0% 14.3% 10.0%)| 0.0% 0.0% 3.3% 0.0%|
e A—Y =T HhY v FZHOEE 5.6% 76.5% 0.0%)| 14.3%| 50.0%| 0.0%] 0.0% 0.0%: 0.0% 30.0%]| 78.3% 0.0% 4.2%|
= RITFDO TR REFNFE 5.6% 17.6% 0.0%)| 11.9%) 55.7%| 0.0%] 0.0% 14.3% 3.3%]| 50.0%| 1.9% 0.0% 4.2%|
BE DT O ADAEY ET Ny JEFEHAIMBERE 525 (SeDebugPrivilege) 27.8% 0.0% 0.0%)| 28.6%| 4.3% 0.0%] 42.9% 0.0%: 20.0%| 50.0%| 0.9% 3.3% 4.2%|
SraFe Ny g F7oa—Fe LTE#ES 11.1% 5.9%| 100.0%| 42.9%| 1.4%)| 68.7%) 28.6% 0.0%: 76.7%| 40.0%| 0.0%| 100.0% 12.5%|
taAOREDI—F& LTHS 77.8% 94.1% 0.0%| 52.4%| 98.6%| 31.3%) 57.1% 57.1% 20.0%| 60.0%| 83.0% 0.0% 83.3%|
SR T4V FT 7y ERET HEE (WH_KEYBOAR 0.0% 0.0% 0.0%)| 0.0% 0.0% 0.0%] 0.0% 28.6% 0.0% 0.0% 0.9% 3.3% 0.0%)|
F—RbO—sn¥r I 0.0% 76.5% 0.0%)| 0.0%] 57.1%]| 10.4%) 0.0% 0.0%: 10.4%) 0.0% 0.0% 0.0% 0.0%)|
SATFLT7 T ANHEY TESTRITT 74 L OIERL 0.0% 35.3% 0.0%| 0.0% 1.4%) 6.0%| 0.0% 14.3% 0.0% 0.0% 0.0% 0.0% 0.0%|
ZTINA |RBENIRITAIEET 7 1 L DIER 0.0% 35.3% 0.0%)| 0.0% 58.6%| 9.0%| 0.0% 0.0%: 6.7%| 0.0% 4.7% 3.3% 0.0%|
RITROY > T L OB 0.0% 35.3% 0.0%| 0.0% 4.3% 0.0%] 0.0% 0.0%: 0.0% 0.0% 76.4% 0.0% 0.0%|
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