Computer Security Symposium 2017
23 -25 October 2017

Y T —IREBOERRRT—IDSDTF 1INV 53R
%EEEMELT

b s A AT RN EAY RE A RIS R

H% WA, SEIERRES Ry P IERINZ LI IR TETHS, 2056 OFREBHEHIR

WIHC TR 587 v FI3ENORES PHEEom I, i wo BN THHEINS, 20—7
T, EBRE2ZRLBZEPENDO N7 74 v 7 20UFL, D2 L, AELZRELRD, BEIRETZ
EDERETFO N THRMESD S, AMRTIE, PHEEICHE L ZBEBIRICE T, MBI
RIUSIE T TE S 287 v MQEH LT, AN Z & ORBEAT 2 % 222 FEIVICHEE L 72# R Icow
THET 5.

F—T—K: 2y I—IKE, TIANY, S0y PIUE

Privacy analysis of usage data sent by network-connected home
appliances
Focusing on refrigerators

TAKAHIRO HIGUCHI! YASUNORI ISHTHARA! NaAoOTO YaNAIl! KENSUKE UEDA2 TORU FUJIWARA!

Abstract: In recent years, various home appliances have been connected to the network. Such network-
connected home appliances send packets according to their usage. The packets are used for making lives
of people at home more comfortable and more convenient, for saving power, etc. On the other hand, if a
malicious third party acquires and analyzes the in-house traffic, there is a possibility of identifying the user
and obtaining personal information such as hobbies and preferences. In this paper, we report an experimen-
tal verification result of individual identification, focusing on packets sent by a refrigerator in a simulation
environment built in our laboratory.
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