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Detection method what suspicious email is based on email context

Hiroki Nishikawa™ Takumi Yamamoto™ Kiyoto Kawauchi'

Abstract: Targeted attack is serious problem for stealing confidential information. Especially, beginning of targeted attack is
mainly spear phishing email. Therefore, detection of spear phishing email is important for protecting from sophisticated attack.
However, previous method can’t detect sophisticated attack that attacker sends finally target when attacker already infected
springboard related the target. In this case, it is difficult to detect the email using previous method because attacker make email
considering feature of springboard. In this paper, we propose detection method what suspicious email is based on email context.
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