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Abstract: The growing popularity of multi-factor authentication necessitates a more easy-to-use approach.
The more authentication factors the system uses, the more difficult it is to use the system. We considered
behavioral authentication as one of the authentication factors. This authentication factor can make the
system easy to use by taking advantage of unconscious user behavior. In this paper, we propose a behavioral
authentication model that can adapt to various activity trackers for general use using machine learning. The
motivation for using an activity tracker as behavioral authentication is that the user simply needs to wear
an activity tracker for authentication. However, existing studies are applicable only to the specific activity
tracker. For the evaluation of our model, we compared the difference between activity measures, such as Fuel
and steps, and the difference between three activity trackers. The results showed that it is possible to apply
our model to various activity measures and various activity trackers. Our model achieved a false rejection
rate (FRR) of 10.83% and a false acceptance rate (FAR) of 10.30% with the FuelBand activity tracker, an
FRR of 10.00% and an FAR of 12.31% with Jawbone, and an FRR of 9.22% and an FAR of 12.92% with
Fitbit.
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Fig. 1 Four graphs of activity data collected every 24 hours in the FuelBand. Vertical

axis: activity (Fuel). Horizontal axis: hours.
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Fig. 2 Photo of activity trackers: Nike+ FuelBand SE (top
left), UP24 by Jawbone (center), Fitbit Flex (bottom
right).
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Fig. 3 Learning and classification by binary classifier.
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Table 1 Machine learning features for activity authentication.
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example shows two types of authentication results (the
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Thh.

#EL,
il

Algorithm 1 FEFERA% Fv

count «— 0
for j =1to N do

if 7 = 1 then

count + +

end if
end for
if count > k then

return Accept

else
return Reject
end if

3.2 EBET -2/ 5 HTFHE
FREBIOBE, BB f~NOADT—=5 LT, {ifh&
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Thb. APDSNIEHET— 5 & AfHEHRPHE 1 TR
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SOHET—% (X) %, 0B 00437205 23 B 59 45 %
THIAN S 60 77 XEI D (sumb0y, sumb0,, . ..,
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sum60sy ),
073 X81 Y
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5. 728 21X, sum60q 1E sumb0, = x1+x9+x3+. . .+ 2509
TEEINL., (4), B) &, (1) OWEHELZ LA NI T LI
L72bDThHs. BOXEIIHE RO 1 A5 E L, Fu-
elBand T&H I 1Fuel WkE, Jawbone & Fitbit (& 1 %]
AT, 0268l S NFEHEORKHEL TOXEOE

sum304g), 1

Bk, (4) 1 Ty » 5 21440 DITRTILHLELANT
‘_7_L\7£'VEEE L, (5) X1 H#Fﬂﬁ:k - T VA 59 if@

CANSTLE 260 D05 2110 TTOLANF T L LW
LI, A MWMHOEA T T LAEER L. HFHE
121E, SHOXEOER (hy, ho,hs,..., h,) & HW7z
nIEHEORKETHL. (6)1F(4) ODLRAFT T A
DZALE (Ahy, Ahg, Ahg, ..., Ah,_1) ZHW/z. Ahy &
Ahy = |hg —h| DX IZRENE. (MHIFQ) D 15T
E DAL (Axy, Azo, Axs, ..., Axiuz9) &, 25T D
ZAbi (A2zq, A22s, A225,...,A2x1433) THA. Az I
A2z1 13 A2xy = |23 — 21| DX HITFES
NLEHETH L. N5 ORI E OB &4
EDTHENEDOREINMAFE L ZWETH .

4. EENEEt & AU RO FHEEER

4 BT, HEOEE) =2 HWT
WZOWTCEEHI 2479 . 9, AT T DR

AIl = |I27.271‘,

FEFE TV OA
Ny EERRVAR
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Tt yhEsHE
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$E7—5 FRRF—5
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ss—r [m [ 28 [ =5 [ == |[Fn)
ws—e [(em |22 [z |[FERG[ 25
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\ J

FARE—s #EY—5

B 5 LEMEOHFBT—5 LT ANT=45 (Bl 5 5%)
Fig. 5 Training data and test data of cross validation (5-hold

cross validation).
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L, 10 53125 T 24T, ZO5HRELZ D L1
iz it o 72, ZEME LR, WEL-TF—% % cv flIC
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FWERENSNE L EHEOERET— 5131 HHO
T=5% 1L L7z, [GEEeTE 1 R i — %
FEGELTEBY, 1EMIEI260 70y o, 1 H (24 B
M) &720 1,440 70 v FrOT— PO NE. T/
AHOEBRETIIHDOXYI D % 08004 & L, 0800575
52359 E TR 1IHE L.

4.2 3HEDOFHEE & Ao ZFHEEER

TITIE, 3ETETIMELLZZRIET VR, 2D
DEBREIT- 72, FEBOHME ZNENOFERICH V-
WEEFHI OV TRT.

FuelBand %# W =EER (#1)  BATWIsE L o lkEo 72
O, AT LR LT — % 2 CEEHIE 4T .
Jawbone & Fitbit # UL /=58 (#2)  Biriige & &2

% HiEHEE A WG A0 21T . M UH
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x® 2 FEBRIHVWIT—5 D&M

Table 2 Experimental condition for data collection.

FEpEr # | WEER W | WEBRER EBRHK
DRJE (N) (H)
#1 FuelBand Fuel 70 42
#2 Jawbone HH 14 30
Fitbit B 14 30

)

6 FuelBand & FuelBand 7 7' 7 — 3 3 ~ (iPhone i)
Fig. 6 Photo of FuelBand and FuelBand application on
iPhone.
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FTROFBIIEFE 1 TRLEEELZHCTYEE 21T,
4.2.1 FuelBand Z B\ -EEE (#1)

KEERTIL, %ATHE T Nike+ FuelBand SE (X 6) %
AWTIE SN T —F 12X ) EEB %47 - /2. FuelBand
&, Fuel &IFENBIGEEOREZH, 10T & OIGH)
BT =Y ST A, WERE, 2018005 60 1D L 70
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i : BRME K

Fig. 7 Experimental result (FRR and FAR) by using Fuel-

Band. The activity data from 70 participants who worn
FuelBand during 42 days. Vertical axis: FRR and FAR
(%). Horizontal axis: threshold, k.
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iz 47> TW72 A%, AFaTIE, RIFE TN OREE % 5§
H72DIZFRR & FAR # iV s, $7:, #RELTRT
fiElX, B k %22 Cw»&, FRR & FAR O/ E
% BfEE L7z, FuelBand % V272 EEE O F1X FRR 28
11.51%, FAR 2812.03% & 7 > 7=.

4.2.2 Jawbone & Fitbit # AL -FE (#2)

FuelBand 32B% & [Ak£12, Jawbone (K 8) & Fitbit (X 10)
W TEREZIT->72. M &b FuelBand & [ 1455
T OIREE 25849 5. Jawbone & Fitbit TIZFEIE O
REE L THEE R CEHEIZ 4T 72,

AL TIL, FuelBand & #7%: 2HERHE 14 N\OT— 5 %
PUE L 72, #iBaEix, 20 X256 30 okt (BRRELE
&) THZ 14N BHE12 A, K2 ) 5% 5. 2015
ETAHITH (&) 252015411 A 16 H () OB
I L7z, BHER#E 121E Jawbone & Fitbit # ML ZN D%
BEFE 30 HE2 51220017 TH 5 o 72, 10 47 E58 =T
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WAHOT AN T =%, ) 9T RTEFEHT—F Lwn

© 2018 Information Processing Society of Japan

8 Jawbone & Jawbone 7 7'V 7 — < 3 » (iPhone i)

Fig. 8 Photo of Jawbone and Jawbone application on iPhone.
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5 CREAEAGIE & VAL BIfE & 2 AR 784D FRR & FAR
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o BE E
Fig. 9 Experimental result (FRR and FAR) that 14 partici-
pants worn Jawbone during 30 days. Vertical axis: FRR
and FAR (%). Horizontal axis: threshold, k.

10 Fitbit & Fitbit 77" 7 —3 2 >~ (iPhone i)
Fig. 10 Photo of Fitbit and Fitbit application on iPhone.
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R 3 EBRGMERH R TBINERD SR L 2 ORR

Table 3 Additional experimental condition using extracted data and the experimental

result.
KEES # | GRS WERORE | WEBEH  ERHA% | FRR FAR

#1 FuelBand Fuel 70 42 11.51% 12.03%

#12 FuelBand Fuel 14 X 5 30 10.83% 10.30%

#2 Jawbone B 14 30 10.00% 12.31%

Fitbit SR 14 30 9.22% 12.92%
100 04 - (H) @95, 201445426 0 (H) #5 201446 A 30
N —-FaR H () $TO30 B &MLz, 72, BBERTO A%
. S TYY LI UAT OO S MU & 3 1, WREH
@ L 5= 5 OIUE B DEBRGM: % i 2 72356 O FE B R &
50 S RLTW5, FuelBand OEER (#£1.2) ® FRR & FAR I3
:: \\\F\RR 9_22%,=:=%R 12.92% 5HOFETH Y, FRR 10.83%, FAR 10.30% & 7 - 7-.
" AN e C ORI, 70 N 42 HOFEER (#1) L) FRR, FAR &
10 = DITHVER L oT\V0D, SHISHEREMARI 2722 &

0 ‘ T ‘ ‘ T )

(K]
0 1 2 3 4 5 6 7 8 9 10 11 12 13

11 Fitbit Z i\ 14 AOBER# 7 5L L72% 30 HG O 7 —
y CRAREAEEE & RVAl. B k 2 A2 7250 FRR & FAR
DZALEIRY. HEHl D FRR (950 & FAR (B#) (%). #H
L

Fig. 11 Experimental result (FRR and FAR) that 14 partici-

pants worn Fitbit during 30 days. Vertical axis: FRR
and FAR (%). Horizontal axis: threshold, k.
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WEWFERE o 7o [/ DR T S U L 72 B =
F = LCR UEREEE TV & L7248, [FFREE O
FRR, FAR Z/RLTBY, REETIVIGEHEFTOE N
WEE LB RS T TV W LYo,

4.3 FuelBand & Jawbone, Fitbit O E#s
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DEER (#2) O 2 ODOERMERE BT 5. Rk 5i5H)
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MM TH S 20144E5 H 26 H (H) 205 201447 6 H
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Fig. 12 Comparison of hourly average activity, normalized by

steps, for three activity trackers. Vertical axis: steps,

Horizontal axis: hour.

x4 RH L VG EOMBEMEE FHERTOMEGE T LI
%, FuelBand 13 Fuel % 8 CIEBIL
Table 4 The correlation coefficient of hourly average activity

between activity trackers.

IEEERT O A HHBIFREL
FuelBand, Jawbone 0.950

FuelBand, Fitbit 0.949

Jawbone, Fitbit 0.993

FuelBand & O FB)EFF % B L 72854 b /T 0.949
L), SHOEHER»OELNTT— 7 P EVHEY
RLTWAZ ERGNAE., ZIEWThoGEEE TIUE
L727—%Td, 1 HOWESm % MM I L IS/ 54 120
MO ZRTIEERL TS,
3SHOWEEEAT % IR 7-54, FuelBand &t 2 DD
DAL, LR %A 0.993 & Jawbone & Fitbit &
OB E o Twb. 2T Jawbone & Fitbit 2%
FUEBEORE 5% 2HWTwsZ L&, W UHER
BFHOFT -5 THHZ L|ZL D, FuelBand 1Z 874 5 R
(Fuel) #HWTEBY, F—7 2 IUELHBREHLRL -
TWAIENEREEZ ONL, F, HEBREFOENIZ
L CUE, RS OB R AN 2 KW 122225 C
Wh, 12 O FuelBand @75 7 Tld, 7 & 8 BE{hHE)
wOMBO 2 DDOWEEEFHIIRTE o TWa, #2114
F & 15 B, 18 IFlx Jawbone & Fitbit 2 < 72 o T 5.,
RIS, BEEREREDE NI L B BNV EIREL, HEhE
SFOMEPREEIC L 28WIC L 2B LE 2 -6, e
DR ZEEIEARE LR D L) T LIEHE 2w,
WEEFHI AM OITEI O MEE ICHKAE L T OEE= % flsk
T55DTHY, »AHEHEFHIHOFHEIEHL, b
HEIEFHIEI VW E W) T EdiEI ) 2wk E 6N
L, L7ehoT, ZOECIELRLWHEREIOLT -5 %
NE LB EZOND,

BEEE T — 7 OB BREOMNERIE, FuelBand 7937 25 A
EHA N4 NEETDIZxF LT, Jawbone & Fitbit ¥ 14
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Fig. 13 Example of false rejection by collected data from a
participant ID: 1 using Jawbone. Line graph shows

false rejection data (2015/07/22 and 2015/07/29). Bar

graph shows true acceptance data (2015/08/12 and
2015/08/13). Vertical axis: steps. Horizontal axis:

hour.
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R 5 FAR M5 L9 ICHIE k 230 L7236 @ FRR
Table 5 FRR and FAR when threshold value k minimizes

FAR.

= weSRE g | BE FRR FAR
FuelBand (#1.2) 14 13 | 30.99%  0.00%
Jawbone 14 13 31.95%  0.00%
Fitbit 14 13 25.73% 0.00%
FuelBand (#1) 70 69 45.47% 0.00%
70 68 36.52% 0.13%
70 67 31.13% 0.61%

X, #ERE ID 1 @ Jawbone DWEERE T — % 5 4 Hr
(2015/07/22, 2015/07/29, 2015/08/12, 2015/08/13) %
RLTWA, #HEBHEEID 1130 HOTF—2 D95 2 Ho
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i N5z A (FAR) (I2DW TN (B &A) ZARA (A
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D SAPHEYIMA L GEHEIND LT, A SAUSHDOT
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£ 6 Fuel L BEHOF— 5 ZAX— A X ADHE. 1 HIZBMEN5
1,440 O 7= 4 12& M5 0 OHBUHIE
Table 6 Data sparseness comparison of Fuel and steps. Fre-
quency of 0 per day.
THHER B O R 0 0L | &R
FuelBand Fuel 1019.6 420.4 | 1440

Jawbone HE 1308.5 131.5 | 1440
Fitbit S 1257.8 182.2 | 1440

Zxt LT 5 B ATBAET S 452 FfEEm FIico 728
b, F72, AT AT LA L FRR ZHEREED 31% &
L72Ba D FAR 12 0.6% & % > T\ 5.
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Fig. 14 Histogram of (a) FuelBand, (b) Jawbone and (c) Fitbit. Vertical axis: Fre-

quency. Horizontal axis: Value of histogram.
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