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Abstract: In recent years, cyber attack techniques are increasingly sophisticated, and blocking the attack is 

more and more difficult, even if a kind of counter measure or another is taken. In order for a successful handling of 
this situation, it is crucial to have a prediction of cyber attacks, appropriate precautions, and effective utilization of 
cyber intelligence that enables these actions. Malicious hackers share various kinds of information through 
particular communities such as dark web, indicating that a great deal of intelligence exists in cyberspace. This 
paper focuses on forums on darkweb and proposes an approach to extract forums which include important 
information or intelligence from huge amounts of forums and identify traits of each forum using methodologies 
such as machine learning, natural language processing and so on. This approach will allow us to grasp the 
emerging threats in cyberspace and take appropriate measures against malicious activities. 
 
Keywords: Intelligence, Darkweb, doc2vec, Machine Learning 

 
 

1.    

AV-TEST [1] 2016

35   

 
                                                                 
 †1  
   Institute of Information Security.  
 †2  
 †3  

 
doc2vec

ⓒ 2018 Information Processing Society of Japan

Vol.2018-DPS-174 No.5
Vol.2018-CSEC-80 No.5

2018/3/5



 
IPSJ SIG Technical Report 

 

 

 2 
 

doc2vec

 
 

2.  

doc2vec
 

 

2.1  

( information)  

[2]

 

[3][4][5]

 

 
 

2.2  

Surface Web
Google Yahoo

Deep Web
Dark Web  

[6]   
Tor

[7]

  

[8]

 
 

2.3 doc2vec 

doc2vec  
Bag-of-Words

BoW BoW

doc2vec  
doc2vec Tomas Mikolov

[9]
doc2vec

 
doc2vec

word2vec[10]
 word2vec CBoW Continuous Bag-of-Words

ⓒ 2018 Information Processing Society of Japan

Vol.2018-DPS-174 No.5
Vol.2018-CSEC-80 No.5

2018/3/5



 
IPSJ SIG Technical Report 

 

 

 3 
 

skip-gram 2
doc2vec PV-DM Paragraph Vector-Distributed Memory

PV-DBoW Paragraph Vector-Distributed Bag-of-Words
 

 

2.4  
doc2vec

 
Machine Learning

 

Supervised Learning Unsupervised 
Learning

 

classification

regression

clustering

 

 
 

3.  

 
 
3.1  

Eric Nunes [11]

Nunes

Eric Nunes  
Sagar Samtani [12] Latent 

Dirichlet Allocation(LDA)
LDA

Samtani
LDA

Samtani

 
Ahmed Abbasi [13]

 
Victor Benjamin [14]

Benjamin
Internet-Relay-Chat(IRC)   

IRC
Benjamin

 
Mitch Macdonald [15] Sentiment Analysis

Sentiment Analysis
Macdonald

Sentiment Analysis  
 

3.2  
2 1

2

2

 

ⓒ 2018 Information Processing Society of Japan

Vol.2018-DPS-174 No.5
Vol.2018-CSEC-80 No.5

2018/3/5



 
IPSJ SIG Technical Report 

 

 

 4 
 

 
 

4.  

 
 

4.1  
doc2vec

1  
 

 

 
1  

Figure 1 Flow chart of the proposal 
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Table 1 Example of data analysis 
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Table 2  Experimental environment 
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Hello Everyone i am selling one of the crypter that was once 
sold on HF i bought the source code from the coder but now am 
busy with another project am doing so i will like to sell it for 
anyone who is interested in it. 

 
On one hand the judiciary is giving verdicts against the poll 
body one day to the election. On the other hand, the poll body is 
continuing to prepare for tomorrows election. there is a case to 
be heard and determined by the SC involving all presidential 
candidates, the poll body, its chairman, and 3 petitioners.  
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Figure 2  SVM Classification Performance 
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Table 4 Results of classification comparison 
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Table 5  Offering malwares platform rankings 
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Table 6  Negative data within the unknown data
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