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Exploring Darkweb for Cyber Threat Intelligence using
Machine Learning
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Abstract: In recent years, cyber attack techniques are increasingly sophisticated, and blocking the attack is
more and more difficult, even if a kind of counter measure or another is taken. In order for a successful handling of
this situation, it is crucial to have a prediction of cyber attacks, appropriate precautions, and effective utilization of
cyber intelligence that enables these actions. Malicious hackers share various kinds of information through
particular communities such as dark web, indicating that a great deal of intelligence exists in cyberspace. This
paper focuses on forums on darkweb and proposes an approach to extract forums which include important
information or intelligence from huge amounts of forums and identify traits of each forum using methodologies
such as machine learning, natural language processing and so on. This approach will allow us to grasp the
emerging threats in cyberspace and take appropriate measures against malicious activities.
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T =T DFEERN Y X 2 7 HANC BT D N A BeRE LIk
HxEE->TWD., b OBRINZ doc2vee J Otk =74 %
WHT 22 LT, HERMAMEL, 61, fiiL-&E
B OBENS, INLORBOT Ty N T —hk
LCHERET 27 4+ — T LOFREEZFEL N T D 2 L2 BES
T. Thbb, 7+ —FHED L) RBEEERNE E
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PICTHZENAREE D THAH ZEEBEL TS,
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AETHE, ATV VxR, F—=27 7 =7, doc2vec

21 AVFYDPIVR

ATV RAEPTHRDL DI, AT H A=
a V(IFH, information) N 5. £ 74+ A — 3 LT,
FNRDDIITHE R END Db LT, FaNmY 525
ETEET. M, ATV Vo AEE, ZHEOFR
ELTHfEICS NI b O, FRITZFO L S REE LB S
NELOICEETLERTHY, UEEBEEINZ DD,
IS, SN, KVIAENTIHEHRTHH[2]. T
b, AT Ve AL EROBERINDD DO TH D,
FOEFDOT mE AL, IE, LEENGRD. ZLT
ATV VAL, BEEOERIZH D O TRTIUE
ANSRANAR

BUE, T A N—HEAOFEMMGHE LA T IV
VAETEAT B E D, BEETOITIENY B RETEY,

ZFOPITFAR LVEREL EFTHW5A 500 5 5[3][415].
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LB BHFEEL T D DT TERW. R v 7R
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BY, A7V TR0 ELAERIL, DM
RIEHOPIZH LN TN D.
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ETHETD L, EARBEOERNMIGNDI L —27 U =T
ORI EEER AT 2 2 ek, B2
T ANWENERST DA T ) Pz AL, #EEE IR
BATMA b D LD, Tihbh, BEFIEICL-T
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WRBER AR LD ENAREE D Z L2 MR T2 D
Thb.

22 =99z 7

A F =Ry MNTFHEPAFET 5. @, LxNEIC
THU T arroViL, —7 = A7 =7 (Surface Web)
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i)y, A2 —Fy bo VEHL X, @ OMRBEHIET

W77 BATE RN T Y RERICFEL TS, o

NHOERIE, 74 —7 V=7 (Deep Web) K OVF—27
=7 (Dark Web) & FEIZILD.

TA—T U =T L, xR TTEE OB Uy
THEA YTy 7 ASh Wy =T ars Y ZiEd. file
LT, BEfloy =7V A MRETFLENDL. o, ¥—7
Vel TA—T =T 0—T, BERMICESAE
U7 arT Y BHT6].

==L, Tor ZORKRY 7 v =T ZHL
RFIET 7B ATES, WD CTEAMEN RV E 2o
TWo., ¥—=7 070, BHEOT7 +—FL0v—F v
FRHFEELTEY, bR, 5 HLFROEKE 72>
TV ZENERINTWDIT]. RFREEE, HY, 8,
B/, Wi WS BEONSE TS 2 EnTErn
i —27 727 TREILTWVADTHS.

BOEE, ¥—27 727 ORBNZEIERR BN TN D.
BRI OHLR, WYSENS~< Ly =7, BEERE®R, EAN
W, B, Ny X OFa—RITN, JLTy b
J1— RES, GRMEBEONE L W gl 7 FL T
HOTHBH[8]. ZH LIk, A N—%/M EOFE O
BIEEMIE B EZD. LENR-T, F—2 727 b0 R
WA « ST ORE A2 ED D 2 L1E, A N—KE~D “F
FREGEGHE” & LCAHARFLTERY 2B bDEEZ BN
5.

2.3 doc2vec

ARWFFETIX, ¥ —2 V=T OHEREMERNRET L. B
X7 ¥ AT =X ThdHld, #yrEHoA 7y b e
L CERT 272 DICIX BARSE BRI 2T DR TR 572
V. R FIETIE, doc2vee ZEHT 5.

B, SCEERY MLk d 5 Fik s LTI, Bag-of-Words
(BoW) ML A SN TWD. BoW IE, SCHEP DK HGE
OHBBEZFEEE LT, 7F A MY ML 5 F
ETH L. FEFEE, M SCGER O HEFEO HBUEE %+
U N AL TREE AN L, HEES BT SRtk
PIRABE LW &b, HEEOEKAZRBETLZ &0
TEXRVWEVWIREAZ TWD. ZOMEEZTRT 20
2% doc2vec TH 5.

doc2vec 1%, K7 — 7 A4t DHFEE T & % Tomas Mikolov
PIRRE LT HRS L O FIE9]T, =2a—F 2y bU
— 7 ZFH L TUEERT b T 5. doc2vec i, HFE
DHIBEREERE LI-ET L THLZ LD, XEHDA
HEEICEWZF-E BT ML T 5 Z LR FREL 72
S>TW5D.

doc2vec 1%, HFEL L TOEREEDRY sk % WHE
& L7z word2vec[10] D #E R & LHE L ~/UIGH L7z 6 DT
» 5. word2vec |21, CBoW (Continuous Bag-of-Words)
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KON skip-gram @D 2 DO T NI U XLABH Y, ENER,
doc2vec @ PV-DM (Paragraph Vector-Distributed Memory) &
TN PV-DBoW (Paragraph Vector-Distributed Bag-of-Words) (Z
KIET 5.

24 BHFEE

AHBFIETIE, doc2vec T L7chFrfiEz A v 7y k&
L CHBR 7 21T 9. LLTFTIE, B8 o iz >\ T
T 5.

HEhk#% (Machine Learning) %, A TEIREDIFZEN & IR
A UTeHEE S T, MR RET NV ET =2 PO EET 5
TeODHIERTH D

MBI E, — IR FEOBLEN G, e v

(Supervised Learning) M OVZhfi7Zz L5238 (Unsupervised
Learning) KBS NS, #Aid v F#81X, ANT—4%¢&
BELWHENOSTEAET LT XA %, FOBHE
BRSTEHFETHD. BEIZRLEEE, EE LW E
TNAY ZXLZG 27, T2 OYRITHEET HAREN
HigEz it 27 HETH 5.

51T, HiMdH 0 EEE, SEEOERICKT S - L
MNTES. ¥ (classification) @ HAGL, BIRFEOFND
JITATRNVEBNT HZLTHD. AL A—)LDHf]
X, OB THS. [Blm (regression) @ HJIX, e
EETHTHZLTHD. RKIET— 200 REEMOIHE &
YT L2801, BRO—FEFZD. £, HhAiL
FHEE, 77AF IV TIIRESND. FTAEY T
(clustering) DO HWIE, AL L TWET—FE 7 7 A%
BIZRETHETHD., 7 TAFY TNE, ORI
BEE LT, BEMNARTFIELLTHNLRD Z L.

AT, #bid v FHEOEE G, EEEMREZ
O TRWERRR AN 5.

3. BEWE
AT, BHENFTEOBEE K OFREIZ DWW TR 5.

3.1 BEEHROBE

Eric Nunes 5[11]1%, #—27 v =7 LO~—F v by
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PE, Ny X THIRE Vo Te A N BT A L R
U fa, B8 2 B L TR~ 2098 217 o 72
WE, Hilid Y FEIBWTUL, T4 DT VAHFITK
7o REf & B A EI N R S5, Nunes b X, H-Zhil
HYVFEICEY, ZOMEERRT 52 L AR AT K
Z%1%, Eric Nunes® DHffFEa2 ~—A & LT 5.

Sagar Samtani b [12]1%, 7 — & fE#T £ 4l T & 2 Latent
Dirichlet Allocation(LDA) & ¥ 8 % A b 7= W5t &
fTo72. LDAlL, X(HEHED My 7 Z IR 2 S5 E
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ZEHMELCY —RAa—Fe 70 s o I EEOMBEMNT A
5 Lz,
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PILTWZDIZRF L, FFFETIE, > I — ORI E
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2L 7 (FEiz LR eiaabEizmgor 2T
LIZEY, BEA T )Y 2 AR AT 5
FEEFREL TS, Benjaminb i, 74— 7 AITHZ,

“Internet-Relay-Chat(IRC)” |2 % CTHFZERI SR & 51T 7=
IRCEEHDHZLICRY, FEEDEWA T Y PR
TS5 Z ENFRE L 22 5. Benjamin S (X, BEAL T X
NTeF—U— FRBHMWOIEHA TIRE LT 5.

Mitch Macdonald [15]1%, Sentiment Analysis% & L 7=
WFFEZATVY, 74— T LORRICNIET DG &, RIS
DIF LR DEEA LT T L ORKRET LI L.
Sentiment Analysisi®, 5% HALIZT F A DO FITH 5K
11725 2 Ji % ot 5 Pk Td 5. Macdonald 51, gl
ST THEOHEMATEH L, A N — BB REO HEE K O
A 7 FHEOBEE G RRMAE L, fhixar:
PeFEIZ%F L C Sentiment AnalysisZ 17> 7=.

3.2 BEMNRDRE

PERDOIFIEE, K& 220D N TED.
W2, 74 =7 L5 EOEBIORENZ—PF—DFELL—
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ThDH. B2lZ, Tr—FLOEBOTEESTL, &I
ATV Ve AR EEMET D, KRR 2R 2 T2
ThHDH. INHOMEE, ATV e AMH ORI
AR bDOTHLN, WELHD. £7, 1 OWZEICH
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2. TO, 2—F—OEIE L ) BRI L LR
JiuEZz b, B2 ORI LT, »ow b ke
HEZERNZAF IO R LTc 3G, B QBRI 2
SHERHD. ZOHE, BEHTED Y —ADLAIER
ThHhdHIENERIND.
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L OERNEEDLF =T V2T D7 +—F LIEAEY
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Rt L7z 7 4 — T LAOGFENRH LM E 2L, FMIUED
ZhEEME N OREIX, #ELCm B3 s b0 bhs. 71
— I L, 2=V =T H T k& LERHIRE ARV
W, a—F—OimEhE L ) BEEZTERT D Z & HEE
B, Fil, FHEBEBICFHL L7 4 — T A%, BEHTE
HY—ALTR0BEZ ENLEROBEIEMEL VI FREICE
KT D Z ENTTREL 72 5.

4. RBEFZ
ABETI, AHFFEOBEFETHD THBFAE 2 -
A T Y A RE ) OBEIZ O TR S,

4.1 REFEME
KHFGETlE, HARSELID ~FETH D doc2vec KLY
B 2B L, ¥ —27 =7 OEMD O H, HEEEFR
LEHITRVWLOEHEIICHNIT S, E6I2, o
ERRAL, ¥—20 0TI ETHEA 27 +—TF LOF
PEEZ LT 5. BRI, X 1 O FIECOREEZITH .
PR, #FIEICHOWTHIT.

[?—amﬁﬁ

[E?&Eiﬁﬂﬂ+ﬁﬁﬁuﬂ (doc2vec) I—J
1

[
[

RAT— 205 - 5

M1 REFIEOTIE
Figure 1 Flow chart of the proposal

42 FFT—20%EfRE

BEME O BT o 0 8 AT O T2k, MY EOT—
BEIEL, SOHICIE LT —X &2 EffT — 4% & RIEfE
T AT AT LEIRT — 2 2 AER T 2 LR H 5.
BETFETIE, ¥~ =7 EOF—Z LI LT
Va7 ra—7—SEEALTT 2% INET L. ARO
FERTIE, Sixgill LW I FEDOY — L EFEH L (k).
BT — 2 R WE LTth, EEEMLEE O TRVWERAEF
BCERIL, AiEEEMT—4, BEEREMT—2 L L
THS. 72k, KRROFERTIX, BEEZRELT, vy
=7 - AT 7 =BT ARE LR (k).

43 BRAEFRLE - FEHEd
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TS, 2 THLNDRHEE, AHEEICEKE M
5L, XREZBELIZbDLR>TND.
LEZEIEIZANY ML, FE&EE5L7-01I2E, B
INSFEEE OB NI ENCEE L /D, £ 2T, #%
FETIE, AR E LT, HFEO —2 1k, 2V —=
LB, BEEDIEMAL, Stemming ZLEE, Stop-Words JLEE &
75, BEED b—7 AbkiE, HIEMOXEIY 2 8iEld 5
WHETHD. 7V —=r THEE, 7% A2 MHFOHT()
EWV D e REHR T AR 5 Z L AET. BHEEO LML
TIX, RKXF/ILTFEH—T 5. Stemming LBRIE, JRAERR
el wEl—OFRME AT TH S, Stop-Words LLER|Z
X0, I, “Have?b\olz, FARIEICHIBIL, ¥ X
7 a R DICRBER R A HIBRT 2.

4.4 HWFE

doc2vec (2 LV AREFHLHE A L, FEELH%ZIC
W, FRFSEE S & ATH T 2 R 5.

B E 1L, BT NVEAERT 2P 7 2 — AR PET )V
OVEREZ ST 25 7 = — A b b, BH 72— X T
WX, AT — % % T doc2vec 12 & - TSI K&
EEEL, ETNVEAENT S, FHET7 = — XTI, FHET
— XKV ET VOWREFMMNT 5. T — X ZAlT — %
ERMET — 22 EIT 50, RMT—XIZHTHET IV
DPALHEREZ M D7D TH S

REFILETIE, BT — 2 2 WK MHEHT 5720, k
DEIZFZEMFE (k-fold Cross Validation) % 39 5. k 23E|
REMGEE L, AT —2 %2 koEIL, DE L7 —X4E
BDOLNLk— 1ETORENLFEH LT KkFROT —X
EEET AN MAEDEEZ KBV ETRTHETHS.

45 RHT—2DHE - 5
ETAONAMERD MR INTZ%IE, ¥~ v=T DR
T — B EETTVICHEAT D, 22T, E#Ho7+—7
LOEREET VEAL, £ 74— 7 AhOEEER %
T 5. T0%, 74— AOEEEFOBRES2E
SO rEEREERKT 22 LR, W7
=T LPEEBRRE L GONE T VX TRRTD.
F1E, FoxT0BITHS.

iz, TOOO (fvrTVv=rADFEHE) (2
LTk, OO0 (74+—744) ZEHETDH) et vno
72, BEX 2 VT 4O EICLE > TOA T ) V= Ak
HI Bz ENREL D, DI, EICET D7 4 —
TLBEVRA L NCERTLZEICEY, ErOH
DOFEVMERNENFIHEL 720, sl A TV V=
AR L 72 5.
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x1 T—=2H0p
Table 1 Example of data analysis
A — T
Exploit.in

silkload
hackfive

hackhound
icode
Alpha Bay
code blue

gumtape

anonymous

- &
00ANOaS N

malmarket

5. B
AWFFEDR-BTHEDOFG I & FZRET D720, LT OES
BT REFETHE, EERROMHEZHEE L TRV
ZITHE, IhE oy - A7y —ICBT 5 B
LEEE LT, FEBE, K1 OPRNEICHENFER L.

5.1 EBERORE
FERIT, K2 OBRBE T CEML.
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Table 3 Examples of Posts label

EfRT—%
Hello Everyone i am selling one of the crypter that was once
sold on HF i bought the source code from the coder but now am
busy with another project am doing so i will like to sell it for

anyone who is interested in it.

RIEMT —F
On one hand the judiciary is giving verdicts against the poll
body one day to the election. On the other hand, the poll body is
continuing to prepare for tomorrows election. there is a case to
be heard and determined by the SC involving all presidential

candidates, the poll body, its chairman, and 3 petitioners.

(N Windows 7 Professional

CPU Intel® Core™ 2 Duo CPU

AEY 3.00 GB

VAT AOFEIA REY MNL—=T 4 T VAT A

7u /775 | python

PR FE B 5 Pycharm

*2 KRORE

Table 2 Experimental environment

52 T—H D¥(H

FER T — ¥ OUVEIZIE Sixgill 2 L7=. Sixgill 1%, %
— 27 v =7 ETIREIT 5N o I —OFEEE# S, SNS 15,
MENOE =T VX — g Z e 354 0T VxR
7Ty N7 =L THDH[16]. UWHEXLIL, HEEOKEREE
L7z.

Sixgill 1, @R ¥— T — FRRBEHIESEFR % doc X
TTHFAMET D7 AR— MEEZAE LTS, Zhb
OIEZHW, SHICHE THEBERLZMERET 2 LICLb,
(VD=7 477 — BT 28R (EfET — %) 850
HEEQX [~y =T - 477 — BT 2 8RR &M
BROBERE] 850 thAME Lz, %313, EfT—% L ARE
BT — 2 DOHITH 5.
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53 BASELE - Bkl

F9, WIERXY R bD-DIZ, BEEOIERL, HEE
»D h—27 1k, Stop-Words ZLFE, Stemming JLEEK OV U —
=B AR TS T

WIZ, doc2vec DETIIVEMEEL, THFANET ML
{fLL7=. doc2vec i%, python DT A 7 Z U T 5 gensim |Z
FAZESHNTWA[LT]. BEO LBV, doc2vec IZIF2 2D E
TNANH LN, EBRTIE, 7740 PV-DM ZH L
72. PV-DBoW WGEIHZBE L7WET L Lo TNDED
lZxt L, PV-DM (%, GEIEAZBE L7 XV REOESNET )V
7> TWATHTHD. EHIZ, doc2vec Tlk, FEHD
HFCIIRE STV WA /X=X T A —H 3 ET D BN
HbH. TITHE, BEORITERT, koukkz 200 %Ko,
FE O R UFEE A 300 [H & FE L.

54 BWEE

doc2vec TIGF7-HpMiE%E & LI E 21T-o7-. EhR
TiL, SVM (Support Vector Machine) & TN==—F /LR v
N —2 ®—FToH 5 MLP (Multi-Layer Perceptron, 2 )&
N—t 7 tuy) 2HEHLZ. SVM EKTMLP 7 /L3 Y
A L%, LLUFOEBRCTRIGT 2808 o F kL, W
T3 b python DF A4 77U THD scikit-learn[ 1811 I H X
ncna

W, HEEEOA T LR DT PV, 0~1 R-1~1
EV o Tm X I EOFRANICIND HLENH 5. BEIRN
RFAIEEASB LT LEY, FURETEETEARVE
HTH 5. doc2vec IZE VGBI MV, EREL
LCWABTDARr— T hliLlz. Ar—V0270%, X
7 MO LV ELEOFAZRES L FIETHD. U
X7 vix, BER-1~1 OfEICER L.

51T, SVM LTNMLP 1%, Wb 228 o B CldkE
ENIRNNA IR—=RTG R =R EBETLNERND DT,
TV RY—FIZ KV RT A =2 D&k az1T>7=. 7V
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v Rh—F L0, A =03 T A —F DRBLEM E 1IN
WG, R ERBNA NI T A =2 DIHE DRI
DOUWTHIFRN) - HEIMIZRIT T D RIETH D,

IR & LCIE, FEk k DEIREREEATLY AT,
JE1L k 5B FEMEE (Stratified k-fold Cross Validation) (3,
T — & LT — Z 2B T D45 T~ D R B
RDEICT =2 ENETLFIETHD. ERTIE, EMRE
FT—H% 0, RIEfgTr—4% 1 LREL, T4L27 RO
EBIEIZT0, 0, 0,...... 1, 1L 11E ZLfH T LTn b e,
WO k EIZZERGE T, AR — 2 ST — 2 ICE
T2 7V DHRIZELWREY BNEL DR S S, 8
bk PEIZERFEEZ AT Z ik, ERoREEE
WT D2 ENAREE 70D, FEBRTIX, k=10 & L7, FH{lifE
FEX, #E (Accuracy) ZEH L7z, X211, SVM D FELT
ERTHD.

R e R =l X

B3 Command Prompt

»

C:¥Users¥ | isec¥Document s¥exper iment>python S, py
C: #sers¥ i isec¥bprlata¥Local ¥Prograns¥Python¥Pythond6-32¥ | ib¥site-packasesteens|
mfutils.py:862: UserMarning: detected Windows; aliasing chunkize to chunkize_ser
ial

warnirgs.warn(“detected Windows; aliasing chunkize to chunkize serial”}

Fold: T, Class dist.: [765 7650, dcc: 0.985

(Fold: 2, Class dist.: (765 7651, Acc: 0.941
Fold: &, Class dist.: [765 7651, fec: 0.941
Fold: 4, Class dist.: [765 765], Aect 0.935
Fold: 5, Class dist.: [760 7651, Acc: 0.918
\Fold: 6, Class dist.: [765 7651, Aoc: 0.886 N
Fold: 7, Class dist.: [765 7651, Aec: 0.941 [
'Fold: 8, Class dist.: [T85 7657, Acc: 0.9
IFold: 8, Class dist.: [765 7651, Acc: 0.924

Fold: 10, Class dist.: [765 7601, hec: 0.918
CV accuracy: 0.929 +/- 0,019

B2 SVM FEATHER
Figure 2 SVM Classification Performance

10 [EDAZZERRFENZ BN T, IEfRET — X [0]765 144 X VAR IE
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Table 4 Results of classification comparison
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Table 5  Offering malwares platform rankings
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Table 6 Negative data within the unknown data

it

Are you guys getting the DDOS captcha page if vou do manage get onto

a market mirror?
Thanks,

anyone know if there are any white hats doing services to detect any
malware rats etc? Im looking but I can't find although Im sure somethings
up.

Random black CMD boxes pop up and now getting emails from services

stating accounts logged in from unkown locations.

Holy Father I thank you this evening. Thank you for being with us the
whole day and bringing us back to our houses. Forgive us where we have
wronged knowingly or and unknowingly. This night Father God, I pray that
you may cover us by your blood. Surround us with your Angels Jehovah. Let
us not soak our pillows with tears this night Lord but heal our broken hearts
and fulfill your promises to us. Answer every secret prayer from everyone
here and let it be a testimony in Jesus Mighty Name.
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