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Proposal of testing method to insufficient authority management of
Web application

KOHEI TAMMACHI" KIYOTO KAWAUCHI'

Abstract: Information assets used in web applications published on the Internet must be protected against attacks by malicious
attackers. Among them, Web applications with different functions that can be used depending on authority may cause damage to
systems and businesses by operations beyond authority, if authority management is not performed properly. Therefore, in such a
Web application, it is necessary to confirm by security diagnosis whether the function is appropriately restricted by the authority.
However, with a general security diagnostic tool, diagnosis is made by transitioning the page link, so it is not possible to diagnose
whether operations can be performed on pages that cannot be transitioned from general authorities such as administrator exclusive
pages. On the other hand, in the manual diagnosis, it is necessary to acquire the transition information for each authority in advance
and expertise to analyze which part should be changed and the test should be carried out based on the difference in the information,
There is a problem that cost is required for confirmation. In this paper, as a solution to that, we propose a method to automatically
detect pages that cannot be transitioned with tools and realize diagnosis with reduced human cost without having to analyze requests
manually.
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