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An implementation and its evaluation of an artificial immune-
security module for ISC BIND9

Mitsunobu Tarao! Takeshi Okamoto'!

Abstract: This study focuses on an immunity-enhancing security module for Internet servers against cyberattacks. The security
module consists of innate and adaptive immune functions. The innate immune function detects known and unknown cyberattacks,
whereas the adaptive immune function learns and detects the cyberattacks detected by the innate immune function. Our previous
paper showed that the security module was applied to our original web server application, thereby adaptively detecting known and
unknown cyberattacks. In this paper, we implemented the module for ISC BIND9, which is the most used DNS server application
on the Internet, and we evaluated the detection accuracy of BIND9 with the module by exploiting two known vulnerabilities: CVE-
2015-5477 and CVE-2016-2776. The results showed that the detection accuracy of the module was 96.87% (true negative rate:

99.25%, true positive rate: 94.49%), whereas the overhead of the module was 125.66%.
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