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Abstract: A lot of online storage services, e.g. Dropbox, have been widely used. These services have a
weakness, which the storage administrator can obtain contents of user’s files. Hence client based encryption
systems are used in order to protect user’s files on online storage server. Ohigashi et al. proposed a method
to protect not only content of user’s file but also file name of it by using Ciphertext-Policy Attribute-Based
Encryption (CP-ABE). However, their method can only be used in case of a single authority. In this pa-
per, we study methods for file sharing services using CP-ABE support for multi-authorities, and show that
Lewko’s de-centralized CP-ABE is suitable for file sharing services for multi-authorities. In addition, we give
the implementation, and evaluate the performance.
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EETD. G GrZ2 ALY FORBUE p 2RO L,
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DAL DRI, e(g,9) # lg, DY D SEDIERALMEZ A 72
TLT5. ZITlg, EGr DREMNLTHS. ZDLE,
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AR MIVOBEZRBUT cffl& 725, PUTIEZEDWRE Gk

ThHb. /J—RZa—NNVhovReETIE2ART ML

EPRET HIEF I, REBLHEROERFD X ST, HEIEIC

—BLEOE ) —ES5EVEDNSIRET E LS ->T

W5,

H/—KHN OR DIFE: 70 —NVAHT Vv XDMEIRE
HEY, B —RFORKOT 7R ART MLV EEEEH
BIF /) — RALET.

#$/— KD AND DOIFE: Ju— LAYV XDOfERE
FOHH /) — N5 LE 0 S 1 EF-E0 %28
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DT TXARYT NVEAEKT .
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4.2 EREH L UFHE

ARETIE Lewko DA% FEH - §Hlid 5. Lewko DFi
RIEHFHERTV VTSRS 5728, PBC Library
(version 0.5.14) OXFRRT ) > FHODEKRTH 5 Type A
curve ZAWTEE L. 772U, Type A curve & LT
PBC library THEEE T W B MBSO EAD 160 ¥y
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JLPRIRFH] [sec]
Global Setup 0.096
Authority Setup 2.423
Encrypt 0.343
KeyGen 1.368
Decrypt 0.410

FT8EY MLEMELMEL TWiRWZ®, PairingPa-

rametersGenerator API % T 256 ¥ MO lRR %
AR LTI128 By M EEeWEHRL TV, 2B, FkC
RV THEDOH I & 8 B HARK Gr DY 1 X 3072
vy h& U, ZOEEET 5720121%, PairingParame-
tersGenerator APIIZ X D Type A Curve T rBits = 256,
qBits = 1536 2T L CERZ THIER V. FAFRSFEIX

SErfAVTn5.
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