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Abstract: Recently, general purpose operating systems (OSes) are widely used in embedded systems to
access internet and to execute many applications. System faults are apt to occur on them because they
are larger and more complicated than embedded OSes. Furthermore, it is difficult to specify cause of the
faults because reproduction of them are difficult. Generally, crash dump is acquired between the crash and
rebooting, and is analyzed to find the error. However, this may take a long time to acquire the crash dump.
This may be cause of delay of restarting the services that are provided on the system. To solve this problem,
we propose a method that reboots a general purpose OS and acquires crash dump at the same time by a
“collector OS.” To achieve the method, we used TrustZone that is an extension of ARM architecture. By
using TrustZone, the collector OS can run in a protected area, that is called “secure world” , and can acquire
crash dump after the fault. We confirmed that the proposed method can acquire crash dump and reboot
faster.
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THERINEERRICIUA OS ZHiE#iE B3 KD & Emdiic > AT
LOWEIHTER T L%, £z, RETEZEM U
DI OS DHEREK FZ2HifiEd 2 7zdic, HiElERFDINH
OS HFIFITES ATV YA X, CPUFIFAFICEET %5
ZiTiE o7z,

51 SRAOSDEIVRAL

WH OS DRI > 2 A LEFHIIT 52 & T, REFED
IS KD, FEEHRIERICHEHT S X0 & 57
OS ZHEETE 5 LZRT. BEFEEZEA LB
WHOS DRIV EZALZ, 1 REYTOY A XAKIFET
5. TTT, 1 RZVT DY A ARZEZIZHNE, N 0S
DRV EA L7l LTz,

Linux B TEZRARAEY Y14 X% 1024MB IJRE
L, 1 RE YT DY A X% OMB (EEFRZIEE LRV,
128MB, 256MB, 512MB, 1024MB (FssEi5HINEESE 114
WD D6 EOICREL, XU VEALZRHIT 5.

BRI, B 6 1C/R9 4 fIC B 2 R 2 D TS 9
5. TNTNORMICE LR ZETEC &T, &Y
VEALEZFONRERT. i, HETEEBETLT,
Linux A TOFEHE7E 7 £ TORRBEHIIT 5.
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(3) LinuxDEBACENE AT
& B BRI ~ BEIER
1 1 1 1
SD/MMC " | REZ TR | 275> TIRE
|:II: 2) VRS > TR
Linux Linuxgu@ych J [( ) )\;:GT/H%” * LinuxEBH5E)
1) Ty ORLEER] (6) BREBZTH
6 AUVAALLFEAIVT
250
2 200 ]
<4
~ 150
? 100 —
§ w =
, mm B =
LinuxB{k(&%E1/E) OMB 64MB 128MB 256MB 512MB 1024MB
RG> TDYAX
Y ORE~IRG D TIERT B ~LinxB L8 BRI ~LinuiBE158 T

7T BAEVYA BT EHT VAL

5.1.1 FHEER

FHlAS R 2B 7 ISR

REFEZEH LI EORA T 2 A L. 1T RE
VTOYARCHB L TR 2 A LML T3 T &
WHERTE Tz, TR, FHEHRIERICHES) ST
GEDRETVEZALDRBEV. TORRELS, BRETHE
T AT LT, MEEHRIERICHEHSTSIDER
CIH OS ZHE#H S ¥ 5 T L 2R TE .

5.1.2 E&

PSR K O, REFEZEH LG E0X Y 21 L
W 1RZ Y TOY A XIS 5 LR TE . XY
VRA LT 72D, 1 RE Y TOY A X W5T
NS S, REFEZEA LTSS, FEREIFFIC Linux
DR TES A BV HEEZGIRT 22 LT, 1REVTD
YA ZXEWETENTES. ZD72, Linux HildHE
BICHREIZ AT YA ZHVNEWZE, XYV 2 A LhE
{7%%. %7z, Linux MEHIZIC 2 X2 TIWEEZTTS I
O, BEFEZERA UIIGEOR T 2A L, 2 RE VT
DY A LKFE LRV, b kD, WELEI Ty a
A TOREICHD T, 1 R TDY A XS TFh
E, WHOS DXY VXA LR TE 5.

5.2 A OS BiEEEgFICFIAREEA T YA X

FEETFLE, U OS WHEBERICHAT 5 ATV H
WaRRL, EEERZINETS. 207k, HiELHEE
DOFA 0S 1F, FIFHTZ2 ATV EEDIHIIEEN, MHERED
KT %. IEEFLETE, A OS DHEREK T Z2 RIKIRIC
MZ BTzdic, T T LIz ATV fEEZINAH 0S IZ#]H
WC%B. ARHEITIE, Linux ETEET 2 7 0w ANEIINIC
OB TENTEATY K ZBZXFATE 5T & 2R
L, AEVHIRIC K2 MK M2 RERICHZ 5N TH5
T LRy,
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5.2.1 FHEAE

ME# L% Linnx ETTF AN 07 S LEIMESE ST
ECEMlEETTS. TANTTST AIE, malloc BIEE FIWL
TAEY OMRZREDIR LTS T & T, BRHELRATRER A
TV ZERTHRTS. Tz, 1T EICHRTEIZEATY
YA RXEHNT S, chucky, TANTa TS L0
1& Linux FCEIES % 7 0t ADMHRATBE/R R A X E Y W
A AR

TN & U T, Linux OFIHAE Y Y1 X% 64MB,
BARAEVY A X% 1024MB ICHE L, Linux % BHi#)&
¥%. Linux HEE#E, TAN 075 LEMESY, i
RTEIAB) YA XEMERT 5.
5.2.2 FHMEfER

TANTAT T LR TEIZ AT ) YA XA %2K 815”8
T, TANTOTI L, FATERZIC 64MB LLED AEY
MR TECWVA. Thid, Linux BT TH > T
&, PEEA OS W AEY OEPYTHFAZ21775> T 578
Thsd. TANTUTS LEEEZS AT OFY U
fToNTHH, KRR IHNIATYDHERTETNST
EWMERTE D, TANS TS LEHNS 124 FNFET
AT DHEBTHRETLTED, Z0O%, MELEZAE
VYA AHREFHLTHERY., TOFERED, W OS ET
BET 2 Ot AN, EIICE D ST E5Nz AT fHiEkE
FHTETVWE T EMWMERTES. Ko T, N 0S DX
VB OHIRIC X 2R F 2 REBRICHIZ 5T s.
5.2.3 E8

8K, TANIOT T LPAEY BERLIZEEZD
BEORE, FERAIRER ATV YA XABNEH L THET, 7T
THBEEIRIC R > TVWB T D ERTE S, Thud, HEIC
XBZAEVEY TR OMBBIEH TH B T L ZRLTWY
5. TOEMOM, ATBVRVIHEINTVSICE ]
H 57, Linux ICED Y TENTWEW AT FEIEDEE
5. THUTHUT, ATV EYCHFRmEIONE 7z Hil
{TBTLT, XOFRNTAE) ZFHTE ST ENE
AbNha. LhL, AEVEYTHAOMHEZmDS &
T, Linux ECENES %7 7V r— 3 >0 CPU FIH%E
MEFT BT ENEZENS. FDYD, BETEEZEH
TBYVAT LT EICEHOMEE R MATT 2NETH 5.
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5.3 CPU 1&aesHE

A OS FHEEEIREIC, UNEEH OS 3P Ih 2 NG L
A OS 1T LT AEY EPY CRFAI 2 T 5. iz, X
TVEYCHA EZE LA OS X, 77U r—vay
MABVZFHATESXSICHDYTS. ThHOUHEIC
K0, NH OS LTEET S 7 U r—a>d CPU F
HHFEMETFS 5. 22T, REFLEHKEO CPU FIH%E
DK TFHE DIRENERT 5.

5.3.1 FHMEAE

ATV YA XD & [FRkIC, FEiE#) L7z Linux FTF
ANTaZ S LEIEE SR C L TIMiETTS . Sl
LG, Linux &2 1 a7 THEH XY, 7A N 0ro Lk
FEESES. TANTOaTI AL, LEROAL T AV
R EFEDIRUITY, 271U XY b5g 7 £ TORGARERL %A
RE59 %, AT LE—EREOHE TR
b, JROFHRERZHITS. £/, TOTAMTH
75 NNIEEERINET TREEMESE 5. 2 kD,
RETEOWHIC K S CPU FIHROZEH #iER TE 3.
5.3.2 FHME#ER
FEHNCHBWT LERIOA V7 ) Ay MCHE L%
X 9IRd. MIND, BHXZ 116 MIHOHETT 7
Ur—a >R 7 4= VAENH Y, 116 [\ H LT
Dt HIFERICE S DENH S T EHMERETES. Thid
—EDOFHAHIC B % AT D ERY TUEROAA LR L T
WA ENDNS. TOMENS, 116 [HIHOEHAFE T
AT QY TUEEME T LTWB T ehbhnd. 116 [4
H DURT O - LB 1 1080.035ms TH O, 116 [A1H L
[ D P BRI 1070.720ms TH oz, TOFERMS
REFLEOBEMIC K2 MK T 0.8T%FEETH 5.
5.3.3 Z8

Linux FHEBIFE, BRFECK 2B, (1) SD &
Abrharyra—Ih50EARDZ(E, (2) Linux ic X3
AEVESTUED 2 i TH 5. Linux HiELHIE, AT
VEPYTRITESTRAIC, TSI K > THRET S
SEH g — RNy REFHIILIzE T A, R 2IRTHEE L
oz, (1) & DMA $5351C X 2 EAA L HRkse 1 ELAR
O2FENH O, HIFEITFHCUIR 2T TD RN T28), 12us 2
JEDF =3\ RHBFAET S, BEIZRD DMA H5k %R
RATVEPYCTHA]ZITR>TED, 4313us FEEDOA—N
A RAETS. (2) 1 Linux ST AT #1X24 Tz
Flz>THED, TOUMIC KB A=\ RZEFHIIU 248
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x 2 BEFEOWHMI DA —I\y R

s F—=r3\w R (us)
DMA HGEI S HEAA 12
HRESE T ELAT 4313
7z A€ OFNYT 14817

& 3 EETHEOFEHICHER Linux ODYEEDONR

BhE 184
OS (3 65
s oD@ 3
FINA A DB 13
R AEY OERST | 213
&t 294

B, 14817us BB TH B T LA L. Th b DRk L
AR B BHE LIz T A, REFIRICKS CPU HE
RERTE 0.7 %R TH o Tz, FHIFEROMEREIL R & IZIX A
BETH 22, iHMEfERNZLTHSEZDNS.
6. SEDRE
6.1 OSRTOTINAAHE
BIEOREFLE T, EEERZIET 27200 T
INA ADRETHS. FDid, RETEEEA LI5E,
PEIRIC A BTSN T NA A BB 2080 H D, O
A DI G. TOMEZRRT BTz, OSHTT
INA AT LB RETH 5.
OSITT/NNA A ET 2515 LT, KO 0S Il
HAKIES 2 iENEZ 6N%. CDFRTIE, N 0S,
IR OS ZNFNICEHDTINA A R T ANDRETH
D, RBEFEOMEMH IR SHEW. BIOTINA ZHE Tk
ELT, TNAARTANEY OB ZBNERIT 5 )51k
MEZ5N%. BRNICIE, 731 RIS 257 78 A%
% 0S DRI ANTHHFIHT 22 & THET . TN
FEE%5 0S ORI ANICHEDRETH SN, Ko
ANTHBTENEZLNS.

6.2 AF OS DEEE

RETHEOERICHZY, W OS TH 5 Linux ZkE
THEREDH T IWH 0S DXL REWS T LT, #
RTEOWH AR MRS T TN TES. R IIIEERT
HOFBUCHEL Linux DRZERDONRZRT
£3N5, BINEAEVEYTZEEIT 5D DL TR
DRERENCT EDMHERETES. BETERE, ATV RY
NS T RSO TIRELTWS T D, TOREE
MR TE2IREDOEG, WEENDEIGELEZD
n3.

7. BSEMZE

REFIETIE, HEDO0S ZRKFIATEES LT,
AR OEEMNZN L EE5. ARTlE, SNk,
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B OS DRIFFSATICEE T % BRI DWW TR, Fh
ZTNOHEEIRT.

7.1 {SHEERLE

Orthros[6] (&, FEEFER, 70t X zpEER A OIREE
ICEREE, ML TEES Y%, Orthros i&, ActiveOS
& BackupOS D 2 DD OS Z#HIEEH%. BackupOS &,
I ActiveOS ZEAH L, ActiveOS ICEENFAE LIZIGHE
IZ, EBEINICT oA VA —\ERIBS S, 7oA )LA—N
RIS v 207 7 4 )VF v v ¥ 2% BackupOS Ic<x A1 7
L—>ard 58T, BMERERIC T O XU ZHk
HMEED. CO7Tu—F TR, O AOHEE T
ERBWHERETENTES. UL, BEEOREIRK
ZREIDZENTET, [FARROEENEO IR UREET
LA D 5.

V7 —h&, V7 bUx 7 ZREROIRREICR T 728,
INTHEIHAEE UTHERITHS. Phase-based Reboot|7]
&, OS DFFEEFER, V77— MK OEENSEHTE
%. OSOT— by —r v A7z 3EBEDT £ A XI5 E
L, TNEFNDT 2 A ATAFTyTravrhkes. T
DAFwTvay beHWTOSZY I— X85 L
T, 7= =TV AD—HZEKBLTY T—FT&%.
Phase-based Reboot l&, VM D ZXF v 7 3 v ME&RE%R
FHLTWA78, VM LTEIfET 2 OSICRLTEIT
H5B. TDRD, HWEEEEEA R OSICBNT, ik
IC K BEITHDA—I3\w RARET 5.

7.2 88 OS DREFFRERIT

OS ZHEBENEE ¥ 2 — RN Edh & U TRIHER O
b [8][9] MWEF BN S. (AL, Virtual Machine Mon-
itor(VMM) A Virtual Machine(VM) & MEEN % 51 E K Z
IIal—¥3avl, VM LTOSZEEEE%. HHO
VM ZHE9 22 & T, HED OS ZENFESE 5 T LA
RETHB. LL, AkiZmDZ ~Ty 7L ZTTS
172, A=y RVEET 5.

Logical Partitioning(LPAR) &, /\— F7 = 7 &iZ2%&
OSIZHEIL, HED OS ZWEES R 2HEITH 2. Soft-
wareLPAR[4] 1k, 70ty P D7 —F7 7 F ¥ {k{zDOkHE
ZRHET, V7 b 7ickd, AEVRCPUKED
N—=FY 2 7EFEZS OS TLICHEILTWS. TOFE
T, OSHEEN—FY 7 LTS 572, Ak
IEXBF =Ny FREEAEFRELZD. UL, N—
R 7 &IHENE OS ICHEEMICEID Y TENS. ZDf
b, % 0S ODUHDESENEINCZE D Z5E, BRI/ —
Rz 7EREZEOYTEHI LN TERVID, FRMIC
=R 27 ERZMHTER.
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8. HbHYIC

AT, FEEHRINE & OS OFIE) & [FRFCTTS
T T, MAHEIROEEEZ M LT3 FECOVTE
Nz, HOABBERROESHEMEZ M EX B3 7dic, FREER
DUENENTH 5D, BHFOREEEHRINE Y — VL, &
FERERINEICHF 2 L 2 AT LOBIHMNEN % G EH
Hote. ZTT, P OS EUUER OS ZEIEE Y, [
TEHUEE & OS OFEEE) 2 [FIKFICT S FEZIRE L.

FHETIE, REFEEZEMAT 2 LT, MEIEHRNER
I OS ZHEE X B /55 80 &, LA OS Zmic
FEEIcE5 Rz, £z, W OSANAEY Z2H)
ICEID M TR T ENTETED, LA OS © CPU FIfH
DIE R 0.8T% TH -T2, DT Lhb, HEFHECK
2 OS DMRER F 2 RIKFRICHIZ 5 C M TE TV
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