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Abstract: In this research, we propose a mechanism to transfer group management authority efficiently from the system
administrator to group administrators using a group management feature organized on an integrated authentication infrastructure,
so that authorization, as well as authentication, is managed integrally on the authentication infrastructure. In previous group
management mechanisms, the group flexibility is low, and people who manage the group and the range that they can manage
groups were limited. It has also been a problem how to manage continuity of a group when the group administrator becomes
absent. In this paper, we clarify that these challenges can be solved by efficient authority transfer between administrators, and
thereby propose a mechanism which lightens the burden of system administrators and group administrators. In the proposed
mechanism, it is allowed for an ordinary user to create arbitrary groups and to manage them. In this paper, we call siach a group
general group. On the other hand, we give distinguished treatment to groups that require continuity in business and call such a
group asan official group. Administrators of an official group may be specified by attributes, so that the group administrators can

be replaced automatically. By using these two types of groups selectively, it become possible to carry out authority transfer in
group management smoothly, from the system administrator to a group administrator, and from a group administrator to another
new group administrator. We have implemented a group management system based on the proposed scheme as an LDAP proxy,
and we have been operating it experimentally in cooperation with web servers and others.

Keywords: Integrated Authentication Infrastructure, Authorization, Attributes, Group Management, Authority Transfer
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Figure 4 Overall composition of the proposed group
management system.
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