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Abstract: Recently, the increase of amount of program code on Electric Control Units (ECUs) in vehicles causes the increase
of firmware update after sales which stems from bugs in the program code. In this situation, automakers are studying to introduce
over the air firmware update technology which is used in digital TV and mobile phone. In this paper, we propose an update control
method for OTA. We implement the method on microcontroller for in-vehicle gateway and show that the proposed method is
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applicable to automotive field.
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Figure 1 System configuration of an OTA system.
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Figure 2 Configuration of vehicle system.
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Figure 3 Overview of diversity of vehicle configuration.
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Figure 4 Overview of OTA software update system for
automotive.
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Table 1  Requirements of OTA update control function.
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Table 2 Comparison of location of OTA update control function.
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Figure 6 Overview of update control software architecture.
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Figure 7 Appearance of evaluation platform
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Figure 9 Update sequence for evaluation.
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Table 5 Memory consumption of proposed method [byte].
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WU oA~ a B EHTRETH D Z & DR T
7z,

4. BIEWRE

OTA I2X B Y7 vo =7 HHHIEICE LT, Boer ik
ECU T & OFTH FIRDOFIE DRI & v 5 FREIC T L
Head Unit 1= OSGi 7 L — AU — 27 [14) & #5#; L T 5 5748
BEEEZ NV RV (Java DT PV r—vavrars k) b
LTERET D HRAERBRLTWVA[I5]. L LA b, OSGi
TU—AU =7 E/NAEYRERST— NY = A ITHEHT 5
CEHREETHDEBZOND ORI TIE, Lua A7
V7 bW HFRAERE L.

5. BhYIc

ARFFETIL, BB AT MMIBITS OTAICE D Y 7 b
v = 7 OREEHT AT OB G R ARE L. BRI
Wiz v, WHHIESE~OE G2 L, YREAICED
WCHEFTHIEERE ORE S A IRE L. & 61T, fiEK OTA
NEAISNTEFaryya—~vI AT AR AA®IE S
AT EOZEEMEE WS LT, A7 V7T hEHANT
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B —r L AOHIEEIT ) FREREL, HETS— b
AT O~ A NI ERE L TAE Y HEEOBN
D6 Z OFESHNEZ MR L7z,

S#IE, BHOREELLRLEX2 YT 2L, HEiHE Y
AT B~D OTA #FAFREIZ O W TOMRMEIT .
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