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্ͷαʔόͱڞͯ͠Φʔόϑϩʔͤ͞Δ͜ͱͰɼίϯςϯπ৴Λ્͢Δڞܕ IFAʹΑͬͯ NDN

ͷੑ͕େ͖͘Լ͢Δ͜ͱ͕ࢦఠ͞Ε͍ͯΔɽຊจͰɼڞܕ IFAͰίϯςϯπϧʔλ্ʹੵ͞

ΕͨΩϟογϡ͕ͦͷ࠶ʹޙར༻͞Εͳ͍͜ͱʹண͠ɼ͜ΕΛࢀর͢Δ͜ͱͰڞܕ IFAͷݕͳΒͼ

ʹɼରࡦΛ͏ߦख๏ΛఏҊ͢Δɽ

A Proposal for Coping with Collusive IFA
According to Frequency of Cache Reference on NDN

Ayaka Sonoda1,a) Shigeyasu Tetsuya1,b)

Abstract: NDN can reduce amount of traffic and contents acquisition delay by utilizing the cached contents
on Contents Router (CR). The NDN, however, can not effectively work when the malicious user attacks to
the CR by collusive with the illegal provider on the network. In this paper, the authors propose to detect such
CIFA attack by referring frequency of cache usage on CR, and clarify the proposal well works for reducing
effect of CIFA on NDN.

1. ͡Ίʹ

ۙɼωοτϫʔΫࣸਅಈըɼςΩετͳͲͷίϯ

ςϯπ৴ʹओʹར༻͞Ε͓ͯΓɼτϥϑΟοΫྔେ

ͱͳ͍ͬͯΔ [1]ɽͦͷͨΊɼ͜ΕΒͷ௨৴ͷ࣮ࢪωοτ

ϫʔΫଳҬΛѹഭ͠ɼԆΛൃੜͤͯ͞͠·͏ɽ͠

͔͠ͳ͕Βɼίϯςϯπ৴ͷ؍͔ΒɼϢʔβཁٻ

͢ΔίϯςϯπΛऔಘͰ͖Εͳ͍ͨΊɼίϯςϯπ

ΛʮͲ͔͜Βʯऔಘ͢Δ͔Ͱͳ͘ɼʮԿΛʯऔಘ͢Δ͔͕

ࢹΔ্Ͱͷॏཁͳ͢౼ݕΛࡦର૿ٸͷτϥϑΟοΫޙࠓ

Ͱ͋Δɽ

ͦ͜Ͱɼࡏݱͷ IPωοτϫʔΫʹΘΔωοτϫʔΫ

ΞʔΩςΫνϟͱͯ͠NDN (Named Data Networking)͕
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ΛूΊ͍ͯΔ [1][2]ɽNDNɼIPωοτϫʔΫʹ͓

͚ΔҐஔࣝผࢠʹ͋ͨΔ IPΞυϨεʹ͑ͯɼίϯςϯ

πͦͷͷΛࣝࣔ͢͠ࢦผࢠͰ͋Δίϯςϯπ໊Λ༻͍ͯ

௨৴Λ͏ߦɽ·ͨɼ͜ΕʹՃ͑ͯɼίϯςϯπϓϩόΠμ

͚ͩͰͳ͘ɼதܧϧʔλ͔ΒϢʔβɼཁ͢ٻΔίϯς

ϯπΛऔಘ͢Δ͜ͱ͕Ͱ͖ΔɽͦͷͨΊɼNDNͰίϯ

ςϯπϓϩόΠμͷෛՙूதΛආ͚Δ͜ͱ͕Ͱ͖ɼϢʔ

βͷཁٻʹର͢ΔԠؒ࣌Λେ෯ʹॖͰ͖ΔՄੑΛ

༗͢Δ [3]ɽ·ͨɼϢʔβͷίϯςϯπཁٻΛୡ͢Δύ

έοτͰ͋Δ InterestͷཤྺΛதܧϧʔλͷPIT (Pending

Interest Table)ʹه͢Δ͜ͱͰɼNDNैདྷωοτϫʔ

ΫͷҐஔґଘ͔Βશʹ٫࣮ͯ֬͠ͳίϯςϯπ৴Λ

Δɽ͢ݱ࣮

͔͠͠ɼNDNͰɼͦͷ࣮ӡ༻Λఆ͢Δ্Ͱɼࡏݱɼ

༷ʑͳηΩϡϦςΟܸ߈ʹର͢Δରݕ͕ࡦ౼͞Ε͍ͯΔ [4]ɽ

Ұൠతʹɼ͕ऀܸ߈ωοτϫʔΫثػճઢʹରͯ͠ෛՙ

Λ͔͚ɼ௨ৗϢʔβͷαʔϏεར༻Λ͢Δܸ߈Λ DoS
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(Denial of Service) Ϳݺͱܸ߈ [5]ɽNDNͰɼDoSܸ߈

ͱಉछͷޮՌΛૂܸͬͨ߈ͱͯ͠ɼIFA (Interest Flooding

Attack) ఠ͞Ε͍ͯΔࢦ͕ੑݥةͷܸ߈ [6]ɽIFAɼܸ߈

Δ͢ٻͳ͍ίϯςϯπΛཁ͠ࡏ࣮͕ऀ Interest Λେྔʹ

ωοτϫʔΫʹૹग़͢Δ͜ͱͰɼதܧϧʔλͷ PITΛΦʔ

όϑϩʔͤ͞ɼ௨ৗϢʔβͷίϯςϯπऔಘΛ͢Δ߈

ܸͰ͋Δ [7]ɽ͔͠͠ͳ͕Βɼ͜ ͷछͷ IFAͰऀܸ߈ʹର

ͯ͠ Data͕ฦૹ͞Εͳ͍ͨΊɼ͔ऀܸ߈Βͷ InterestΛ

த͢ܧΔίϯςϯπϧʔλʹ͓͍࣮ͯ͠ࡏͳ͍ίϯςϯπ

ʹର͢Δ Interestͷૹ৴Λࠪ͢ݕΔ͜ͱͰɼIFAରࡦे

ʹՄͰ͋Δ͜ͱ͕ใ͞ࠂΕ͍ͯΔ [9][10]ɽຊߘͰɼ

͜ͷ IFAΛ௨ৗܕ IFAͱݺͿɽ

ͯ͞ɼ௨ৗܕ IFAͷൃలܕͱͯ͠ڞܕ IFAܸ߈ͷݥة

ੑࢦఠ͞Ε͍ͯΔɽ͜ͷڞܕ IFAɼ௨ৗܕ IFAͱ

ಉ༷ʹதܧϧʔλͷ PITΦʔόϑϩʔΛతͱ͢Δ͕ɼ߈

ܸऀͰ͋ΔΤϯυϗετͱѱҙͷ͋ΔίϯςϯπϓϩόΠ

μ͕ڞ͢Δ͜ͱͰɼऀܸ߈ʹରͯ͠ Data͕ฦૹ͞Ε

Δ͜ͱ͕௨ৗܕ IFAͱେ͖͘ҟͳΔɽͦͷͨΊɼ௨ৗϢʔ

βͱऀܸ߈ͷ۠ผ͕ᐆດͳͨΊɼܸ߈ରࠔ͕ࡦͱ͞Εͯ

͍Δɽ

ͦ͜ͰຊߘͰɼ֤ϧʔλ͕อ࣋͢ΔΩϟογϡͷࢀর

ճΛج४ͱ͠ɼڞܕ IFAΛ؇͢Δख๏ΛఏҊ͠ɼܭ

γϛϡϨʔγϣϯʹΑͬͯɼ௨ৗϢʔβͷίϯςϯπػࢉ

औಘͷӨڹΛେ͖ܰ͘ݮͰ͖Δ͜ͱΛ໌Β͔ʹ͢Δɽ

2. NDN

NDNɼίϯςϯπཁٻύέοτͰ͋Δ Interestͱɼί

ϯςϯπԠύέοτͰ͋Δ DataͷೋछྨͷύέοτΛ

Δ͢༺ [8]ɽίϯςϯπ໊ɼ’/’Ͱ۠ΒΕͨ֊ߏ

Λͪ࣋ɼϓϨϑΟοΫεͱαϑΟοΫεͱ͍͏෦ʹ͚

ΒΕΔɽ’/’Ͱ۠ΒΕͨઌ಄෦ϓϨϑΟοΫεͱݺ

Εɼίϯςϯπ͕ͲͷϓϩόΠμʹ֨ೲ͞Ε͍ͯΔ͔Λࣔ

͢ɽϓϨϑΟοΫεҎ߱ͷ෦αϑΟοΫεͱݺΕɼ

ϓϨϑΟοΫεͱαϑΟοΫεΛΈ߹Θͤͨͷ͕֤ί

ϯςϯπΛࣝผ͢ΔͨΊͷ IDͷׂΛՌͨ͢ɽ

֤ϧʔλɼίϯςϯπΛΩϟογϡ͢Δ CS (Content

Store) ɼInterestΛड৴ͨ͠ΠϯλϑΣʔεͱཁٻίϯς

ϯπ໊Λอ࣋͢Δ PITɼInterestͷసૹઌΛه͢Δ FIB

(Forwarding Information Base) ͷͭࡾͷςʔϒϧΛอ࣋

͢Δɽ

ਤ 1ʹ NDNͷ֓ཁΛࣔ͢ɽInterestΛड৴ͨ͠ϧʔλ

ɼ·ͣɼཁٻίϯςϯπ͕ࣗͷCSʹΩϟογϡ͞Εͯ

͍Δ͔֬ೝ͢Δɽ͜͜Ͱɼཁٻίϯςϯπ͕Ωϟογϡ͞

Ε͍ͯΕରԠ͢ΔίϯςϯπΛ Dataͱͯ͠ฦ৴͠ɼͦ

͏Ͱͳ͚Ε PITΛ֬ೝ͢Δɽطʹಉ໊͡લͷίϯςϯπ

͕ཁ͞ٻΕͨه͕͋ΕɼInterestͷ౸ணΠϯλϑΣʔ

εΛͦͷهʹՃ͠ɼͦͷ InterestΛഁ͢غΔɽه͕

ͳ͚ΕɼPITʹ Interestͷใͱ౸ணΠϯλϑΣʔεΛ

CS PIT FIB

return
Data

add
incoming
interface

drop
Interest

CS

PIT

discard
Data

cache

receive Interest

receive Data

ਤ 1 NDN ͷ֓ཁ

Fig. 1 Overview of NDN.

ɼInterestΛࣗͷ্ྲྀϧʔλޙরͨ͠ࢀ͠ɼFIBΛه

ʹసૹ͢Δɽͦͷޙɼฦ৴͞Εͨ DataΛड৴ͨ͠ϧʔλ

ɼࣗͷ PITΛࢀর͠ɼରԠ͢Δ Interestͷ౸ணΠϯ

λʔϑΣʔεʹ DataΛసૹ͠ɼͦͷ PITΤϯτϦΛআ

͢Δɽ·ͨɼࣗͷ CSʹͦͷ Dataʹؚ·ΕΔίϯςϯ

π͕Ωϟογϡ͞Ε͍ͯͳ͚ΕɼͦͷίϯςϯπΛࣗ

ͷ CSʹΩϟογϡ͢Δɽ

3. ؔ࿈ڀݚ

3.1 Interest Flooding Attack

Interest Flooding AttackʢIFAʣɼ࣮͠ࡏͳ͍ίϯς

ϯπΛཁ͢ٻΔ InterestΛ͕ऀܸ߈େྔʹωοτϫʔΫத

ʹૹ৴͠ɼதܧϧʔλ্ͷ PITΛΦʔόϑϩʔͤ͞Δ͜

ͱͰɼDataͷฦ৴ΛෆՄʹ͢Δɽऀܸ߈ͷ Interestɼ

ॏෳͨ͠ίϯςϯπΛཁ͠ٻͳ͍ͨΊʹɼϥϯμϜͳα

ϑΟοΫε͕༩͞Ε͍ͯΔɽ͜ΕɼதܧϧʔλʹಉҰ

ʹίϯςϯπ͕ཁ͞ٻΕͨཤྺ͕͋Δ߹ɼͦͷίϯςϯ

πΛཁ͢ٻΔͱ PITʹड৴ΠϯλϑΣʔεͷใ͚͕ͩ

Ճ͞ΕɼInterestͦͷͷ͕ഁ͞غΕͯ͠·͍ɼܸ߈ͷ

Ө͕ڹऑ·ΔͷΛ͙ͨΊͰ͋ΔɽҎ߱ຊߘͰɼ͜ΕΛ

௨ৗܕ IFAͱݺͿ͜ͱʹ͢Δɽ

ਤ 2ʹɼ௨ৗܕ IFAͷ֓ཁΛࣔ͢ɽ͜͜Ͱɼ௨ৗϢʔβ

͕”/host0/0”ͱ͍͏ίϯςϯπΛཁ͢ٻΔ InterestΛૹ৴

͢Δͱɼதܧϧʔλͷ PITʹ Interestཤྺ͕ه͞ΕΔɽ

͔͠͠ɼѱҙͷ͋ΔϢʔβʢऀܸ߈ʣ͔Βͷ IFA͕ܸ߈։

”/host0/”ͱ͍͏ϓϨϑΟοΫεͷऀܸ߈ΕΔͱɼ࢝͞

ɼϥϯμϜͳαϑΟοΫεΛ༩ͨ͠ʹޙ InterestΛେྔ

ʹૹ৴͠ɼ࣮ Δɽͦ͏͢Δͱɼ͢ٻͳ͍ίϯςϯπΛཁ͠ࡏ

தܧϧʔλͷ PITऀܸ߈ͷ PITΤϯτϦͰຒΊਚ͘͞

Εɼઌʹه͞Ε͍ͯͨ௨ৗϢʔβͷ PITΤϯτϦ͕Φʔ

όϑϩʔ͢ΔɽίϯςϯπϓϩόΠμ͕ૹ৴ͨ͠Dataɼ

͜ΕΛड৴ͨ͠தܧϧʔλͷࢀর͢Δ PITΤϯτϦʹର
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ਤ 2 IFA ͷ֓ཁ

Fig. 2 Overview of IFA.

Ԡ͢Δͷ͕ଘ͠ࡏͳ͚Εɼసૹෆͱஅ͞Εɼഁغ

͞ΕΔͨΊɼ௨ৗϢʔβͷݩ·Ͱ Dataฦૹ͞Εͳ͍ɽ

͜͜Ͱɼऀܸ߈࣮͠ࡏͳ͍ίϯςϯπΛཁ͢ٻΔͨΊɼ

ରԠ͢Δ Dataฦ৴͞Εͳ͍ɽͦͷͨΊɼ֤ϓϨϑΟο

Ϋεຖͷ Interestʹର͢Δ Dataͷฦ৴ʢInterestॆ

ʣΛதܧϧʔλ͕ࢉग़͢Δ͜ͱͰɼ௨ৗϢʔβͷ Interest

ॆ͘ߴɼऀܸ߈ͷ Interestॆ͘͞ΕΔͨΊ

ʹɼܸ߈ͷ༗ແΛ༰қʹݕग़Ͱ͖Δɽ

௨ৗܕ IFAରࡦͷطଘख๏ͱͯ͠ɼจݙ [9]ͷ ICRP

จݙ [10]ͷ IFBRN͕͋ΔɽICRPɼϢʔβͱྡ͢Δ

ϧʔλ͕Ϣʔβʹରͯ͠ɼInterestॆίϯςϯπͷ

ཁٻճΛࢉग़͠ɼධՁΛ͏ߦɽऀܸ߈ͷ Interestͱಛఆ

͞ΕͨϓϨϑΟοΫεͷ InterestɼసૹΛ੍͞ݶΕΔɽ

·ͨɼIFBRNɼதܧϧʔλ͕֤ΠϯλϑΣʔεʹର͠

ͯɼInterestॆPITΤϯτϦΛࢉग़͠ɼଞͷΠϯλ

ϑΣʔεͱൺֱ͢Δ͜ͱͰධՁΛ͏ߦɽऀܸ߈ͷ Interest

͕ࣗʹྲྀೖ͍ͯ͠Δͱஅͨ͠߹ɼதܧϧʔλͦͷ

ΠϯλϑΣʔε͔Βͷ InterestΛ PITʹهͤͣɼసૹ

Θͳ͍ɽߦ

͜ΕΒͷख๏ɼ௨ৗܕ IFAʹ༗ޮͰ͋Δ͕ɼInterest

ॆΛ༻͍Δ͔Βɼऀܸ߈ʹରͯ͠ Dataͷฦૹ͕͋

Δڞܕ IFAʹద༻Ͱ͖ͳ͍ɽ

3.2 ܕڞ IFA

ܕڞ IFAͰɼ͕ऀܸ߈ίϯςϯπϓϩόΠμͱڞ

ͯ͠ɼऀܸ߈ͷ Interestʹରͯ͠ҙຯͷͳ͍ DataΛฦ৴

͢ΔɽͦͷͨΊɼલઅͰड़ͨ௨ৗܕ IFAͷରԠࡦͰ͋Δ

Interestॆͷࢉग़ख๏ͰɼதܧϧʔλͰͷݕܸ߈ग़

Ͱ͖ͳ͘ͳΔɽ

ܕڞ IFAରࡦͷطଘڀݚͱͯ͠ɼύέοτϗοϓΛ

༻͍ͨख๏ [11]υϝΠϯίϯτϩʔϥΛ༻͍ͨख๏ [12]

legitimatelegitimate

legitimate
malicious

host0

host1malicious

legitimatelegitimate host0

host1malicious

PIT

/host0/0/host0/0
/host1/bBio;

PIT

/host1/bBio;
/host1/,90z(
/host1/Je!7n
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/host0/0
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/host1/bBio;

Data
/host0/0

Data
/host1/bBio;

ਤ 3 ܕڞ IFA ͷ֓ཁ

Fig. 3 Overview of Collusive IFA.

͕͋ΔɽύέοτϗοϓΛ༻͍ͨख๏ɼDataͷϗοϓ

ͷฏۉٴͼࢄΛൺֱ͠௨ৗϢʔβͱऀܸ߈Λผ͢

Δɽ͜͜Ͱɼಉख๏Ͱύέοτϗοϓͷฏۉ͕খ͞

͘ɼ͕ࢄେ͖͍ͷΛ௨ৗϢʔβɼฏۉ͕େ͖͘ɼ

ͱఆ͢Δɽ͔͠͠ɼಉख๏௨ऀܸ߈খ͍͞ͷΛ͕ࢄ

ৗϢʔβ͕ଟ͘ͷਓؾͷͳ͍ίϯςϯπΛཁͨ͠ٻ߹ɼ

ΩϟογϡώοτͤͣʹίϯςϯπϓϩόΠμ͔Β Data

͕ฦૹ͞ΕΔՄੑ͕͘ߴͳΔͨΊɼ௨ৗϢʔβ͕ऀܸ߈

ͱݕޡ͞Εͯ͠·͏͕͋ੑݥةΔɽ

ҰํɼυϝΠϯίϯτϩʔϥΛ༻͍ͨख๏ɼࣗͷ

PITใΛυϝΠϯίϯτϩʔϥʹૹ৴͢ΔϞχλϦϯά

ϧʔλͱɼड৴ͨ͠ PITใΛऩू͠ݕܸ߈Λ͏ߦυϝ

ΠϯίϯτϩʔϥΛར༻͢ΔɽυϝΠϯίϯτϩʔϥऩ

ूͨ͠ใΛੳ͠ɼܸ߈ͷ༗ແΛஅͨ݁͠ՌΛϞχλ

Ϧϯάϧʔλʹ௨͢ΔɽϞχλϦϯάϧʔλड৴ͨ͠

݁ՌΛݩʹɼܸ߈Λ؇͢Δɽ͔͠͠ɼಉख๏υϝΠϯ

ίϯτϩʔϥΛܸ߈ͷରʹ͞Εͨ߹ʹɼܸ߈ͷ༗ແΛ

ਖ਼ৗʹஅͰ͖ͳ͍Մੑ͕͋Δɽ

͜ΕΒ͔Βɼڞܕ IFAͷରࡦʹɼ௨ৗϢʔβΛܸ߈

ऀͱݕޡ͢Δ͜ͱͳ͘ɼܸ߈ͷର͕͞ࢄΕΔΑ͏֤

ϧʔλͰݕܸ߈ɼ·ܸͨ߈؇Λ͏ߦඞཁ͕͋Δͱ͑ߟ

ΒΕΔɽ

4. ఏҊख๏

4.1 ఏҊख๏ͷ֓ཁ

ຊઅͰɼதܧϧʔλͷΩϟογϡ͕ࢀর͞Εͨճ

ʢҎԼɼࢀরճʣΛϓϨϑΟοΫεຖʹࢉग़ͨ͠Λج४
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ͱͯ͠ɼʹܸ߈༻͞ΕΔϓϨϑΟοΫεΛಛఆ͠ɼܸ߈

ऀͷ InterestͷྲྀೖΛ੍͢ݶΔख๏ΛఏҊ͢Δɽ

PITオーバフロー

Interest流入量＞α

参照回数=

開始

終了

ペナルティの重さに基づき

Interest流入制限タイマーを開始

Yes

Yes

YesYes

No

No

No

ペナルティを 増加11
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ਤ 4 खॱ࡞ͷಈݕܸ߈

Fig. 4 A prediction procedure for Collusive IFA.

ఏҊख๏ɼࡾஈ֊ͷผ݅Λશͯຬͨͨ͠ϓϨϑΟο

ΫεΛʹܸ߈༻͞ΕΔϓϨϑΟοΫεͱΈͳ͠ɼϖφϧ

ςΟͷॏ͞ʹԠͯ͡ InterestͷྲྀೖΛ੍͢ݶΔؒ࣌Λઃఆ

͢Δɽಉख๏ͰɼશͯͷதܧϧʔλҰఆؒ࣌ຖʹܸ߈

ऀఆΛ͏ߦɽ͜͜Ͱಉख๏Ͱࡾஈ֊ͷผΛࡍ͏ߦʹண

͢ΔɼPITΦʔόϑϩʔɼInterestྲྀೖྔɼࢀরճ

Ͱ͋Δɽ

ਤ 4ʹɼݕܸ߈ͷಈ࡞खॱΛࣔ͢ɽ·ͣɼதܧϧʔλ

ʹࣗͷ PITαΠζΛ͑Δ Interestྔ͕౸ண͠ɼPITͷ

ஔ͍͖ͯى͕Δ߹ɼPITΦʔόϑϩʔ͕ੜ͍ͯ͡Δͱ

அ͢Δɽ͜ΕɼPITΤϯτϦ͕ҲΕΔͱɼ௨ৗϢʔβ

͕ཁͨ͠ٻ Data͕ฦૹ͞Εͳ͘ͳΔͨΊͰ͋Δɽ

PIT Φʔόϑϩʔ͕ੜ͍ͯ͡Δͱஅ͞Εͨ߹ɼ࣍

ɼϓϨϑΟοΫεຖͷ InterestྲྀೖྔΛࠪ͢ݕΔɽڞ

ܕ IFAʹ͓͍ͯɼऀܸ߈ڞ͢ΔίϯςϯπϓϩόΠμ

·Ͱɼࣗͷ InterestΛૹ͢ΔͨΊʹಉҰͷϓϨϑΟο

Ϋεͷ InterestΛେྔʹ༻͢ΔɽͦͷͨΊɼྲྀೖ͕ଟ

͍ϓϨϑΟοΫεͷ Interestऀܸ߈ͷՄੑ͕͋Δͱߟ

͑Δɽ͜͜ͰᮢЋɼϦϯΫͷԆΛྀ͠ߟɼܾ

ఆ͢Δɽ

Interestྲྀೖྔ͕աଟͰ͋Δͱஅ͞Εͨ߹ɼఏҊख

๏Ͱࢀʹ࣍রճʹண͢Δɽऀܸ߈ͷ Interestɼॏ

ෳͨ͠ίϯςϯπΛཁ͠ٻͳ͍ͨΊɼதܧϧʔλ্ʹੵ

͞ΕͨΩϟογϡΛ࠶ར༻͠ͳ͍ɽ͕ͨͬͯ͠ɼࢀরճ

 0ճͰ͋Δͱ͑ߟΒΕΔɽͦͷͨΊɼ͜ͷࡾஈͷఆ

Ͱࢀরճ͕ 0ճͰ͋Δͱ໌ͨ͠߹ɼͦͷϓϨϑΟο

Ϋεʹܸ߈༻͞Ε͍ͯΔͷͩͱஅ͢Δɽ

ܸ߈ஈ֊ͷผ݅Λશͯຬͨͨ͠ϓϨϑΟοΫεΛࡾ

Ε͍ͯΔͷͱஅ͢Δɼ͞༺ʹ

4.2 ϖφϧςΟͷಋೖ

௨ৗϢʔβ͕ਓؾͷͳ͍ίϯςϯπΛେྔʹཁͨ͠ٻ

߹ɼ௨ৗͷίϯςϯπͷϓϨϑΟοΫε͕ݕޡ͞ΕΔՄ

ੑ͕͋ΔͨΊɼ੍ ݕΛղআ͢Δඞཁ͕͋Δɽ͔͠͠ɼݶ

߈ͱ͢Δͱɼ͏ߦΛݶຖʹϓϨϑΟοΫεͷఆɾ੍ؒ࣌

ܸϓϨϑΟοΫεͷ Interestͷ੍͕ݶ։࢝͞ΕͨλΠϚʔ

ʹޙͷ݅Λຬͨ͞ͳ͍ͨΊɼͭࡾͰɼલઅͷؒظ

ղআ͞ΕΔɽͦͷͨΊɼલઅͷผ݅Λશͯຬ͕ͨݶ੍

ͨ͠ϓϨϑΟοΫεʹɼͦͷϖφϧςΟΛ༩͠ɼ

ϖφϧςΟͷ͕େ͖͍ϓϨϑΟοΫε΄ͲɼInterestͷ

ྲྀೖͷ੍ؒ࣌ݶΛ͘ઃఆ͢ΔɽϖφϧςΟΛ༩͢Δ͜

ͱͰɼ௨ৗͷίϯςϯπͷϓϨϑΟοΫε͕ݕޡ͞Εɼ

͕ݶ੍ʹ͍ͨΊɼ͙͕ؒ࣌͢ݶΕͨͱͯ͠ɼ੍͞ݶ੍

ղআ͞ΕΔɽ

ରʹɼܸ߈ϓϨϑΟοΫεͷ Interestɼલઅͷผ

݅Λຬͨ͢ճ͕ଟ͍ͨΊʹɼϖφϧςΟͷ͕େ͖͘

ͳΓɼݕܸ߈͞ΕΔຖʹ੍͕ؒ࣌ݶ͘ઃఆ͞ΕΔɽͦ

͏͢ΔͱɼϖφϧςΟΛಋೖ͠ͳ͍߹ͱൺֱܸͯ͠߈ϓ

ϨϑΟοΫεͷ InterestΛ੍͢ݶΔ͕ؒ࣌͘ͳΔͨΊɼ

ΑΓܸ߈ͷӨڹΛ੍͢Δ͜ͱ͕Ͱ͖Δɽ

ಋೖ͢ΔϖφϧςΟͷ֓ཁʹ͍ͭͯड़Δɽϖφʹࡍ࣮

ϧςΟͷͷॳظ 0Ͱ͋Γɼʹܸ߈༻͞Ε͍ͯΔͱ

அ͞ΕͨϓϨϑΟοΫεɼϖφϧςΟ͕ 1૿Ճ͢Δɽ

ରʹɼ͍ͣΕ͔Ұͭͷ݅Ͱͯ·Βͳ͍߹ɼϖ

φϧςΟΛ ΔɽϖφϧςΟͷɼInterestͷྲྀ͢ࢉݮ1

ೖΛ੍͢ݶΔؒ࣌ͷ͞ʹө͢Δɽͳ͓ɼຊߘͷੑධ

ՁͷࡍɼϖφϧςΟ͕ 3Ͱ͋Δ߹ɼͦͷϓϨϑΟοΫ

εͷ InterestͷྲྀೖΛ 3ඵ੍͢ݶΔλΠϚΛઃఆͨ͠ɽ͞

ͯɼInterestͷྲྀೖ੍͕͞ݶΕ͍ͯΔؒɼҰఆؒ࣌ຖʹλ

ΠϚΛ λΠϚ͕ޙɽͦͷ͍ͯ͘͠ࢉݮ1ͣͭ 0ʹͳΔͱɼ

ղআ͞Εɼ͜ͷ͕ݶ੍ Interestͷड৴ɾసૹΛ࠶։͢Δͱ

ͱʹɼݕରͱͯ͠ͷࢹΛ࠶։͢Δɽ

5. ੑධՁ

5.1 γϛϡϨʔγϣϯڥ

ఏҊख๏ʹΑΓ௨ৗϢʔβͷίϯςϯπऔಘ͕վળͰ

͖Δ͜ͱΛࣔͨ͢ΊʹɼίϯςϯπऔಘΛࢉग़ͨ͠ɽγ

ϛϡϨʔγϣϯʹ༻͍ͨτϙϩδΛਤ 5 ʹɼγϛϡϨʔ

γϣϯ݅Λද 1 ʹͦΕͧΕࣔ͢ɽϊʔυ 0 ͕௨ৗͷί

ϯςϯπϓϩόΠμͰɼnΛαϑΟοΫεͷ࠷େͱ͢Δ

ͱ”/host0/0”ʙ”/host0/n”ͷ n+1छྨͷίϯςϯπΛอ

Γɼϊʔυ͓ͯ࣋͠ 1ऀܸ߈ͷڞίϯςϯπϓϩόΠ

μͰɼऀܸ߈ʹରͯ͠ҙຯͷͳ͍ίϯςϯπΛฦ৴͢Δɽ

ϊʔυ 8ɼ10௨ৗϢʔβͰɼ”/host0/0”ʙ”/host0/n”ͷ

n+ 1छྨͷίϯςϯπΛ Zipfଇʹैͬͯཁ͠ٻɼϊʔυ
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7ɼ9ɼ11ऀܸ߈Ͱɼ”/host1/”ͱ͍͏ϓϨϑΟοΫεͷ

͢ٻҙຯͷͳ͍ϥϯμϜͳαϑΟοΫεΛ༩͠ɼཁʹޙ

ΔɽInterestੜϨʔτɼ௨ৗϢʔβ 10[pkt/sec]Ͱɼ

ऀܸ߈ 320-3020[pkt/sec] ͱมԽͤ͞ΔɽCS ͱ PIT ͷ

ஔࣜํͲͪΒɼઌʹه͞Εͨͷ͔Βഁ͢غΔ

FIFOͱ͢Δɽݕܸ߈ɼ1ඵຖʹ࣮͢ߦΔɽᮢЋ

γϛϡϨʔγϣϯʹ༻͢ΔϦϯΫ͕ 1ඵؒʹ 110[pkt]

సૹͰ͖Δͱͯ͠ɼ110ʹઃఆ͢Δɽ

ൺֱରɼܸ߈؇ख๏͕ಋೖ͞Ε͍ͯͳ͍߹ͱɼ

ϖφϧςΟΛಋೖ͠ͳ͍߹ͱͨ͠ɽ

ਤ 5 γϛϡϨʔγϣϯτϙϩδ

Fig. 5 Simulation topology.

ද 1 γϛϡϨʔγϣϯ݅

Table 1 Simulation conditions.

Parameter Value

legitimate provider ID 0

malicious provider ID 1

legitimate consumer ID 8, 10

malicious consumer ID 7, 9, 11

NDN router ID 2, 3, 4, 5, 6
Interest generation rate

(legitimate) 10 [pkt/sec]
Interest generation rate

(malicious) 320-3020 [pkt/sec]

Interest Packet 1024 [bytes]

Data Packet 1024 [bytes]

CS size 10

PIT size 50

link rate 1[Mbps]

link delay 1[msec]

Ћ 110

simulation period 100 [sec]

5.2 γϛϡϨʔγϣϯ݁Ռ

ਤ 6 ɼܸ߈؇ख๏͕ಋೖ͞Ε͍ͯͳ͍߹ͷίϯ

ςϯπऔಘͰ͋ΔɽಉਤΑΓɼInterest ੜϨʔτ͕

1,020[pkt/sec]ۙͰ௨ৗϢʔβͱऀܸ߈ͷίϯςϯπऔ
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Fig. 6 Content acquisition rate without mitigation.

ಘ͕ܹٸʹ 10ˋҎԼ·ͰԼ͍ͯ͠Δ͜ͱ͕Θ͔Δɽ͜

ΕɼதܧϧʔλͷPITΤϯτϦ͕େྔʹ౸ணͨ͠ Interest

ʹΑΓΦʔόϑϩʔ͢ΔͨΊʹɼDataͷฦ৴ܦ࿏͕ফࣦ

ͨͨ͠Ίͱ͑ߟΒΕΔɽ
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ਤ 7 ϖφϧςΟΛಋೖ͠ͳ͍߹ͷίϯςϯπऔಘ

Fig. 7 Content acquisition rate without penalty.

ਤ 7ɼਤ 8ఏҊख๏Λ࣮ͨ࣌͠ͷίϯςϯπऔಘ

Ͱ͋Γɼਤ 7ϖφϧςΟΛಋೖ͠ͳ͍߹ɼਤ 8ϖφ

ϧςΟΛಋೖͨ͠߹Ͱ͋Δɽਤ 7ΑΓɼਤ 6ͱൺֱ͢Δ

ͱɼ௨ৗϢʔβͷίϯςϯπऔಘ͕গ͠վળ͍ͯ͠Δ͜

ͱ͕Θ͔Δ͕ɼܸ߈ͷӨڹΛେ͖͘ड͚ͨ··Ͱ͋Δɽ͜

Εɼऀܸ߈ͷ InterestͷϓϨϑΟοΫεʹରͯ͠ɼྲྀೖ

ͷ੍ݶͱղআΛަ܁ʹޓΓฦ͓ͯ͠ΓɼInterestͷྲྀೖ੍

ͷ΄Ͳ͔͠ͳ͍ͨΊͱؒ࣌γϛϡϨʔγϣϯؒ࣌ݶ

ΒΕΔɽ͑ߟ

ਤ 8 ΑΓɼਤ 6 ͱൺֱ͢Δͱɼܸ߈ͷӨݱ͕ڹΕ࢝Ί

ͨ InterestੜϨʔτ͕ 1,020[pkt/sec]Ҏ߱ɼίϯςϯπ

औಘ͕ 85ˋվળ͍ͯ͠Δ͜ͱ͕Θ͔Δɽ·ͨɼਤ 7

ͱൺֱͯ͠ɼܸ߈ͷӨݱ͕ڹΕ͍ͯΔͷͷɼίϯς

ϯπऔಘͷԼ͕େ෯ʹվળ͞Ε͍ͯΔ͜ͱ͕Θ͔Δɽ

͕ͨͬͯ͠ɼϖφϧςΟΛಋೖ͢Δ͜ͱʹΑΓɼऀܸ߈ͷ

InterestͷӨڹΛΑΓ੍Ͱ͖͍ͯΔͱ͑ߟΒΕΔɽ
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Fig. 8 Content acquisition rate with penalty.
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ਤ 9 Interest ੜϨʔτ 1,250[pkt/sec] ͷ࣌ͷίϯςϯπऔಘ

Fig. 9 Content acquisition rate when Interest generation rate

is 1,250 [pkt / sec].

ਤ 9 ʹɼInterest ੜϨʔτ͕ 1,020pkt/sec] ͷ࣌ʹγ

ϛϡϨʔγϣϯؒ࣌ΛมԽͤͨ͞߹ͷίϯςϯπऔಘ

Λࣔ͢ɽγϛϡϨʔγϣϯ͕ؒ࣌͘ͳΔʹͭΕɼ௨ৗ

Ϣʔβͷίϯςϯπऔಘ্͕ঢ͠ɼऀܸ߈ͷίϯςϯπ

औಘ͕Լ͍ͯ͠Δ͜ͱ͕Θ͔Δɽ͜ΕɼγϛϡϨʔ

γϣϯ։͔࢝Βܦ͕ؒ࣌ա͢ΔͱϖφϧςΟ͕͘ͳΓɼ

ͷऀܸ߈ Interest੍͕͞ݶΕΔ͕ؒ࣌͘ͳΔͨΊͰ͋Δɽ

ΕΔͨΊɼ௨ৗϢʔβͷίϯςϯπऔ͞ݮ͕ܰڹͷӨܸ߈

ಘվળ͞ΕΔɽ

6. ͓ΘΓʹ

ຊߘͰɼڞܕ Interest Flooding Attackରࡦͱͯ͠ɼ

CSͷίϯςϯπͷࢀরճΛϓϨϑΟοΫεຖʹࢉग़͠

ͨΛج४ͱ͠ɼܸ߈ϓϨϑΟοΫεΛಛఆ͢Δख๏Λఏ

Ҋͨ͠ɽػࢉܭγϛϡϨʔγϣϯʹΑΓɼఏҊख๏௨ৗ

ϢʔβͷίϯςϯπऔಘΛܸ߈؇ख๏͕ͳ͍߹ͱൺ

ֱͯ͠ɼίϯςϯπऔಘΛ 85ˋվળ͢Δ͜ͱΛ໌Β͔

ʹͨ͠ɽ·ͨɼڞܕ IFAܸ߈ͱͯ͠ఆ͞Εͨ Interest

ʹର͢Δసૹ੍ؒ࣌ݶʹϖφϧςΟΛಋೖ͢Δ͜ͱʹΑ

Γɼܸ߈ϓϨϑΟοΫεͷ InterestΛ੍͢ݶΔؒ࣌Λͦͷ

Өڹ߹͍ʹԠ͡ɼదԠతʹઃఆՄʹ͢Δ͜ͱͰɼܸ߈

ͷӨڹΛΑΓ੍Ͱ͖Δ͜ͱΛ֬ೝͨ͠ɽͦͯ͠ɼγϛϡ

Ϩʔγϣϯ͕ؒ࣌͘ͳΔ΄Ͳɼܸ߈ϓϨϑΟοΫεͷ

ϖφϧςΟͷ͕େ͖͘ͳΔͨΊɼܸ߈؇ͷޮՌ͕େ

͖͘ͳΔ͜ͱΛ֬ೝͨ͠ɽ͕ͨͬͯ͠ɼఏҊख๏ڞܕ

Interest Flooding Attackʹରͯ͠༗༻ੑ͕͋Δ͜ͱ͕ࣔ

͞Εͨɽ
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