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Running State Recovery in Non-volatile Main Memory Systems

REN OHMURA," NOBUYUKI YAMASAKIit and YUICHIRO ANZAItt

This paper proposes a scheme to recover the running system state when a system is con-
fronted with an unpredictable power failure. For this to be viable, peripheral devices’ state
must be retrieved as maintaining the consistency with the CPU and main memory state. Our
approach is to ensure the consistency of the state between a device driver and device in the
first place, adding some codes preserving the information required for the recovery to a device
driver, and to apply it to each device driver for retrieving the entire, consistent system state.
We disclose the requirement for maintaining the consistency using message-passing system
model. We also illustrate the actual way of adapting our scheme to a device driver with sam-
ple codes. The experiments showed our scheme performs correctly and could be implemented
as barely increasing the system execution time.

1. 0000

00000000000000000000000
000000000000000000000000
00000000000000000000000
0000000000 MO0000000000000
0000000000000 00000000000
0000000000 O0Oo®Oo00o000ooo0oon
0000000000000 D0D000D0000O00on
00000000000 0000000000000
000000000000000000000000
000000000000000000000000
0000 0OSOO0O0DO00O00Doooooono

t+00o0000000b000b00000000000
Science for Open and Environmental Systems, Gradu-
ate School of Science and Technology, Keio University
1000000000000 000
Department of Information and Computer Science, Fac-
ulty of Science and Technology, Keio University

88

0000000000000 0D00000
0000000000000 0000000000
0000000000D00000000000000
000000000000000000000000
000000000 000000000000000
000000000000000000000000
000000000CPUOODOOOOODOOOO
0000000000000000
0000000000000 Ofail-stop00000
0000000000000 00000D00D000
0ooooooo®»®9°0000000 CPUOOO
000000000000000000000000
0000000000000 00000000000
000000000 0libckpt'® 0000 O0OO0O00O
00000000000000D0000000000
0000000000 lseek00D0O000O0O0ODOOO
0000000000000 00000000000
onoo

APM? 0 ACPI® DD 0DOO0ODO0OOO0OOOOOO



Vol. 45 No. SIG 1(ACS 4)

gobooboooooooboooooooobooobooo
oo0oooOoooo /ooUo0oooooooooo
gooocooooocoboooboboooooboobooo
gbobooobooooooobooooooooboooonn
0000000000 /o00o0o0ouUOoooooo
goooobooobooooooobooboboobooooo
gooboooooooboooooooobooo
gooooboobooboooobooooooooo
oooooogoooo
gooooooboooboooobooooooooa
gboboooooooooooboooboooooo
gbobooodoooobooboooobbOobbOoobooo
gooboooooooobobooooooboooooon
goooooooooooboooooooooooo
gbooooboooooboooooooobooo
ooooooOOoOO0000O0ooooOooo crpun
goboboboooooooooooooooooooon
goooobooooooobooooobobbooooo
gooooooooooobooboooooon
goboooobooboooooooooooooooa
oooooocpUOOOOOOoOoOOoOOOOOOO
goboooooooboooooboobobooboooo
goooooboooooooooboooooooooo
goooooooboooobooooooobooooon
gooooooooooooooobooooonooon
goooobooobOOoooooooooooboDbo
goooboooboooobooboooboooooboo
goooooboooooooooooo
gooooodobooooooooboboboooooa
gocpUOODOOOOOOOOOOODOODOOOOO
gooobooboooooobooooooooooboooon
boooooooooboooooobooboboooa
gooooooboobooobooobooboooooo
gooobooooooooocooooboooboooo
gboboooooooboooobbooooooooo
goboooobooooobbOoOoOoboobooDo
Ooooooooogoo ceUOOOOOOOOOO
gboboooooboooooboooooogooooa
gooooooooboooooooooooooao
oooooooon
gob20000000b000000O000000
gooooooocoobooooboosooonoooa
goboboooooooooooooobooobboooon
gooooooooobooboooboooono4000
gooooooooboobooooooooobooooon
obOs00000000000b0b0O00000o0o00o

gobooooooooboooooooooboooooooo 89

goboooooobebOOOOoOoOOOOOOOOO
o0oo0oo0oo0oooooovyooo0oo0ooo0ooooo

2. 00Ooo0oooOOOoOooboD

2.1 OO0OO0OOO00O000O
ooooobobooooooooobooooooo
00000000000 0O0OMRAMO FeRAMOO O
000000000 0oO0o0ooOoooOO read/write
gbboboooooooooobooooooooooon
gobobooooooobooooooboooogad
gbooodooooooboooooobobooooobooon
O0O0ooooOoo cpUOOOOOOOOOOOO
gooooOooIcooobooooooooobooo
goooooo0Oo000O0oobO cepUOOOOOOOO
oooObooOoO0oOoOOoOOO0O0ObobOOoOoo0Og CrU
goboooooooboboooooooooooboon
goboOoooooooooooooboooooDooon
goood
goboooobooooboobooobooooooo
oooOoooooboooooOOoOooidlebobooOon
gboboboboooooooooocbooboooooboDo
gboooboooooobooooooboooooooo
oboooooooooooboobooobooooooo
oboooooobooooooooooboobooooo
oooooooooooooboooooooooon
gooooooooooboobo0ooooDboooo
goooooobooo
22 0000000
goobobooooooooooooooooooon
gobooooboobooooooouoobooo
gbooobooooobooooobooooboooooo
goboooobooooooooobooOoooooobo
gboooboooobooobocooooooboooooooo
gbobOooobooooboooobooooooooo
goooobooooboooooboooooooo
goooooobooobbobboooboooooo
goooooobooooooboooooobobooboon
oood
oobooooboooboooooodoboooob oo
ooooooooooooooooUoo/oooooo
goobooooooobooooooOoOobobooOoOoooo
goboooboooooooboooocoooobooo
gobooboooooobobooooooooooooon
ooboooooooooobooobooboooboooboon
000000000000000000000%00
goog



90 gooooooooooooboOoOooooooooo

Nessage Recovery point
Process - o >

A NA A - -
)/ \Checkpoint /
Process & o >
B - A-- v
\ / failure
Process o ’/ ~
~ -)(

C

Recovery line

01 00000000000 0000000000000000D
Fig.1 An example of the model for message passing
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Fig.5 A case of roll-back.
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1 void write(void* request){ oooogooo

2 if(idle == get_device_state()){

3 DEV_ACCESS_STARTQ) ; 4.2 JO0OOOOOO

4 tell_device_request(request);

5 DEV_REQUEST_SAVE(request_log,request) ; ooooooooooooooooooooon
_6, };;SZEACCESS-END(” gbooooboooooooboooboooboo
8 lock(request_queue) ; Oo0o00o00oooooonoo

9 enqueue (request_queue,request) ;

10 request_count++; goobobooooboobooboobboooo
E }u_nlock(request_queue); 000000000000 000bC0O0O0oO00o0oOoooo
13} cpuO0O000O0OO0OOO0ODO0ODODOOOOOOOOOOn

14 void read(void* return_buf){
15 lock(event_buf) ;
16 while(!event_buf_count){

17 unlock(event_buf) ;

18 sleep(read_wait);

19 lock(event_buf);

20 }

21 memcpy (return_buf,event_buf) ;

22 event_buf_count--;

23 unlock(event_buf) ;

24 }

25 void ioctl(void* new_state){

26 dev_state = *new_state;

27 device_state_change (new_state);

28 }

29 void interrupt(){

30 do{

31 if (request_done & interrupt_reason()){
32 ISR_STATE_SAVEQ);

33 post_processing_for_request();

34 ISR_STATE_DISCARD();

35 DEV_REQUEST_DISCARD (request_log) ;
36 lock(request_queue);

37 if (request_count){

38 request = dequeue(request_queue);
39 DEV_ACCESS_START() ;

40 tell_device_request(request);
41 request_count--;

42 DEV_REQUEST_SAVE(request_log,request) ;
43 DEV_ACCESS_END() ;

44 }

45 unlock(request_queue) ;

46 }

a7 if (event_arose & interrupt_reason()){
48 ISR_STATE_SAVE(Q);

49 lock(event_buf);

50 data = get(event_buf);

51 post_processing_for_event (&data) ;
52 event_buf_count++;

53 ISR_SATE_DISCARD() ;

54 unlock(event_buf);

55 if (someone_is(read_wait))

56 wakeup (read_wait) ;

57 ¥

58 }while(interrupt_reason());

59 }

06 0000
Fig.6 An example code.
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1 int recovery_call_back(CPU_t *xcpu_state){
2 initialize_device(dev_state);

3 recover_memory_area() ;

4 replay_request();

5 return flag;

6

07 0D0O0OD0ODOOOOOO
Fig.7 An example of callback function.
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