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Optimization of Intrusion Detection System Based on Static Analyses
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Attacks on programs by exploiting its vulnerability become well-known and severe problem
today. These attacks manipulate behavior of vulnerable programs. We have implemented
an intrusion detection system that detects the anomaly behavior of programs. The system
ensures that the behavior of a program never stray from the control flow extracted from its
binary code. Our system utilizes call stack information to detect anomaly behavior. Call
stack information is useful to determine current execution state, and therefore our system
can achieve higher precision and lower overhead as contrasted with other intrusion detection
systems. Furthermore, our system utilizes search history of transition paths of control flow.
This technique reduces the overhead further. We show the results of measurement of the
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overhead.
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fane o L o mainQ) { a0 {
x 7 getuidQ) : geteuid(; if G o openQ);
) aQ; read();
g0 { } else if (...) { }
fd = open(...); b0 bO {
£(0); } else { open() ;
close(fd); cQ; connect();
£(1); 3} }
d ! <O {
Entry(f) ::= getuid | geteuid open);
Entry(g) ::= open Entry(f) close Entry(f) execO);

01 00 23)0000000000000000
Fig.1 An example of context-free grammar made by the
method described in Ref. 23).
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Entry(b) ::= open connect
Entry(c) ::= open exec
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Fig.2 An example of programs whose control states are
undeterministic while implementing the method de-
scribed in Ref. 23) and its corresponding context-
free grammar.
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Fig.3 Composition of our intrusion detection system.
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copy_file() {
if (...)
copy_init();
do_copy () ;
if (L. {
if (... o{
error();
} else {
m() ;
}
} else {
while (...) {
check();
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Fig.4 An example of automata that our system

generates.
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Fig.5 Extracted stacks of two sequential system calls. Our
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method traces the control flows shown by dotted
lines.
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Fig.6 Control flow’s resulting search path of a popped

stack frame.
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Fig.7 Control flow’s resulting search path after returning
from a called function that has also reached its next

calling function.
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Fig.8 Control flow’s resulting search path of a pushed
stack frame.
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Fig.9 An example of search histories.
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Table 1 Runtime overheads incurred by our intrusion detection system.

wce cp tar
gooooo 1.275 3.870 13.16
oooooooooooooo 3.491 (2.73) 61.77 (16.0) 85.32 (6.48)

00o0000000000000000 2.536  (1.98) 29.11 (7.52) 32.83 (2.49)

g00ooooOoo0oooooooooono 1.944 (1.52) 7.560 (1.95) 24.55 (1.87)

goooboooooobooooobocoooooooon
goooooooobooooooooooooood
gooobobooooboooboooboooooooo
gobooboooooooooooooo
gooooobooooboooobooooooooo
gooooboooooooobooooooooboobooo
gobbooobooooooobobobooooooooo
gobooooob 27000000 16000000
goboooooooobooboboooobooooo
gooooooboooooooboobooooooon
gooooboooboooboooooooooooa
gooooboooooooooooboooooooao
ged
gobobooooobooocoboboooobooo

goooooz2o00ovrsb000o00oooooooo

gboooooooooooooboooo2000000
goooooooooooooooooboooooon
gooooooooobooboboboooooobobobooo
gooooooobobooooboooobooooo
goooooooooooooooooo 20000
gboooooooooooooon

5. 0 O

gooooooa

gboooboobooooooooooobooooon
goobooobObooooocoooboboomoooo
gbooooooooooooboooobooobooo
goooooooooooboboobooboooooon

gooooooooobobooooobooobooooboo

gooooboobooooooooooobooboooon
gooobbooooooooooooooooaon
goooboooooobobobooooooboooooon
gbooooobooooooooooooooooo
gooooooboobooboooboocoboooobon
goooooo

Y 00000 ¢p000000D0DO000OO0OO Ocopy-internal
000000000000D00 copy-internal 0O0C 000
oopooooooeoconnnO

gooooooooooooo

e 0I0ODDDDDDOOODOONOOOODODOO
0000000000000 000000000
00D00000000000000000000
0ooo0oooooon

e 000DODODODDDDDOODODODODOO
0000000000000000000000
oooon

e 00DDODODDOODDDDOOODDODOD
0000000000000 000000000
000000000000 00D00D000000
000000000 0000000000000
00D000000000000000

0000000000000 00000000000

00000000000 0000000000000

ooooooDo

000000000000

00000000000000000000000

g3~ appoooooo0o000nnono

0000000000000000000 /bin/shO

exec 0000000000000 O000DO0OO

0000000000000 00000000000

0000000000 O00000000000000

00 24)00000000000000000000

N-gram 0000000000 O0O0YWOoOoOoOooOO

000000000000000000000000

0000000000000 00000000000

000000D00000000000000000

0000000000 00000 14)015)021)022)0

25)0000000000000000000000

0000000000 00000D000000000

0000000000000 00000000000

00000000000 0000000000000

oooo

0oooooooooo

000000D00000000000000000

000000000000000000000000

0000000000000000000O00O000

0000000000 00000000000000



18 gooooooooooooboOoOooooooooo

000000000000000000000000
0000000 O Janus '90 SoftwarePot 12290 0
0000000*000000000?® 00000
000000 0SO000000000 chrootD OO
00000000000000000000O0000
000000000000 fpd00O0000000
00000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000O0
000000000000000000000000
000000000000000MOO000000
000000000000000000000000
000O0000000000000
0000000000000000000 JanusO
SoftwarePot 00 000 00000000O000O0OO
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000D000
000000000000000000000000
00 Netscape 1000000000000 O00O0
000000000 OONetscape0 00000000
0000000 Netscape O /etc/passwd 00O 00O
000000000000 00000000000
OONetscape 0 000000000000 O00OCO
00000000000000 Jete/passwd0000
000000000000000000000000
000000000000000000000000
000000000000000000

6. 0 O0OO

oboboo 20000000000000000A0
ooo

O00OFengOODODOOOODOODODODOOOOO
000000000000000000000700

Mar. 2004

O0oooooooooooooooooooooo
O0oooo0oDOoUoooooOoOooooooooo
000ooooooooooooooooooooao
0000000 false positive 0 00O OOOOOO
O0000o0ooooooooooooooood
000 false positive 0 000000000 000O0O
oooooooooo

00 9000000Wagner0OQOOQOQOOOoQO
goooooodoooooOooooooooooo
goo0ooO0ooOoooooOoDoOoooooooDOoo
JoooooooooooUooooooooooog
000000ooOdD0Owrapper D000 OO0OOOO
oooooDooooooooooooooooood
00o00o0ooUooooooooooooooon

Program shepherding® 00000000000
0000000000000 0000o0oo0ooooon
000000o0o0oooDoDOoooooooooogon
gooooO0ooOoOooooooooooooUoOooo
gdooooooooopoOoOoOoooooooDOon
oooooooooOooooooooogooooo
gddoooooooUopoooooDOoooooooo
goooooooUoooooooUooooooooao
0o0000o0ooO0ooDooOooooooOoooood
000000oDooooooOooooooooooonog
000o0oooo0o0oooooooooooooono
000000ooooooooooooooooooo
0000000 O0o0doooooooooooog
program shepherding0 000000000 0ODOOO
ooooooooooo

Non-executable stack?” 0 0000000000
00ooooooooooooo oSsouoooood
00o0U0000o0oDoooDoO0O0O0O0OdO0OOreturn-
into-libc0 0000000 OO OO Oreturn-into-libe
0000000000 libeO system 0000000
00000000 0ooooooooooooooon
0000000ooooooooooooooooon
0oooooooooooo

StackGuard ¥ O propolice® 000 COOOOO
odoooooooooOooooooooooooo
o0oo0ooO0ooO0ooOoDooooUoooOooooooo
000odooooooooooooooooooo
00oo0oooooooooooUOooooooo
00ooo0ooo00oooooODooOooooooo
ooooooo



Vol. 45 No. SIG 3(ACS 5)

7. 0O0O0OoOooooo

0000000 0oOooo0oooooooooog
O000000oooOoDoooooooooooood
O0o0oooOoooooooooooooooon
0000000000 o0o0ooooooooooog
000000000000 0000 OWagnerO OO
O0o00ooooooooooooogoooooood
odooooopoUoooUoopoodooUooooo
oooooo0oooooooooooooooood
oooooooooOOo 1000D0oO0ooooogoo
oooooooooooo
e DOOODODODOAO false positive 0 OO OO
e Wagner 000 IOOOOODOOODOOOOODO

000oo0oooooooooooooooog
0000oooooooooooooooooo
oooooo

o JOOODOOOOODOOODOOODOOOO

ooobooobooooooooooooooon
gooobooooooboooooobooaobo
gooooobooooocoooobooooboo
e JOODODOOOCOOLOOODLOODOOOOOOON
ooooooooooooo
gbooboobobooobooooobooboooooooboobo
goooooooooboooooooooooboo 20
ooooooooooooooobooboboooon
goobooooooooobooboobooobooooon
OobooboO0O0OWagnerOOOOOOOOOOOOO
gooobobooooooooobooobooooon
goboooOooooOoooobooooobooooonon
oooobooboooooooobobooboooooo

ooboocooobOoooooooooboooboboooo

goooboooooobooooooooboooooobo
goooooooooooboooobooboboOooooo
goooobooooboooooooooboobooon

g o o o

1) Acharya, A. and Raje, M.: MAPbox: Using
Parameterized Behavior Classes to Confine Un-
trusted Applications, Proc. 9th USENIX Secu-
rity Symposium, Denver (Aug. 2000).

2) Anderson, J.P.: Computer security threat
monitoring and surveillance, Technical Report,
James P. Anderson Company (Apr. 1980).

3) Asaka, M., Onabuta, T., Inoue, T., Okazawa,
S. and Goto, S.: A New Intrusion Detection
Method Based on Discriminant Analysis, IF-

goobooooooooooooboooboog 19

ICE Trans. Inf. Syst., Special Issue on High-
speed Internet Technology and its Applications,
Vol.E84-D, No.5, pp.570-577 (May 2001).

4) Cowan, C., Pu, C., Maier, D., Walpole, J.,
Bakke, P., Beattie, S., Grier, A., Wagle, P. and
Zhang, Q.: StackGuard: Automatic Adaptive
Detection and Prevention of Buffer-Overflow
Attacks, Proc. 7th USENIX Security Sympo-
stum, San Antonio, pp.63-78 (Jan. 1998).

5) Denning, D.E.: An Intrusion-Detection Model,
IEEFE Trans. Softw. Eng., Vol.13, No.2, pp.222—
232 (1987).

6) Etoh, H.: GCC extension for protecting ap-
plications from stack-smashing attacks. http://
www.trl.ibm.co.jp/projects/security/ssp

7) Feng, H., Kolesnikov, O., Fogla, P., Lee, W.
and Gong, W.: Anomaly Detection using Call
Stack Information, Proc. IEEE Security and
Privacy 2003, Oakland (May 2003).

8) Ghosh, A.K., Schwartzbard, A. and Schatz,
M.: Learning Program Behavior Profiles for In-
trusion Detection, Proc. Workshop on Intru-
sion Detection and Network Monitoring, Santa
Clara, pp.51-62 (Apr. 1999).

9) Giffin, J.T., Jha, S. and Miller, B.P.: Detect-
ing Manipulated Remote Call Streams, Proc.
11th USENIX Security Symposium, San Fran-
cisco (Aug. 2002).

10) Goldberg, I., Wagner, D., Thomas, R. and
Brewer, E.A.: A Secure Environment for Un-
trusted Helper Applications: Confining the
Wily Hacker, Proc. 6th USENIX Security Sym-
posium, San Jose, pp.1-13 (July 1996).

11) Hofmeyr, S.A., Forrest, S. and Somayaji, A.:
Intrusion Detection using Sequences of Sys-
tem Calls, Journal of Computer Security, Vol.6,
No.3, pp.151-180 (1998).

12) Kato, K. and Oyama, Y.: SoftwarePot: An
Encapsulated Transferable File System for Se-
cure Software Circulation, Software Security—
Theories and Systems, Lecture Notes in Com-
puter Science, Vol.2609 (Feb. 2003).

13) Kiriansky, V., Bruening, D. and Amarasinghe,
S.: Secure Execution Via Program Shepherd-
ing, Proc. 11th USENIX Security Symposium,
San Francisco (Aug. 2002).

14) Ko, C., Fink, G. and Levitt, K.: Automated
Detection of Vulnerabilities in Privileged Pro-
grams by Execution Monitoring, Proc. 10th An-
nual Computer Security Applications Confer-
ence, Orlando, pp.134-144 (Dec. 1994).

15) Ko, C., Ruschitzka, M. and Levitt, K.: Execu-
tion Monitoring of Security Critical Programs
in Distributed Systems: A Specification-based



20 gooooooooooooboOoOooooooooo

Approach, Proc. 1997 IEEE Symposium on Se-
curity and Privacy, pp.175-187 (May 1997).
16) Kosoresow, A.P. and Hofmeyr, S.A.: Intrusion
Detection via System Call Traces, IEEE Soft-

ware, Vol.14, No.5, pp.35-42 (1997).

17) Lee, W. and Stolfo, S.J.: Data Mining Ap-
proaches for Intrusion Detection, Proc. 7th
USENIX Security Symposium, San Antonio
(Jan. 1998).

18) Liao, Y. and Vemuri, V.R.: Using Text Cate-
gorization Techniques for Intrusion Detection,
Proc. 11th USENIX Security Symposium, San
Francisco (Aug. 2002).

19) Marceau, C.: Characterizing the Behavior
of a Program Using Multiple-Length N-
grams, Proc. 2000 Workshop on New Security
Paradigms, Cork, Ireland, pp.101-110 (Sep.
2000).

20) The Openwall Project: Linux kernel patch
from the openwall project.
http://www.openwall.com/linux/

21) Sekar, R., Bowen, T. and Segal, M.: On Pre-
venting Intrusions by Process Behavior Mon-
itoring, Proc. 1st Workshop on Intrusion De-
tection and Network Monitoring, Santa Clara
(Apr. 1999).

22) Sekar, R., Bendre, M. and Bollineni, P.: A
Fast Automaton-Based Method for Detect-
ing Anomolous Program Behaviors, Proc. 2001
IEEE Symposium on Security and Privacy,
Oakland, pp.144-155 (May 2001).

23) Wagner, D. and Dean, D.: Intrusion Detec-
tion via Static Analysis, Proc. 2001 IEEE
Symposium on Security and Privacy, Oakland,
pp.156-168 (May 2001).

24) Wagner, D. and Soto, P.: Mimicry Attacks on
Host-Based Intrusion Detection Systems, Proc.
9th ACM Conference on Computer and Com-
maunications Security, Washington DC (Nov.
2002).

25) 000000 O0OOOoOooOoOoOoOoOooO
goobooooboooboboobooobooo
0o0o0o0oo0ooooboObO0o0o0o0oooooo
pp.45-52 (Nov. 2002).

26) D000ooO0OooOOo0UoOoUooooOoon
000000000 SoftwarePot 00000000
000000000000 OVol.19, No.6, pp.2-12
(2002).

27) 00 00000000000 O0OOOO0O000
00000000000 Vol.19, No.1, pp.49-63
(2002).

28) 00000000 UOODUOUODDOUOO
do0d00ooo0ooooooooooooooo

Mar. 2004

Vol.43, No.6, pp.1677-1689 (2002).

29) 000000000000000000000
00000000000000000000000
0000000000000Vol.20, No.3 (2003).

(00 150 80 2 000)
(0015090 10000)

oo oo

1976 0001990000000
gooooooooooooooo
goooooooooooboooobo
gooobooobooooooaoo
goooooao

o0 Oooooooo

19730002001 0000000
gbooooooobobooooo
ooooooood2o01000 2003
goboooooocoooooooo
gooboooooooz2003000
goooboooooooobooooooboonoooon
oo01B3ocooocooboooobooooooooo
ooboooooooobobbooobooboooooo
ooo

O oo

9800002003 0000000
gooooooooooooooo
goooooooooooooan
gooooooooooobooobood
oooooooog

o ooooooo

19620001985 0000000
gooooboooolesroooon
oooooooooobooomi992
boooomoooooooo
goooomesoooooon
gbooobooooomsoooooboooooon
ooogeooooooooooooooooonoo
oooobooooooobobooooooboooooo
gobooooooooobooooobooboooo
goooobooooooooobooooooooan
O0OO0OO0OO0OOOACMOIEEEOOOO



