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Abstract: With the development of cloud services, privacy preserved query schemes for encrypted database
systems have been proposed. In the system, queries can be processed without decryption, therefore the data
owner can preserve the confidential data against the cloud service provider. On the other hand, the data
owner may require the data disclosure control towards the clients in case that the data owner sells the data
to the client. In this case, we consider that the data owner may require the fee according to the amount
of data the client obtains before returning the result. In this paper, we propose a data marketing scheme
by using the secure query processing framework OSIT on the encrypted database system. We express the
information which the client obtains from a query by histogram, and we define the information gain score by
conditional entropy. From experiment, we show the score decreases by a query, and the score is zero when
the client obtains all attribute values in the data. We assume the contract of buying and selling data between
the data owner and the client. Then, we propose a method to calculate the information gain score for the
query result.

Keywords: Encrypted database systems, Privacy preservation, Data marketing

USRS R Y AT AR e R

Graduate School of Systems and Information Engineering, 3 B RFEIERITEL Y S —

University of Tsukuba, Tsukuba, Ibaraki 305-8573, Japan Center for Computational Sciences, University of Tsukuba,
2 ESEH RSB R A SN A R Tsukuba, Ibaraki 305-8573, Japan

Graduate School of Industrial Technology, Advanced Insti- a)  k_akiyama@kde.cs.tsukuba.ac.jp

tute of Industrial Technology, Shinagawa, Tokyo 140-0011, b)  chiemi@acm.org

Japan ©)  kitagawa@cs.tsukuba.ac.jp

© 2017 Information Processing Society of Japan

31



IEIRNIBFLH/UFE F—2~N—2 Vol.10 No.4 31-35 (Dec. 2017)

1. FU®IC

779 R —CRADREIZLY, WKET—5%2 57
NECTEHTAIENTREIC R »72. Y=Y AFHZ L L
TREANRPEEEIBETE, FT—IHAENZFY K
PN 2T =2 LTy T4 T ¥ MIREHERZ
52228 T, 7= OMEF—CALERITIEL 2 5.

L2LaDs, BHOHET LT — 5 24 ERFEL C
-V ARRMT LG, AR BERPEZONS. 7,
T Y FEEIEY - NERF I L, T oy
EHILGNTZ B EW) EREFRED. RIS, 774 T b
B F— YA SEB L O — NEHE I L, BTl
VOHNFEZMLNIZL vl n ) BERE D,

INSDEREM T OIC, HETRESLT—%
N—=A Y AT LD E LA TN TS [5], [6]. B
BT = R=ZA T AF L TIE, F—% L7 1) 2551
L THEEZIRIET 5. BSILICRETRIE S 2 w5 2
&T, BEbT— 7 2 HETETICREN TR TH 5. EF
SHRELLMERE 7L —L7—2 OSIT[8] T, 75
A7 2 M3 =N EDORGIZERT S5 & TR S E
FEBL, BRESTT—7 1) BESILL, S
IbL7-F TMFEZIT) 2 TREMZMRIEL TV 5B,

EZAT, EBIZZ T FETOTF— 5 ORETF—E A
REZLRE, Y-EATuNA T LTT—FR s T
) OBEWERIET B2 TR, 27947 MIxLT
DT — S RHEDIRES LB B A GENH L. FUIT —
YEIAEBED 7 74T ¥ MR L, BHIRICT— % 2323
LHOTIELL, T—VHBERL IAT  FEeDHTT—
FRHICEA L TOZYZHY o, TORKOHPANT
F=F w RS AEETH L. TSRO,
TWEELT, 7= FIHEENTIAT ¥ ML TT—
YWGERT AL EMETLE, 7547V s %
BAT L BRI AR RS HD L Tl 2 %2 L, WRAT
BIZZ FAT 7 MIEHLWEERTL2EADPEZ NS,
Deep & [1] % Koutris & [2], [3] (£, 7 =V 124 L CHlif% %
OUF Bk e IREL T 5.

ARIFZE CTIRAERZE A ¥ — 24 OSIT # T 7 — % Ii5E
Ty N7 x—LmRMET AL 2EL, BEERHEC
o U7 flifg i E A ¥ — L &I ET 5. OSIT Tk, 777
R —NICBE5bRET e L TR ETDIEHETY — b &
NIZEH AR L (7272 L Z OBHIDNEF XY — 321355
OB, mPERT LI THERTH. 794 T~k
X, MAERICHRT -y DL a— FOAT— g%
POPEL, METETHLIETT— 2 2UST A, T4
&7 947 2 M PEEMEICH L TROE#RE A NS T L
TEL, METERE2EBLIE TR M T AN X
NHZEEFHL, BMAERIEONI AN TLOL
Y oY —- 2tk e 3 5.

© 2017 Information Processing Society of Japan

keyDIETHIEY—FLT=

FosmRENES R PR

rid |7 ﬂ! addr [(CAGTH))
1 kg | Ly o 1 E(ky) (Es(1)
2 |kl o ‘ 2 E(k)) (Ea(n))
) - (1) key,rid%E("), 2 E :
nlky|l - E,() TSt n E(k,) (Ea(2))

(3) REIDOHEES 1 lm Neddunia

EHSATUNCED hOTryI)

| h(addr) | E(key) | (Ea(rid))

RIOILFIHn hn)  E(ky)  (Ea(®)
VDL L §10)

keybridDIES - WS R A E(k)  {E,(1)

HEEERITISITURT R(2)  E(k) (Es(n)
R IURERIEY —NTEE
1 &M A B ARESILET OV

Fig. 1 Construction of encrypted index on attribute A.
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Fig. 2 Changes of the histogram over multiple queries.
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Fig. 3 Changes of the entropy over multiple queries.
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