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HttpsServer server = HttpsServer.create(
new InetSocketAddress (PORT), 0);

SSLContext ctx = SSLContext.getInstance ("TLS");

KeyStore ks = KeyStore.getInstance(
KeyStore.getDefaultType ());

ks.load(new FileInputStream (KEYSTORE),
PASSWORD.toCharArray ());

KeyManagerFactory kmf =
KeyManagerFactory.getInstance (

KeyManagerFactory.getDefaultAlgorithm ());
kmf .init (ks, PASSWORD.toCharArray());
ctx.init (kmf.getKeyManagers (), null, null);

String[] cipherSuites =
{ "TLS_ECDHE_RSA_WITH_AES_CBC_SHA256" };
server .setHttpsConfigurator (
new HttpsConfigurator (ctx) {
public void configure (HttpsParameters params) {
SSLContext sslctx = getSSLContext ();
SSLParameters sslparams =
sslctx.getDefaultSSLParameters ();
sslparams.setCipherSuites (cipherSuites);

params.setSSLParameters (sslparams);
1

server.createContext ("/geojson",
new HttpHandler () {
@0verride
public void handle (HttpExchange t)
throws IOException {

byte[] result = getResult();

t.getResponseHeaders () .add(

"Content -Type", "application/json");

t.sendResponseHeaders (200,
result.length);

OutputStream os = t.getResponseBody ();

os.write(result);

os.close();
1

server.setExecutor (null);

server .start ();
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URL url = new URL(
"https://" + HOST + ":" + PORT + path);
HttpsURLConnection conn =
(HttpsURLConnection)url.openConnection();
conn.setRequestMethod ("GET");
String data = "";
if (conn.getResponseCode ()
== HttpsURLConnection.HTTP_0K) {
Reader in = new InputStreamReader (
conn.getInputStream());
StringBuilder sb =
new StringBuilder ();
while ((count = in.read(buf)) > 0) {
sb.append(new String(buf, 0, count));
}
in.close ();
data = sb.toString();
}
ObjectMapper mapper = new ObjectMapper ();
GeoData geodata =

mapper .readValue (data, GeoData.class);

04 0OO0OO0OO0OOOOOOOOOOOOO

3.2 NULLOOOOOOOO0OOO0OO0O0OO0O0O0O000O0
O0000000OHTTPSOOOOOOOOOOOOO
ooooooooOooOoooooooooooooboooo
0000000000000 AspectJ OO0 NULL O
O0D0000ONULLOOO SSL/TLSOo0oooog
oO000oO0o0oo0ooOoOooocOooo0Obo NULLOOOOoDO
0000000 NULLOOODOOOOOONULLDO
000000 TLS_ECDHERSAWITHNULL.SHAOOOOO
000 HttpsServer 0 000 HTTPSO OO OO
setCipherSuites() OO0 D0ODDOOO0OO0O0O0O0DO0OOO
ooOo0oooooO0o0oooOoO0oOoooOOoOoooOoooon
NULLOOOOOOOOOO HTTPSOOOOOOODOO
Os5000000000000000000000 NULL
ooO0000ooO00o0ooOO00b0oO0ODO 302300000
gooooooooooooooobooooboooooobooo
o000O00O000100020000NULLOCOOOO
O String0000000000006000 proceed() O
0000000000000000D0000O0proceed()
oooooOoooOooOoooooooooooobooooo
00000 NULLOOOOOO nullCipherSuites OO
oooooOoooOooOoooooooooooooooo
00000 300000000302300000000
O0eO070OO0O0OCOOOOOOOOOO
HttpsURLConnection 0 OO0 HITTPSOOOOOO
U000O0D0000D00O https.cipherSuites 00O 0
ooOoooOOooDbDOoooOOoooOOoooODOOooDOn
https.cipherSuites 0 NULLOOOOOOOOOOO

61



N O O R W N

© 00 N O U R W N

—
[}

T W N =

Computer System Symposium

String[] nullCipherSuites =
{ "TLS_ECDHE_RSA_WITH_NULL_SHA" };

void around () :

call(void SSLParameters.setCipherSuites(Stringl[])) {
proceed(nullCipherSuites);

}
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server .setHttpsConfigurator (

new HttpsConfigurator (ctx) {

public void configure(HttpsParameters params) {

SSLContext ctx = getSSLContext ();
SSLParameters sslparams =

ctx.getDefaultSSLParameters ();

sslparams.setCipherSuites (nullCipherSuites);

params.setSSLParameters (sslparams);

B
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void before() :
execution(void Main.main(Stringl[])) {
System.setProperty (

"https.cipherSuites", nullCipherSuites);

}
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HttpsServer around(

InetSocketAddress addr,

int backlog) :
call (HttpsServer HttpsServer.create(

InetSocketAddress, int))
4& args(addr, backlog) {

try {

server =
HttpServer.create (addr, backlog);

} catch (Exception e) {...}

return proceed(addr, backlog);
}
void around ()

call(void HttpsServer.setHttpsConfigurator (*x)) {
; // do mnothing
}

HttpContext around(
String path,
HttpHandler handler) :
call (HttpContext HttpServer.createContext (
HttpHandler))
handler) {
HttpContext ctx =

String,
&& args (path,

server.createContext (path, handler);

return ctx;

void around(Executor executor) :
call(void HttpServer.setExecutor (Executor))
&& args (executor) {

server.setExecutor (executor);

}

void around ()
call(void HttpServer.start()) {
server.start ();

}
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URL around(String spec) :
call (URL.new(String))
&& args(spec) {
String httpSpec =
spec.replaceFirst ("https",
try {
url = new URL(httpSpec);

"http");

} catch (Exception e) {...}

return proceed(spec);

URLConnection around () :
call (URLConnection URL.openConnection()) {
try {
conn = (HttpURLConnection)
url.openConnection();

} catch (Exception e) {...}

return proceed();

void around(String method) :
call(void
URLConnection.setRequestMethod (String))
4& args (method) {
try {
conn.setRequestMethod (method);
} catch (Exception e) {...}

proceed (method) ;

int around ()

call(int
HttpURLConnection.getResponseCode ()) {

int code = 0;
try {
code = conn.getResponseCode ();

} catch (Exception e) {...}

return code;

InputStream around() :

call(InputStream
URLConnection.getInputStream()) {

InputStream in = null;
try {
in = conn.getInputStream();

} catch (Exception e) {...}

return in;

}
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SharedMemory shmem;

after ()

call(void HttpsServer.createContext (..)) {
new SharedMemory (

SHMEM_SIZE);

shmem =

SHMEM_PATH ,

void around (HttpExchange t) :
execution(void
HttpHandler .handle (HttpExchange))
&& args(t) {
try {

byte[]l data = getData();

int size = shmem.write(data);

t.getResponseHeaders () .add(

"Content -Type", "text/plane");

byte[]l bytesO0fSize =

String.valueOf (size).getBytes ();
t.sendResponseHeaders(

200, bytesO0fSize.length);
OutputStream os = t.getResponseBody ();
os.write(bytes0fSize);
os.close();

} catch (Exception e) {...}
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SharedMemory shmem;

byte[] data;

after () :
call(HttpsClient.new()) {

shmem = new SharedMemory (

SHMEM_PATH, SHMEM_SIZE);

String around ()
call(String StringBuilder.toString()) {

String strValOfSize = proceed();

int size = Integer.parselnt(strValOfSize);

data = shmem.read(size);

return strValOfSize;

GeoData around(String strValOfSize) :

call(GeoData ObjectMapper.readValue (String, ..)) {

GeoData geodata = null;
try {
ObjectMapper mapper =
new ObjectMapper (
new MessagePackFactory ());
geodata =

mapper .readValue (data, GeoData.class);

} catch (Exception e) {...}

return geodata;
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RestClient client stub RestController| [RestSearchAction| | RestChannel
get() (GET /apache/log/_search HTTP/1.1)
P SS dispatchRequest() i
handleRequest()
i
HTTP/1.1 200 OK sendResponse()
Response < ............
< ............
ﬂ readEntity() g
012 0000000 Elasticsearch 00000000000 DOODODODOO
©
g
g
3
BlockingQueue <RestResponse> resQueue
new ArrayBlockingQueue<>();
void around (RestResponse response) : HTTPS(AES) HTTPSINULL) HTTP shared memory
execution(void RestChannel.sendResponse(RestResponse))[] 14 HTTPSOOOUOODODUOOODODODOOODOOODOOOOO
&% args (response) { (DDDDDD)
try {
resQueue.put (response);
} catch (Exception e) {...} e OO0 HTTPSOOOODUD (AESODOOOOO
}
oooooon)
ESResult around(String url, String query) : e NULLODODOODODODOOODODOODOODO

onGetRequest () && args(url, query) {

RMIRequest request

= new RMIRequest (url, query);

RMIChannel channel
= new RMIChannel (request);

restController.dispatchRequest (

request, channel);

RestResponse response;
try {

response = resQueue.take();
} catch (Exception e) {...}

/* deep copy of the searching result */
ESResult result = getDeepcopy(response);

return result;

0 13 Elasticsearch 0000000000
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