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Safe Trans Loader: Mitigation and Prevention of Memory Corruption
on Linux
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Abstract: Memory corruption vulnerabilities continue to be serious threats and reported even now. Until
today, many countermeasures in compiler, linker, OS, and library have been proposed and implemented.
However, countermeasures in compilers and linkers require source code, and are expected to be mainly ap-
plied in the development phase. Also, library countermeasures may not be applicable depending on its
dependency version. Moreover, our previous research showed that there were a certain number of binaries
without compiler security options in major Linux distributions. We found newly that a certain number
of ”library functions causing memory corruption” such as strcpy function is still being used in the bina-
ries. In this paper, we propose comprehensive countermeasure against memory corruption attacks by using
application-level program loader which can apply to distributed binaries. Our proposed method mitigates
representative memory corruption attacks by replacing ”library functions causing memory corruption” with
safer alternative functions.
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XE)IOv720 Memory%=Z LT,
| A ZIELR BRREZT.
shadow T M= 5 Ry 510y
Memory 44 X1E4R \
N
AAAA
AEYTAvY2
E—7 4k X
AEYTAvI1

6 Shadow Memory % V7= B R

4.5.3 Use After Free HEADXE

Use After Free 5L, MMEHZDAEY 70 Y 7 HH
FMASHEZMEBE2EMRTAT—ANLNVE VS TN
fk [43] Thro>TWB. £I T, Safe Trans B — X TldfR
S RNA T THAINT WS free B E, AT fiEK
QLB % JBIE X H 5 free BIE (PAFE, Hfree BIZIE VD) 12
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7 12 Hfree BA#LD 7 0 —F ¥ — F % /R7. Hfree BIEK
PIEHEINS &, 1ZUHIZ, BITHEELEZRS V& %
Safe Trans T —X ECEHINTWVWEF 2 —IZRFT 5.

— IR FEDAEY Ty JE4RTRA v X2
F5. ZOLE, REBEOF 1 —IZEELVHIGEIE, A
Y 70y 7 OBILEIZITDRND, EEDNRL o7
LEIE, —BFHVEDEEKT 5.

AT FEHRAIE A BIEX S5 Z & T, RNERDATY
Jay 2 EBEMAINDEZ MRV DT, Use After Free
WA TEZ 5.

[ HfreeBAIDIFUHL }

Fai—IZREFELTLS
RAVEDHT, —FHL
A B%frec B THEIK

5lcERONzRIU 2%
Fa—IR%E

[ HfreeBEELDIE T }

7 Hfree O 70 —F v —

5. &
AREITlE, Safe Trans @ — X Ol %17 >

5.1 FHERE

FE M OBR BE & L T, Imtel(R) Xeon(R) CPU
E5620@2.40GHz 2 H \» T, Ubuntul4.04 LTS 32bit
ERHWZ. £72, 3281 F1d geed.8.4 HfEHL 72

5.2 XEREREADOEMM
5.2.1 SBoF MEADOEMMHE
Safe Trans B — &2 & % SBoF WEX DA &M DOREZR
b, AEH4AFEEONA F Y EHCTREAROAHED
Eﬂﬂﬁ%’:ﬁfﬂ‘:.
£9, CWE-121 D=V 2] TAEhTWwWaE 3> T
I— N (Examplel & O Example2) % st fER L 72 2 ff
*EO)/\“/H‘ UaMHELUE.
, RYAT LANDERMMER -0, CVE-2013-
4256[44] <‘: U CTHastE 2 & T T\ 5 Network Audio
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System1.9.3, CVE-2017-14492[21] & U CHagsEAs s X
NTW3 dnsmasq2.70 % AR L 7=.

Examplel 3 & U Example2 & strepy BIEUIZ LN 3 5 fifi
M TH 5. CVE-2013-4256 | streat BBUZ NS 2 i
gt TdH B, CVE-2017-14492 1, memcpy AR ILIN T
LifigtETH 5.

IS A FEFEDNA F ) % Safe Trans 0 — X _ETHLT

HEIAABFDONY 77 DEFREZ@EATY X—=7 Kb
A% FEETEHA ZXDAN 25 Z-5E61Z, TOESH
ARSI EMNTEIDEMIELZ. ZORER, Thih
DA F V) DFEFIZENT, Safe Trans H— X Z) X —>
TRVADESHAZHCZ L 2R L.

5.2.2 HBoF XEADEME

Safe Trans 0 — & 1Z & % HBoF KBTI D AR DRER
78, Bt AFEONA F Y 2 HOTREAROHFHMED
Tl & 17> 7=.

£9, CWE-122 D=V 3] TARINTWEH v T
a— F (Examplel & & " Example2) & jCIZfEf L 72 2 f&
BD N1 ) (Examplel B & U Example2) & FHE L 7z.

X 5IT, RYATLNOERMEMER -, CVE-2009-
2057(29] & U CHEgsME A 2 & T\ % dnsmasg-2.49,
CVE-2017-14492[21] & L CHasw LR BE I LT W S
dnsmasq-2.70 Z HE L 7=.

Examplel 8 & U Example2 & strepy IZ#2 KT 2 gt
TH 5. CVE-2009-2957 1%, strncat BIEUZ AN T 2 M55
YT B, CVE-2017-14492 1, sprintf BEUZ AN T 2 e
sETHB.

IS 4 FEFEDNA F U % Safe Trans 0 — X _ETHLT

HERAEDONY 7 7 DERZER D AN %25 A7
BAHEIC, TOHESWMA LI LN TE L0 EMEEL 2.
ZDFRER, ZTNEFNDNA F Y DFEITIZHE T Safe Trans
O— I Ny 7 7 DERAANDOEE IR [ T & %R
L7,

5.2.3 Use After Free HE~DEMME

Safe Trans @ — &2 & % Use After Free I RO AR
MEDOMEERT=D, AFDNA V) 2 FHNTREASAOERM:
DAl % 47 > 7=.

CWE-416 DX —Y 4] TRI TV Y v T a—
R % FEIZ/ER U 72281 7V Examplel % T Use After
Free WEEANDHRMEDFHT % 17 > 72. Examplel Tl mal-
loc BEEUZ X D A ) Juy 7 WERESH, TOAEY T
0y 27 ) free BIBUIZ & D EIRE 72 E#£IZ, B malloc
BT AEY Juy DRI D Z & T Use After Free
WENF SR I NS,

Examplel /N F 1 % Safe Trans 0 — X ETEfTL,
Use After Free REZRATH I DR TE 202 MKILL
7. TOME, BRI nzAE) Jay 7 0FMNHEIMTD
Nigd o7z, BT, strnepy BIEBUIZBWT, & 15[ HDOR
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AVREAEY) TO Y JRBIRICENCER S N2 AEY
Tay ZOEET RVAR =B Uo7, BLEizkD,
Use After Free REZFFS I & BN TE /-,

5.3 EITEOA—/—~w R

Safe Trans B — X DHMAH, 707 T LADOEFEEMIZ
O EE RITT RTINS 72012, SPEC CPU2006
NYFX =T PRS2 1L HD N1 FVIZDONT, £ 1
+ 1 % Safe Trans 0 — X _ETHEFT U5 E &, Safe Trans
0 —X%EHAWTICFIT U EA OFITR 2 JE L 72, #ll
ERERD IS 7 %K 81287 . Safe Trans H— X DA —
W=~y R, SEIL T 0.64%TH D, FEFITNZ V. Z
NSEITNA F VT, h264ref TIX, strncpy BA%L, strncat
BE%, memcpy BA%XK, snprintf B CTEBRLFELTH D,
fRE LT ® O X 0 ZITREIHA e EX 5N 5.
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8 SPEC CPU2006 D FEfT5EE

6. ER

6.1 YINITTZAT7HAIILDBEENLDER

— I, R OBH X1 2 it onwT, V7 b
IO () 7 X EHT—ZXD 2 D08
HTERBIENTE S,

FIFE 7 £ — X B W THEAT 25 LTk, a—
T4 VIR, BERTA T T BMHT 5 FIE [45) ®
YV — A3 — Ny — V&2 AWTHSEE2EY ZE 20wk
SITTBFIL[46) Bb B M, L Ffihsn. £, 3
VORIV - B V7 R RN 2 2 FkAMRER
AR THBH, V—ATI—RK2RELT S, 51T,
VI N7 ORFBEVPMOOERZIES 7205 L Vo
T, BATBENAFVICHFEZEDIAATU £ 5 alfeik
REaeixvwnEng, A7 z—XT, HEHESKRX
NE7r—Abilimwv, £/, 2BTRLEZEDIIZ, O
VRA FITEF B REM A X N T WA WETNA F
)X, JEHAINZEZTNA T ) B IRARE U TR ENE
ET2Z2e0BH5. Lizd->T, BEFET7 z—XTONKIZ
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i, BRARDZ L VWZS.

—F, #H7 - X CHEHAT KL, BFT7 X
CEAIZYVEELT, kX2 ToxfEEEATESZ L
PERRDAY Y MDH B, —EIZiE, V7 by TT7 ok
IR £ 72 I TFH Y > 7 R SRRl & @ 3 5 Fi% [32) A
H3. BH7 x—XIHEBT 55K ORI, WEAEE
MNY 7 L7 ORHERHHAETHZZEDHY, BT
FIFEUEY 7 MU T T OREE R VAR D B Z
e, V=—AI—-RZ2HB5NRVEERHB. LrL, &
7 = —XCH#AT 55 EBMOR AIL, MasgtEs e oA
FNRETHAI N, B LULIE, ANz, M
MERFRINAZY T M7 IR LT, FAERTHYERE
WHTESZTH5D. BT, Safe Trans B— &1L, A
D7 TVr—=varyy 7 b7 ZeiciEREATE S
T, OSOYIVEZX T T IV ORMIRED, VAT A
ERIZBIETHENRDLWEE XS, 61T, YATLY
A= I T L TWERETy FREIEI NN —Z
X, Ny FEHEHAT B LEENRKET B —RIIBWTIE,
Safe Trans 0 — XN Z DFRIED—D LD 5 5,

6.2 X E)WIRKEANDEBEDOX R & DL

L3 D X DI ATV IEBEEA O W HE R 726 R H T 1A
e\, — T, Safe Trans @ — X X A €V BIEK A DK
R 1%ARMDF — /=~y FTHRIZLTWS. 4D
WEADIEFM T, Safe Trans B — X & O $ & &
AEYMEEZTIRFONEEME DS, LrL, ThoH
WEBRIZHEAR E Nz N A F VI U TE A T E R WEY,
F—=N—=~y NOMENHB. 552 (FHli) TRLUED,
Safe Trans U — &%, MEIHMEIRESINTNVWEENTFY
B BRRA IR AT ) HIER 2SI LN TES. &o
T, HAx DOXEEMIL, EHANP ODOEM RS EEME F
5.
7. ERRE

Safe Trans B — X%, EH7 = —XIZBWTH 2
FEPEDON o RIS FVICH LT, TOREEE
sy Foftz B 5. BfE, RERFIEER
Automatic Fortification 2 E A5 & 3 2 BMO—EHic L
PRIGLTEST, L0EOHBEESOIZH, B
NHEBOILKRD KD NS, £/, SBoF WEADHHE
X, 7V =LK1 X EHWEZAX Y 2 Unwinding % Fl
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WA 7Y a v (-fomit-frame-pointer) TI Y /31 )L X
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R 3 AT WIEEBIEA DR

PO R IR LE Fic 45 55 A D ETHRD
SR SBoF | HBoF | Use After Free | E{7NA FYUAND@H | A—N—~w N
Safe Trans A—% v v v v 0.64%
Stack Smashing Protector v 1%
Libsafe v v 0%
Stack Armor v 16%
Address Sanitizer v v v 73%
Bounds Checking v v 49%
CETS v 48%
DANGNULL v 80%
FreeSentry v 42%
Cling v v -4%
DieHarder v v 20%
Taint Tracking v v 140%

8. F&&

AFSLTE, ATV PIRLEZFEN T 5 Safe Trans 10—
XEREL, RELF%ZIT 7. Safe Trans B — X%,
AEVIEEZBELS 14 77 VEKE, &b REBEK
IEMT 22 8T, ZholEigitE AT 2 WA ENT
L5 EMNTES. KD Safe Trans B — X1, AE VR
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WT
= A1 EENROBEK

No B Te a1 RS 2 i gtk
1 char *strcpy(char *dest, const char *src) SBoF, HBoF
2 char *strncpy(char *dest, const char *src, size_t n) SBoF, HBoF
3 char *stpcpy(char *dest, const char *src) SBoF, HBoF
4 *strcat(char *dest, const char *src) SBoF, HBoF
5 char *strncat(char *dest, const char *src, size_t n) SBoF, HBoF
6 void *memcpy (void *dest, const void *src, size_t n) SBoF, HBoF
7 char *gets(char *s) SBoF, HBoF
8 char *getwd(char *buf) SBoF, HBoF
9 char *realpath(const char *path, char *resolved_path) SBoF, HBoF
10 int sprintf(char *s, const char *format, ...) SBoF, HBoF
11 int snprintf(char *s, size_t size, const char *format, ...) SBoF, HBoF
12 int vsprintf(char *s, const char *format, va_list ap) SBoF, HBoF
13 | int vsnprintf(char *s, size_t size, const char *format, va_list ap) SBoF, HBoF
14 int scanf(const char *format, ...) SBoF, HBoF
15 int fscanf(FILE *stream, const char +format, ...) SBoF

16 int sscanf(const char *str, const char *format, ...) SBoF

17 int vscanf(const char *format va_list ap) SBoF

18 int vsscanf(const char *str, const char *format, va_list ap) SBoF

19 int viscanf(FILE *stream, const char *format, va_list ap) SBoF

20 ssize_t read(int fd, void *buf, size_t count) SBoF

21 char *fgets(char *s, int len, FILE *stream) SBoF

22 void free (void *ptr) HBoF, Use After Free, Double Free
23 void *malloc(size_t size) HBoF

24 void *calloc(size_t n, size_t size) HBoF

25 void *realloc(void *ptr, size_t size) HBoF
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