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Access Control Method based on Physical Contact for IoT Devices
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Abstract: 1oT (Internet of Things) devices such as sensor devices with communication capabilities are used for various
purposes. Generally, data for access control such as passwords or control device IDs must be input to IoT devices because IoT
devices are controlled by control devices such as smartphones, tablets or laptops via sensor networks, local area networks or the
Internet. In this paper, we propose a new access control method based on physical contacts for IoT devices. The proposed access
control method does not need any input data for access control. Instead of the access control data such as password, the proposed
method uses short-range communication such as QR codes or electric tags. By using the short-range communication, IoT devices
recognize control devices that are near the IoT devices physically, and the proposed access control method permits only the near
control devices to access the IoT devices. In this paper, we describe the details of the proposed access control method and discuss
its safety. In addition, we show a prototype implementation of the proposed method which uses QR codes for recognizing
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physical contacts and wireless local area networks for communication.
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