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Improving Internet Server Security by Filtering on TCP Streams

KENJI KONO,t TAKAHIRO SHINAGAWA't and MD. RAHAT KABIR!

To hijack Internet servers, the cracker sends malicious messages that attempt to execute
attacking code by exploiting the servers’ vulnerabilities. These malicious messages are often
illegal; they do not conform to the application-layer protocol or to the administrative con-
ventions. This paper proposes TCP Stream Filtering, a novel approach to defending against
illegal messages that attempt to execute attacking code. In TCP Stream Filtering, the ad-
ministrator defines the “correct” behavior of each application-layer protocol and the illegal
messages, not conforming to the correct behavior, are detected by monitoring, parsing, and
interpreting data streams running through the network connection. To deceive TCP Stream
Filtering, the cracker must construct an attacking message that does conform to the correct
behavior. Experimental results suggest that the overhead incurred by using TCP Stream
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Filtering is small enough.
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Fig.1 System architecture of TCP Stream Filtering.
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Fig.2 Protocol automaton for the echo protocol.
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Fig.3 An example definition of the echo protocol.
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/*
* TCP/IP Stream Filtering Rule for POP3
*/

protocol pop3;

regexpr ++ =’
regexpr CRLF =

> .
>

{r\n’;

PAIT AW

9:
10: regexpr argument = ([€0x21’-‘0x7e’]+) [<= 40];
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: regexpr message = (° ’ argument)x*;

: regexpr username = argument;
: regexpr passwd = argument;
: regexpr num = ([’0°-’9°]+) [<= 40];

: regexpr ok = (’+0K’ message CRLF) [<= 512];
: regexpr err = (’-ERR’ message CRLF) [<= 512];

state authorization {
:> ok;

<: "USER" ++ username CRLF -> user_auth;
| "QUIT" CRLF -> terminate;

: )

state user_auth {
<: "PASS" ++ passwd CRLF -> auth_reply;
| "QUIT" CRLF -> terminate;

H

state auth_reply {
:> ok -> transaction;
| err -> termiate;

)

state transaction {
<: "STAT" CRLF ->
{ :> ’+0K’ ++ num ++ num CRLF; }

"LIST" CRLF ->
{ :> ok -> scan_listing; }

"LIST" ++ num CRLF ->
{ :> ’+0K’ ++ num ++ num CRLF;
| err; }

"RETR" ++ num CRLF ->
{ :> ok -> mail;
| err; }

"DELE" ++ num CRLF ->
{ :> o0k | err; }

| ("NOOP" | "RSET") CRLF ->
{ :> ok; }

| "QUIT" CRLF -> update;

: } -> transaction;

stat scan_listing {
:> num ++ num CRLF -> scan_listing;
| >.” CRLF -> transaction;

)

state mail {
> C\n’+ ([" ’\n’] |
[~ °\r’]1’\n’)* CRLF) [<= 512]
-> mail;
| ».” CRLF -> transaction;

: o}

state update {
:> ok | err -> terminate;

:}

(00160 7 0 23000)
(00160110 2 000)
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