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Report on IFIPTM 2017
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Abstract: IFIP WG 11.11 International Conference on Trust Management (IFIPTM) aims to share research solutions to
problems of Trust and Trust management, including related Security and Privacy issues, and to identify new issues and directions
for future research and development work. 11th IFIP WG 11.11 International Conference on Trust Management was held on
the Lindholmen campus of Chalmers | University of Gothenburg, Sweden between June 12th to June 16th. This article reports
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the talks and topics in the conference.
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2. Graduate Symposium

HI 2 BB S 4172 Graduate Symposium (%, EIZK
ERpAEERABLE LY VR T LT, Fa—RITN, A
VETITT AT A T B REN TN T,

Fa2—hUTATIE, FEAEINIANL, FTFANT
TV r—vart L ToeXa )T 4T T4 NV —, &
SIS RIOARSHOFNT —~THLHDLHEBESR Y MU
—J7WZBITD T A MIOWTHERIMTbNT.

AVETIT4ET 41X, BHEHICETS Ny bF—
LEZOELTHRDT, 2 BRI TT 4 Ay va s
1TV, BICHEET-Z. S, 7oy s Fz—r
BHENE®MOT—2 1y MEFEL WD 250 My 7 &>
TN ARG CIEFEMTIBRE T . A ¥ 77T 0 ©T 1 T,
F—bNOAI 2=l —a VK AMEEEETEDD 2
EHHREBNOOEDTHY, IFIPTM 6 LWEE & F %
5.

ST —<fR L, TRV FEICI2BHOT —<
WM, —EHORKRCTRENOH-BEAEZEE X THEA
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DT H Ly TN RTIHFFICHEBEWEGRLA Th - 7o
21 Fa—rY7IL
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URTY LABMEITFEED 10 41T E LB -
i, IFIPTM OF —7 LA Y —7c b a2 Pulbizhnie v
e AN AT STz

Fa—hITATHE, FTAREVI ZHRMRBERE
a2 AN E2 2 LIZk o T, BN oL@ERH
EWRDDHZEITHEIILTND L DI U7, fil 21X Marsh
1%, FI A MTEBS L WITBET &S LTAIE, i
B, G, Ze4(Safety), GERME, B, EX2UT 0, Y
ATIWZDOWVWT T A N OHBROERLH L LT, b
FANEWRD VAT HDEILT AMPEE S TRBY, b
FTARNEET LT BITIEZEDOANMEBRT 22 & Z 2R
HETHOHZEERVIR LB, F72 Dwyer i£, TN FE
TOWLR N7 A MIET2E®REIHAL, 23a2a=7—
varbLTORTARNEHETFAL OGRS, T
A ND 3 OO T HHE/1 (competence), EHFEST T
(motivation), — &M (continuity) (Z2WTH TEIZH U
oo WTRL b Tho THETIERLS, Fa—hMITALE
REESITHREDDODF 2a— I TALTHY, KW
HEZ7r o 72,

FIRARSRIA LB LW FER R GEE T ORI
BWTC, LHTEREBRLAGR T A MEWS AGEDOH
i3, Hlmtex =) 7 IR TRRA RN 63MT 2
MEHEDOMTIEEAET LTV T-OFFFET NE A
THY, FLA L N=0H RIS IMLTZ 9 L& %
fe CTEIW IR DTESH 9 L) Z & iR Ek L.
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1 AEHOHEMEHEAE ThH D N4 Darmstadt LEKFED
Max Miihlhduser 3% (2 L AuiE, [FEMEO L~V - EH W E
P HRIEATRE b7 A MX, FRHIY AT AOMENT 7
B—F R EZ Lo THEPELTEY, EXF2 VT 1D
HO KT A E LTI —EADEFEEZFHETE 2080
bHEEBNE ZO—HlE LT, 7T FF—EAD
{EHEVE % FFMMi3 2 Cloud Security Alliance |2 L2 Security,
Trust & Assurance Registry (STAR) <>, /L— MiRFERO(EHH
HExHAHBRICLE 2T —v 3 Vil flit b CA-TMS
(Certification Authority Trust Management System) 723#A/ &
A7z, CA-TMS (I Miihlhduser 2% DOAFFEZE THLY #A TU
LMRT —~DUEDTHY, FELA—T YV —2TH
fEnTnsd. —FORTAIDEDOEX2YT 1 &L L
TTIAN— RN E T oz, L Laens, 7
FANY—L FTANMIMFNLLZWELHD, EX2U T
4 ENTARNBELBIYLLRWEERH D EHIBRTED,
FlEEHBMNLETHD LK.
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Wi B L3R HL M (Extended Vehicle)D7=H D s A k & &
Fa VT I DOWTCHER Lz, JEBRE NS IZAZ R 72 5 o 1l
RN HBE SN D720 T, BHRSFOFTERL N
Bex i o b DI ANE D> TS ATREMR H 5. 3R
AIHE N T A M, IR ATRE AT & L CTHIFF L T
5. oL, JEREEO T A MetEXa )T 0 2EBRT
DITIX B o= DN D 5. R 72 I 25 o 1l (K55
B &G EEESCFOREN RO U T ¢, #ARE
BURAREER, IDICHEBERICENTIET 4 —7—L
ST OFI SRR OB O HEBE, HlFER TR X, X
2 VT 4 DRSF R EDEBLT 20, REBFT LN
3K H o KGR IE, IFIPTM %> & HP Labs @ Siani Pearson
it~ 2017 4 William Winsborough Fo/&E % E (IFIP
WG 11.11 2342579 % annual award)% it&x L COEE CTH
otz AL, IT ORMARREICMES 7T 4 30—k
F2UT 0DV R PREEBHHT, BN ET(Liability) L Y
VA E LTOT AT Z YT ¢ AT % 2 &R
BICRETESRACBWCHLARATH D, HiCiEEME
ZE ESELWMARMBILE RV EDL LD [HRWNT v
ZEUT 4] DEETHD, L. THy 20T
SII R TR NEEDDZENTEDIN, REFHTHLHY
FHETHR. BT, BESEN, MBI & O HH
SO NI BEDOT AU U E YT 4 BYLEL, EO
FEBRE LCor FOAER - EEL B O [T v ¥
YT 4] BDRETHDL RN, ZOEKEFIELTTTA
Ny—b BU — 7 — X RS OBREZ R S GWicli L
AGAY R W

4. XLH

AT, EEOICE o THIEN ST RBE LK Y &
3B LETOMHT 5. Hx o[ 2SRk
AN
4.1 Novel Sources of Trust and Trust Information

Ky varhbld, ¥a— b= S—7Z R EIRGEO
72 & LT Davide Ceolin & M “Social Network Analysis for
Trust Prediction” i3+ 2%. A FA4 v —bRLEATF
A Y= ZADOBEBRPREREIIRDITON, AT A —
ERZBT Ly Fa—YOFEERITES EFEECA
5. Ceolin HlE, Y=y ¥ v=7IZB 52— 77
TANDNLHE L=V OEHEMET L7V —L2 Y —2 &4
BT D, ZOT7VL—LU—71%, 3202 —WREE(A D
i EER T B T 7 A TN TR &5 DD xRy
N7 =7 bt E AN —FOEEEFET 5. 22T
X KONNEKTid"2MEft3 57 —# & M(2012 4 9 A~
2015 4 8 AETOHK 37 THED v 7)& HWTEHE L 72
KONNEKTId &1, & % il & 2O W AT s & 2l
EROT, BERICZ->THEEZZI D L2HRATDL,

b https://www.konnektid.com/
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D@L~y F U T RABMOHEIE ST v M T — A
Tho. Fa2—F0 ) FEWNT 77T 47 ), 2) fll
2—H L OIFDIFE, 3) FITEBEE, 4) KBLEZY 2
T A M, 5) KR Lo RGOV T, 5 20
Xy NI =7 LR RO CEREEEZHEE Lz, #EEI
ST LT Y XL LT Support Vector Machine 38 &8
Naive Bayes)& F\>, 43~99%DHEERE NS bNT=. 5%
T EMEIEFTET 5 & & BICEEDm ELoFH 7 L=
JRALMZONTHRFL TN FELDOZLTHD.
4.2 Trust Metrics

Rty varD7 ===k, EEED O“Trust
Trust Me (The Additivity)” i 9" 5. AFEETIE, Hé &
DT ZHOTERNZR M7 X ba2EMEL, FT X AR
IEMEZFFO L W HRGEIZS &SV T h 7 X M OB KHE
REOHEOZYEEEZRH Uz, P77 A EIMEW L e
L TCHEMBEDRIEBZ RNV BEEEFTS.
F7o, FEBAROERE T L LTSI KY & BIRE o & &
£L, IhofEMEEEZANT, A MEOT 2 b
avEZEoFRAMEERLEZ. T A NOERITIE, R
FlZ -3 < Subjective Logic 2351 HAL TV 5D 23, I B
720 CRERE U7 AT R BLRTE .
4.3 Information Sharing and Personal Data

AtwiarDTIN2—r—Th5,Shuo Chen HD “A
Flexible Privacy-preserving Framework for Singular Value
Decomposition under Internet of Things Environment” % 5
T2, IoT BETCIHET — X0 ORER 7+ 72 Ea—
T4 TR THE I NS & TSNS, Chen b, #F
RENMEISHT 22 8T, FEHTERVWT x7arta
—T A TICBVNTERERRT TA N — L EIT 5T
— ST L= AT = BB L. ZDOT7L—AT—7
1, FRMES AL 2 SOBAE N N REEIC S E
L, 2 DDF AT ZRIRDT A RTHET 2. BETD
AT arta—7 470, T—XEAIN(ELITHIE)
9% Environmental Device (ED)® |2, ED & E#H:EIE LT
7 — & % W49 % First Layer Fog Device (FD) &, FD 2> 57
— X &2 o TR MEA %2175 3 D Second
Layer Fog Device & @ 812 L - THEK éﬂé FD BL O
SD % honest-but-curious T& 575, FHAIZHEFEIZ LRV D
@kﬁﬁ#é:&?ﬁ®%;@SD_;é§~%ﬁ&%%
J— FHOBEIZETHD & %EEE@% L7z, MEREIHTIC
L0, WEZhREER L X UWEE)IC WYL DI3T —
&&mf%é_&#méht.K7V~AU~7@m%%
D—Fl & LT, SRR (H B AT B D 8RR )5 O FFf
EANSLDD, ua—hiaFy hU—7 NTOEE DT
FTANY —%ARFET D &9 RIREIEFH S AT LT 5
ni.
4.4 Reputation Systems

“Reputation-Enhanced Recommender Systems” (X K A >/
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Regensburg K20 Christian Richthammer 5|2 & %5 3%# T,
4|8 Best Paper Award 5% E LT\ 5. H#if5 L AT ADHF
FEITIE, FRHIS AT AEAGDE TS DB S %
<, FEDIX, ZOMEZMAEDOETOVDBFENTICO
WTH—_A ZIToTWND. B, I CHETDHHE S
AT N, WRBEAREDT AT LEHETHEHETHY,
FARICRERIC AT A E1E, HDH2—TFDRDFENIIX LT
Bl Z1ZR O 2 — YRR ZE DT DO L O ERT. ARE
TIEWH OMAEDOES, WHE, 7 L) XA
b2 EFEFIERE 6 DO L - T, 26 FOWF5E
COWTHEETY, TNEEE A THBROMmE OMAE
DEFIZOWTOBERETo7-. FHlHE, Z<HEMZRD
OEFRFIIONTNUEBEFOY — A FEZFIH L TTEIC
MRk -2 TR, ZoRbiHicncbo L Bbhs.
4.5 Applications of Trust
At vardT7n_—s3—% LT Giuseppe Primiero 51
& % “Managing software uninstall with negative trust”{Z-2>\>
TS 2. FHEOITAOFBHIZOVWTEBHEAEG T 5K
fE(trust denial) & (S HE D 72V IR AE (trust removal) % X5l L T
BY, HiE % distrust, $%3E % mistrust &FELY, ZhH &
W92 AAREFEOFHELAR & LT (un) Secure ND % Z 11
FTICRELTVD. AFEIE, T (un)Secure ND %
V7 R = THREROBESEMEICEAT 0 IRETH S.
BIZIEA VA D=V LI RNy r—URB LG, ©
NELEE LWIRFRRER -2V Ry — V% IRE
TOIMENDD. —F, A A= LSy =0
HOGEITIE, TNEDOBEEEMRIT D72DITNL D00
Rolr—V%7 A VA M=V T L bE R, JiE D
A VA M=V LT 2Ry o — U distrust & EFR L, %
BEON DN r—INT A VA R— LV ENTEV A
T AL mistrust EEFERTDH. FELITINLEERLEL,
BIEILEEAER S Cog Z IV THREEZ R TV A RT TH
5.
5. BpYIc
N7 ANET—~DOEDE LTI EBESEITNL
ONHHHDD, IFIPTM 1T 8T A NZED DR A A VT
—< & LTI, oS & 2R 2R E FEE L TV
B R CIFICHREN LD THDH Z L 2 TRk L7z
FRZ N7 X FOWMEP LRI TH L0382, ZHHNHD
RIRITFEmA B LN HTH S, LarL, IFIPTM Tix%
STEIN B FE o LB DL AEIN O T B i & P
NPNHZETBHENVD M T A MIXT 5B SHEE > T
BY, ZOLETEAENOBLEND T A MIOW T U
MIEZED TN D Z ENMSERTE 2. ZniE, EAT
DAGIIZBT HE2 I 2 =27 4 2B L TN ETO
RERTRELERVED.
B LD Goteborg 1, A~ v 7 AV A & T H(PE)RIIC
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PET HWBHETC, AV =—F V8 2D A1 52 LT
Thd. SWGITEREE L ILEM 2 RALRRICH DD, 7
= U —DEMEMMRDH Y, AxIT& > T B F7R538
HRETHD ZENLFERTET., BARFEOBOLA A K
ETELRELE Ta—7ARY ] £ A =—FTHRV | &
HMINTWVEINRN, BT E-72<E LT, BWTHD &
BHOAD = —F v AN0=2) b RiEEEO T v o 2b 17
—B U R=T] LREFELTWVDIERNbN-T2. 5L
7ra—rUUEREATHD L) THhD. AV —TFT v ino
BB E NI ZEbdhoT, RENKEER LN
A x—F UL ERIEEOD T 2 FWNELIER, Rob
ETHERLL, TRETTUA VR EITONDIZE
<AL, bBbAALRE—I P —FLR=v DV X%
L THD.

S XHk

[1] Steghofer, Jan-Philipp, and Babak Esfandiari. “Trust Management
X1,” 11th IFIP WG 11.11 International Conference, IFIPTM 2017,
Gothenburg, Sweden, June 12-16, 2017, Proceedings, [FIP AICT,
Vol.505, 229p (2017).
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# 1 Technical Program®

Graduate Symposium
Tutorial Introducing Computational Trusts, its uses, and Systems (Stephen Marsh)
Computational Trust and its relationships with IT Security (Christian Jensen)
Trust as a Social Construct, its uses in the online world (Natasha Dwyer)
Trust in Application Security: Can’t live with it, can’t live without it (Musard Balliu)
Homomorphic Encryption - an answer to privacy? (Anirban Basu)

Trust in Vehicular Networks (Jan-Philipp Steghofer)

Day 1
Keynote 1 Trust for Security - Security for Trust(Max Miihlh&user)

Session 1 Novel Sources of Trust and Trust Information
The Game of Trust: Using Behavioural Experiment as a Tool to Assess and Collect Trust-Related Data
(Diego de Siqueira Braga, Marco Niemann, Bernd Hellingrath and Fernando B. de Lima Neto)
Social Network Analysis for Trust Prediction (Davide Ceolin and Simone Potenza)
Investigating Security Capabilities in Service Level Agreements as Trust-Enhancing Instruments (Yudhistira

Nugraha and Andrew Martin)

Session 2 Trust Metrics
Trust Trust Me (The Additivity) (Ken Mano, Hideki Sakurada and Yasuyuki Tsukada)
Towards Statistical Trust Computation for Medical Smartphone Networks Based on Behavioral Profiling
(Weizhi Meng and Man Ho Au)
Advanced Flow Models for Computing the Reputation of Internet Domains (Hussien Othman, Ehud Gudes
and Nurit Gal-Oz)

Session 3 Information Sharing and Personal Data
Partial commitment - “Try before you buy” and “Buyer’s remorse” for personal data in Big Data &
Machine learning (Lothar Fritsch)
VIGraph — a framework for verifiable information (Anirban Basu, Mohammad Rahman, Rui Xu, Kazuhide
Fukushima and Shinsaku Kiyomoto)
A Flexible Privacy-preserving Framework for Singular Value Decomposition under Internet of Things

Environment (Shuo Chen, Rongxing Lu and Jie Zhang)

Day 2
Keynote 2 Extended vehicle trust and security (Mathias Widman)

Panel Discussion Trust on the road: vehicular networks beyond security
(Max Miihlhduser, Siani Pearson, Christian Sandberg, Mathias Widman, Tomas Olovsson, Moderator:

Jan-Philipp Steghofer)

Session 4 Reputation Systems
Reputation-Enhanced Recommender Systems (Christian Richthammer, Michael Weber and Giinther
Pernul)
Self-reported verifiable reputation with rater privacy (Remi Bazin, Alexander Schaub, Omar Hasan and Lionel

Brunie)

Day 3
Keynote 3 Strong Accountability and the New IT (Siani Pearson)

Session 5 Applications of Trust
Managing software uninstall with negative trust (Giuseppe Primiero and Jaap Boender)
Towards Trust-aware Collaborative Intrusion Detection: challenges and solutions (Emmanouil
Vasilomanolakis, Sheikh Mahbub Habib, Rabee Sohail Malik, Pavlos Milaszewicz and Max Miihlhduser)
Self-trust, Self-Efficacy and Digital Learning (Natasha Dwyer and Stephen Marsh)
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