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Abstract: As infrastructure systems have introduced general OS and protocol, cyber attacks tend to in-
crease. In response, the security design process is required to be performed. The problem is how precisely
the security design process is perfumed depending on the performers skill. Hence the analysis result is not
always precise. In the field of information system, a technique to solve this problem exists. Furthermore,
security measure drafting not to need security knowledge is enabled because the example of security design
case and the attack case is accumulated. However, in an infrastructure system, the apparatus which is dif-
ferent from the general information system having difficulty in function measures such as introduction and
the setting change of the security feature exists from a limit in the resource. Therefore, that may not neces-
sarily introduce measures assigned by the society infrastructure system because the conventional technique
for information systems assumes the information system that resource is abundant; had a problem. I show
that the effective measures drafting that considered the attribute of the apparatus is possible by preparing
for the table which mapped feasible measures derived from an assumption menace and the attribute of the
apparatus with respect by this technique. Furthermore, we show the usability of this technique by comparing
the measures planning result with the conventional technique in the field of information system.
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Table 1 Characteristics of IT system and ICS system.
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Fig. 1 Schema of security design.
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Fig. 2 Overview of work to organize the information needed to security measure planning.
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Fig. 3 Overview of the template study.
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Table 2 Study results of the factors that affect the measures
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HH R EEES
TEREDFRR] (15 HUBRE/ L) R e -
Ve T Th S5 IR E LT A R

NECTHDHIZDEFE L7
SIS SN BT IR U TR R S e

B ERT | BT

(Where) W | D1 EETD
A SR A AN B i U C R
ﬁ .
PR (Who) BRI D BIET 5

- WRHA S (CATLDTA TS
IS AT SO ST TR AR D Tk
(When)

HEETD
BRDME N THRBRRD 2DBE

KEOBHH (Why)

cm R ORI X 2 BG (CEBIE 1L/E
wmEs | TES) TRPRIC BT RN T E B L
(What) £
o | BEAECSC THERE LR BT
BRITE | g n

=3 BUEEERAERICB Y B R
Table 3 Index of the attack path type.

vl e
TP URA R WL MRS D e
BB IS BRI L D et

K —7 k

x4 ERESEOMHIT 5 IR
Table 4 Index of the machine type.

il M
AR FEHIEO)S alRE 7 Mo
K2R
F AR FiHEODN TE 72 s
TSI AU H—F v NMEOJRIEEFR Y b
Xy hT—7 T — 755 LTV DR
NW KN
Has etk Bluetooth 72 ¥ Ol + »~ F U
Fv hU—7 — 7RG LT Dtk
RENE

O, WEEPBAOETLIY M) KL Vb (W%T) &
=y b (KB OREZET L. WEHR B T
7L — P ERRET LA R, BRES AR L b SR o 1E
B (TR 2R D IR MR R ) R WBITEAN DR A F P
LOXRPELLZE0s, O EA Y 72— A
BTSRRI E SR E AR L. o T, A
VI TVAT LAEERT AR EO VAT LAEAD
=8 w EHALT B 720, [HCBRREEAER ] [z |
EBRAFERR] o7y FL—1 %K 3, K4, K50
EBVEETL. B, BRAHEENEEET212H720
HBEES MR > A 7 24 (CVSS) [14] 12 B} 2 WETTX 5
(Access Vector) % L 7.

(2) Who : B4

BEFE) 2 L oAER, BRBEDPNR Y AT L DIEE

© 2017 Information Processing Society of Japan

K5 RAFEOMHICET 2 5
Table 5 Index of the intrusion method type.
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& (B LRREDEA ], [BRFL | EBFILETI SRS
THREEDW S A DX I LS AMABEREDEA] & 7%
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Fig. 4 Example of normalized thread tree.

D, BENFILETHRIERE>TL S, 22T, B
HEOT 7L — MRFIZH 72D, Microsoft fL2HENE 9
% %W E7 )V STRIDE Fi& [10) #@H T 5 2 L & L7,
STRIDE T:{:® STRIDE & i, (1) Spoofing (% 1) § %
L), (2) Tampering (X EA), (3) Repudiation (f378),
(4) Information Disclosure (5% 2z \*), (5) Denial of
Service (¥ — Y ZX4E7), (6) Elevation of Privilege (4%
WEDFA) T, [STRIDE| 132D 6 DDOFBOE LT %
Lo7ebDTHAH., AMFHIHH L7#EHH 28I L 72
#5#, STRIDE I2/NZ, BBILELBENDORA [RIET
JER] FE T2 R] BEETLILETRBIEAET
TOWBEGEZ LRI TE L0, [RETZ7EA] [72
A ] + STRIDE DMl GBS 2 IEHALT 5. BARBI
ELTT v 7= bERAWEIEBILRIZOBE A XY by
= (PR ANRE) AR 4 1R, ARETIE, ETA(S]
2B S [BEHE (KEICBITABEA XY MIHY)
EMB LIS DEBHANRY YY) — LR E LT 5,
%B, ETA[R] &3, HHEFROI LR, Lirs NS
&“#&%ﬁ?#h%% IZED &) B ERITL, &4
RS IR O =R 2 ANERR SR R OFEEMER 2 2 =112

%ﬁT%%@T&% B, BESH~O ETA O@ I
B2y, [BBFGE] 2 ikl F2ZE LTy ) —EH
LTV ZETHRBRELRNNT 5. SBBITLT, [
ﬁ IEBEGIESREITETCORMEE BRI L 22BIWA XV b
V) —EIEHET 5.
(5) B OHIF St

tF ) T AR E CBEREAHE T X35, Wi
W, BRSO ESNS, [7— 0551 t] Sotkiext
TV —ARDLEET L7720, BAOUHIZFEZEOHIKY
SR ELHET B, Lo T, AHROBEEIIIAHLEA
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Table 9 Index of restriction of machine.

fRI | AR

U | VYRR A EICB T L L

7 —H# Y Y —2ET ORI D Y

% U Y — AECHERE AT EIT BT HHlFIH Y
(B RESH IR DI A3 IR )

TOWGROHIKIFNZZET 2L EN DA, £2T, K9
D EBYEIROHFIRMNZEET L.

3.3 BE - #li-WERKTyELT T —TILDOME

B W Y v € ST =T VOERICH 2D,
FEA OOHHERICH LT 3.2 SiCHR L 22 BB T
YTV — MWy (EBYL) L7 T8 &
[H18)] DA < [X3H] D8y — 0 2 a5 40
BN D. ANy — Y OERIZHZY, Bt A OBBGHT
R (1RO SR FERETERNL, B -
HH -~y r =TV EERT A EE L. F
T, Ny — VEROEME LT, [HE] [HR] B
LCTFv7L—1F (FE3—%9) 2HWTr—% %Rt
(B (R 11) §5. kiC (Bl & D5
THNNY = rit T A0, HEY - A=V T
D1 25TH5D Apriori 7TV T AL (15| Z@EHT 5 &
LTz BN — A = SR, BEOHE IS
E&%ﬁt%é%@%fﬁ?%ﬁ FZHEHDPENL BVt

’%ﬁ?%#%%ﬁbﬁ&%of%&ﬁﬁ b0,
FFIETRTOHA IR REICFEFEICZET L LW
L Apriori 7V T R L %)ﬂ\/‘“(*ﬁﬁ;’ﬁ74 FLINY — K
T 52 & & Lz, BB Ny — v 2 il 5 2
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Table 10 Example of threat analysis.

B AT (Where) o
wm| w ooy T | T | ww B S Ik
: TRV F=T Y M (Who) (Why) (What)
RA VR (When)
s IERE DA 7 — h A — 5 I A
P P N EC N i e e . e e | P T WIS — M RET 2
G2 A _Zm@%&%ﬁ% ] &85 A e O S A
T%
N IHHEINA~— R A —H DN
. i Av—hF |INVUT 4 w - o s - .
w2 | R PRI PR shrE | TEAESE  [EAERRER | T4 4= FVICRIET 7 A
- L, BEEREGIT 5
F 11 EBAL L 2B BB
Table 11 Example of normalized threat analysis.
s
1D B A ERT (Where) e | B O B BT =Y B 2R D HilF S
TR R | R o fE ) BAFE (Who) (When) (Why) (What)
TN s (- |paw e e FET 242 *
o RA B
L RET 7 &®A
2—5y k FErTH bR | BREE SNEE i L@y . 7L
S
UMY o |a—an |mE |wm Wi FET 7% % *
' A b
P2 RIET 7k A
2 —5y k AR R Bl ShEE A [2&= e PN
i R ET I

WX, ZA4n [BRUE] & K] oAz i
LT, HBBENMRWZ EEShs A AI2X 51
FTAIUE (NEY)2BRE P ROMAEEE) 2RI L
T E 5L, Apriori 7V T R LTI/ NEFRE & /NS
FERFRITH XY — 0 X = Y (M X TR, W
FEEY D IRR) RAERT A, &AKEE (minsup) &3
ENT v ay (EBEREY-Y) OO b, Eh
CHOLWVWEDEZDPGENLDE V) EEGEIRT. w/ERE
J% (minconf) &1, £ X Wi T v Fra s
B $ 2 50080 X LI Y oW &7z 7
7y a YEOEEERY. LUFIC Apriori 7V T X LD
7H—%RY.
1. BT A 7 L EEGOHER
KEDOT—FORPOHEET A7 284, 2 VHEET
LEME X 2 ET L. 20L&, TRTOMNT VY
aroHh, BEDOEENENLS SWEENLPLIE
(support) #H 35, ANELTHZRIEEFELD
DEVEMBETHIUTHB T A 7oL AAT. 2B, HE
oFtEREX ) oLsYy.

support(X) > minsup (1)
ST Y7L N ERE LREH, 5% ) BREROMAS
OB X # R T 5. 40, BEFHEEHLTW
52 L, WEFFNIS L THRILEISHES 5 HH O A
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MLTWAZLens, FETL [HEIFE] 2K T 5%

THEROMETZHETA T 2EEGER T EE L.

2. MY — 2 OEE

B S 2 68 X 2R3 L7otk, S0 XS < Imtd

WY OElG BEFERE) 28T 5. A1 LTHE RN

WS (mincof) & 0 b REVEMETHILIHL 85 — >~

ERZT. b, EEOFERIIN 2)nLBD.

support(X UY)
support(X)

Do) R L, @SRRI OSHHERD I IUE
W U7 TBBES] (GBS X) LR UsiEY) @
RTPOEHE - HIF - AR~y Er 7T =TV ERERT %
(£12). DLEXY, BEC- 6% - k< Er 7 =70
1, BEHFOBBAONER BRI T 7L — N TIE
AL L7z [ZEEE & Z i < bR an s,
COT—TNVEZSHL, [BEIFE] OKERZVPERIIY Y
FI LA A 2 LT, HEROHIKE ZRE L ox i
SERISTREE 2 B MRV EHERD—HI %K 13 1TRT.

confidence(X,Y) = > minconf (2)

3.4 REFZEOMNE7O-BELHNER
AFEFEOUR 70— % 5 (7§, WUH 1T, S

PR RO MRS 2 WA 5, BRUFET >
T — bR, BRI ERLLT S, WE 1 OA
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Table 12 Example of threat characteristic - measure DB.

BB
(AT (Wh j i o
No. PR BT (Whe o st | PEEE | wie | a7 20 | s At
T A ﬁgﬁd) BAFE (Who) (When) (Why) (What)
ERAY) T . . R AP K — kD
— wE  |E & ST 7
LI P O L MR\ RET AL B
Ty Ry AR | . B B - . WEERGE L %
o e Wik wimE | W FETZEA |#L ot
L el T VA VC S b Wi |RETsER (K PR b
Has PA#H
. s | . - B ) A vt — Y AR &
4 Sty h o B simE |E e YK A AL B A
. TR | HERZRL | e . A vt — VR &
5 =77y~ e [t L E W WX A U B J Rk
AR | 1 U .
N PR T e e [ R [ YN S VR SN
ki ziv] R 7 .
N P ik PR L Gl Pt we  |wawzn |w PR A
*%%EE WPK%‘
£ 13 xRV ERHEOH
Table 13 Example of measure planning list.
B Om | BEIEEET Y R EORS | o BEAT =Y .
D (Where) (Who) (When) (Why) (What) §
Aw—hA—5 | ShE 3 W RET 7% A 'ng$ﬁh@%%
1 B FET 7% 2 « R R— ko P
AT i Wi -
I — ) ey 7< v — VRGEIC K DU S ARk
28 R 7 =T DLEX i1 <id, S@EOFBBH#T > 7L — 2w
P R ?g 72 127y DEBULIC LY, Rk 2 RO BB R & O
i —{ 108 —] 7 STV TEREDIENTREE R D,
WLEL 2 TUE, B 1 DK TH B BEE (R 1)
™ BIAZ, BRI - WEr vy =T (R 12) %
% ZI L, PO & ZITHA R et L, iR —
g (12 AT 2. 2L 213, £ 1L OB 1O W &
E%ﬂf?% A UALA AT <RPSR TARZE 2R — F ORsH (3£ 12
W, J
F—TI D No.l) | ZHIE LTV ZETHE—E (R 13) & h

(R3-11)

5 7 r 7V — MERBSHRTESETEONE 7 v —
Fig. 5 Process flow of the security design method in infrastruc-

ture systems by template application.

e BN REER 10 12, HHE RN %
R 11IRT. 722218, £ 10 ITRTEB 1 ORI E
ST (Where) I2BH$5 [A~v—MA—% ] 1E, [HERZ
PEAER) - = M URA 2] (SRR kR ] (12
AFE a—=)v| LT L2 ETIEHILT 5 (K 11).
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5.

4. FHm

AETIE, 77 b— MEHREHE T E Ol R
ZRY.

4.1 #fig

B IR T > 7L — MY AT LA OSF IR
HT 5 EDTELD, WREGIHGE Y AT 6T L ICHE
WA REPEEDS R L7200, B - fK - W~y F o

1531



AEA =L
&l M

BRNIEF S

e

Vol.58 No.9 1523-1534 (Sep. 2017)

=16 Bt a ICBT A MRS
Table 16 Output of Machine-a.

B4 T Gl R D *FHE
TR T W | mass | wass | maws oy | RS
KRR | Hea OFERI RIS B
HaRa B2k GIE 2 PN I R B Mo H RIS K 55 70 APTOOFI IS 1
REI LR — D —L K
Ifif 47 2/ NS
EERREZR 7 v 7 T AOHIR
* 14 ZEfF A, B OE B
IEM ~ 7m o
Table 14 Scheme of Project A, B. %% A %% ;{_E %g
o 1 < 2 -
A A B i el l Jek {%° [ Sx
(B - IR0 - P58 (AT) g
~yFITT—=T ) p
MG AT B NES) AT A B AT I %%
D
B 25 NH— 37 NH— 3%
‘ BB B X
RO | : — IYELT
(EBUEAD T NE— 28 /NH— F—T L
(ZEHA)
B IR ” " B 6 &HiilcHIF2AHJIE DB D%
(EHAEAT) #914,000 fA 29,000 fA Fig. 6 Outline of input/output and DB used for evaluation.
xR 15 FEF A, BORMOFHEH LHlO/NS — & WOTATRE S & THlE] 2 AL, BE -6l v 7L —
Table 15 Number of threat and restriction pattern for pro- AW TIERZ FHELT2 (M6 oI 1). <512, IF
JectA, B- UL L 72 AU &, [ LA - BRI A A L,
HH RIE A £t B ZIUSHAT 21§25 (X 6 DMEE 2).
KR FENEEFT (Where) 12 R —r | 18 Sz —
Y% (Who) 2 B - 2 s — 4.2 FH
GBI OME (When) 17— 1 85— KRETFHOWLIHERICET 25HlICH -0, FHLD
% (Why) 9 I 2 KB JRFEF9) Llem L, BT 4. FHiliCH2D, FHEDB
GEED) (P AFAMT—=5EL, VYR EHIRYS 288 A IS L
1 88— 15— T, WY RARAER T2 PMEEL 72, BEA XY b [1F
(OMERE) ) il 2\ IR T BRI R RO — & R 16 [IRT.
BHEHT 2 (What) TR = TRE = %k, 316 (B USRS [9) O MIURERIE, RETFE

77— 7 NVOMGE~NOIEHIERETH S, T2, K
FHEOMIETIE, B - I8 - g~y F o rTF—TD
HRIIER L2 RME A LR LEN Y AT 220 LIS
WP L O FEER LGB OF— 5 2l
b, CO2O00FNOMELYR 14 12, 200X MF0T >~
TL—bXF =2 %K 15 IRT.

RPFEOWME 7 0 —DREIZOWTHHT L. AFHED
MBI T, 520 LOZEME A OGHFERD S B - il
B MR~ey F ST =TV EERT A, FLT, AT
BB NIRRT AT L (RFFMCIREN B 2481) O [#%
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ORI LR T WL S, B HIR - ey
Eo 7T —7NIBITH0 e E &z 7.

PERFAG [9] 13, “EREANE" & “BRASIEE Lk Wi
& BRI 05 “FRAFE EME O 2w fbd
52 ETRIROBIE L EEMISRET S Z EDIHET
HoH. LhL, EHNREY Y — APERLERS AT L
EHIREL CWAD, A1 Y75V AT A+ 5 —
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Table 17 Comparison of proposed method and conventional

method.
# | HE REFIE TERTFik
1 | *RoME@EN M | O O
S
2 | MWEERFO A K (BX=2U7 1 | /b
S AT
PN
3 | RFKEARFO 2 A R 74N CEAREE 72 57
HGdb)

WY, BATIAIBVWEEZOLNS,

—F, RIREFHETIE, HBEHROHHREEEET L L
ZE VD, BHMREERD ) Y — 26 L7205k % B T pe
Thb. EH L3O R TR x5 % IR 5 720
ISR IS 2 ML T L 2 B b OO, EHA RIS
AN AT e AR D AATHEB L TWBE 2 e, *it
AN DLALIA MINSVWEEZLND.

DLEOFHlifE R AR 17 ISRT. ZOMELS, ERTF
FATHARIREF LI A LRz RO O S N D
HEA VT TVAT ANOIFEE - BAICHEDL I A b
WhEWEEZ BN, BNEIEVEEZ OIS,

5. ¥E&EHESEDEE

AIRTIE, BEHROHKNEER LR ELEIT 572
O, BRI T T V-, BECHIR - kv B
TTr—=T7NVERBE L. ME LB T L — T
ANF=5%EHRL, B - H% - kv ¥y rr—7
NEBIBTLZ LT, O T ZE LI ROREZE
FERT L7 7L — MEREGHRVETFE2RELL. R
FHLEOFHITIE, BEEROHIFK % ERE L 723 iAngEE ST
WA EERRERL 7.

72, RFFOBEE LTUTFTrHIToNs.

(1) BEAH T >~ 7L — b DKM

KFPL, BT — & Bl & B L BT v T
L— MEMEEL7:. AFEOFI T, ZHEBIZBWT
DA E R DB - HIFIIE L A I S Tws 2
EERMERR LAY, B WK - Wik v Er ST =T D
BBV R A LALBEN VAT LEHEB 2T A b
T LTHALZ-0, B0 AT L1280V TH
[FRR TG W BB MGEE S 5 L E DD 5 .

(2) TG R D G GG TFE DR

RKEFEOWFIZH720), LF o) 71 HPRIESEIE
E LR RELEY TH B L VI ATHRO T, \EFH 2
H$ 52 ETHRR - HK - dk~y €77 —7 W E AR
L7z, 207280, W SN B3RO R % BN 2 5F
T57012h, VAZEFERICES OGFREE L Vo
w2 IR OZ YU Z G 2 L2 Z 1T LD
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