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A Secure Intrusion Detection Architecture Using
Virtual Distributed Monitoring Environments

KENICHI KOURAI'" and SHIGERU CHIBA'

We propose a virtual distributed monitoring environment called HyperSpector, which
achieves secure intrusion detection in distributed systems. While distributed intrusion de-
tection systems (IDSes) can protect servers within a distributed system, their vulnerabilities
can increase the number of insecure points in the whole system. HyperSpector overcomes this
problem by using virtualization to isolate a distributed IDS from the servers it monitors. The
IDSes and servers are located in virtual machines called an IDS VM and a server VM, re-
spectively, and the IDS VMs among different hosts are connected using a virtual network. To
enable legacy IDSes running in the IDS VM to monitor the server VM, HyperSpector provides
three inter-VM monitoring mechanisms: software port mirroring, inter-VM disk mounting,
and inter-VM process mapping. Consequently, active attacks, which directly attack the ID-
Ses, are prevented. The impact of passive attacks, which wait until data including malicious

code is read by an IDS, is confined.
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Fig.1 Isolated monitoring architecture for NIDSes.
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Fig.2 HyperSpector architecture.
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Fig.3 Network monitoring using the virtual switch with
the software port mirroring feature.
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Fig.4 File system monitoring using the inter-VM disk

mounter.
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Fig.5 Process monitoring using the inter-VM process

mapper.

vMOOOOOOooOOooIbsvMOOOoOooooo
goobooooooobo vMOODOODOO 500
OoooOoOOoODoO00000IbSO0000 ptraced O
gobodd procO00OO0O0O0O0O0O0OO0OOOO
00oO0oO0o0ooooooooOIbsS vM O VMM
ocooooooooooooobocoovMOOOOO
ooo0oooooovMOOO0OO0OO0O0O0O0ODOO0O000
ooooooooooooocovMOOO0OO0OO0OO
ooooooooooooooocoO0o vMO VMM
oooooooooooooo vMOoOoOoDoooOd
oooooooo IbsvMOOOOOoOOoOoOooOoOd
goooboboooooooboobooooooboooobo
Oooooooo IbsOoOoooocoooooood
ooooooOO00OwakeupOODOOO VMO VMM
cooooooobooboovMOOoOoooooooo
ooOo IbSvMOOOOOooIbSvMOOOOO
IDSOO0000000O0O0O00Ooooooo
vMOOOOOoOoooooo IbDSvMOOOO VM
goooooooooobooooooooboooooon
oooooooovMOOOoOooovMOOOO
gooooooooooooooooboooooooo
oooOooooooogibsvMOoOoOooooood
gooooboooobooboobooooooobooobooo
oo00oooIbSvMOOOOOoOOO0O00 vMOO
goboooooooooboooooooood

4. 0O O

000 FreeBSD 490000000 Persona OSO
HyperSpector 0 0 0O O O O HyperSpector 0 O 0O O
goooooOooooIbsSvMOO OO vMO VMM
000000000000 00000000000d
0000000000000000oooooooog

coobOoooooOobOOboOoOooooboboOoOoooo
cooooooooooooooooobbooooo
coooooobooooooooboooooobooboooo
O0oOooOooOoo IDSvVMOOOOOoOOOoOoooo
ocoo0O0o0o0oooooOoO0o0oooooooboo0o0ooo
000000000U00UOU0D0OOoUooOooo 14)
ooooooooo

4.1.1 O0O0OOOOOOOOOOO0O
000000000 IPsecO00O000000O0DODO
OoOooogoIbsvMODOOOO00O IPsecOOO
O0ooO0oOoooIbSvMOO0OO0OO0OO0OO000O000O
OOIPsec00000000000O0O0O0O0O0O0O0O
ocooooooooobbooooooobbooooo
ooibsvMOOOOOOOOOOOOOoOOoOOooOO
ooo00O00000o0bo00ooooooOoDO0000
000000000000 0D0O0O0D0 setportspace
O0Oo00O0o0oo0oo00o0o0o0ooooooooo

4.1.2 0O0O0O0OOOOOOOOO
PersonaODOODO0OOODO wnionOO000O0OO0O
O000O0IbSvMOOO /.filespace/<id> <id>
OIDSVMO IDOO /000000000000
00000000000000IDS VMO unionO0O
oooO0O0o0o0oooooOoOo0o0ooooooboO00ooo
ocoooO0o0o0oO0booooOoobOoooooDboOOoooo
O0000000o0ooooooooIbs vMOOO
00000000000/ .filespace/<id>d0 000
oooooOoOOoOO0OO0000ooOO0O0O0O0O00000d
oooooooooOooooocoooooooooo
IDSvVMOOOOOO0O00OO000O0O00O00IDS VM
goooOoOoOoOoOoOo0oOoOoOoooooooooOoOg
coobooooooooboooooobooobooooo
0000000000000 00O000 IDS VMO
00000000000o0o0o0o0oooooOn
4.1.3 0O0OOO0OOOO
IDSVMUOOOOOOODOO FreeBSDOODOODO
oooOoooooIbsvMOOO0ODOOOO0OO0DOO0O0O0
oo0O00oooooooOoOoOoibsvMOoOoOoOoOoOd
ooo0oOoOo0ooooooOoOoOooooooooog
0oooooooooooooooooo



114 gooooooooooooooooboooooo

4.2 000 VM
oo0ovMOOOOoOoOooOoooooooooo
gooooooobooooooooooooonoooon
IDSvMOOOOOO0OO0O0O0DOO0O0000 vMOOO
gooobooooooooooobobooooooo
gooooooooobobbooovMOODDDOO
gooooooooooooooooooboooooo
goboooooooo

4.3 VMM
ooooooooooo vMMO vMOOOOO
ocoooOoOoOoooooooooovMOOOO0OO0O0O0
ocoovMOO0O0O0O000000000000
4.3.1 O0O0O0O0O0OO
ooooooovMOOOOOOOOODOOOO
gooooboooooooooooboboooboonoooo
o000 IPsec0D00000O0O0DOO0O0OOOOOO
goooboooooobO0o0o vMODOOOOOOIPsec
ocoooooooboooooooboovMODOOO
gooooboooooooooooobooooooon
OO00000000O0Personad0000 VMOODOO
O0oooOooooooIbsvMOOOOoOoOoooo
O000oO0oO0o0ooooooIbsSoooooooo
ooooooooooboo BPFOOOOOOOOO
oooooooooooooo vMOoOoOooDoood
goooobooooooooooocoooooooon
oooOoooOoIbSO BPFOOOOOOOOOOO
gooooooooobooooo

4.3.2 vMOOOOOOOOO

oooooocoovMMO VvMOOOOOOOOOO

IDSVMOOOOOOOODOOO0DOoOooooo vMm
gooooooooooooooooboooooooo
ocovMOOOOoOOODODOOOOOOOODOOO0OO0O
ooIbsvMOO IDSOOODODOOOOCOOO0O0O0
gooooboooooooboooboooonoooon
vMOOOOOOooooooooooooooooo

gooooooooovMOOOOooboooooo

IDSVMODODO0OO0DODODODOODODO00OO0DOO0OOoO
O0O0OooooOooooono IDS VM O /.serverfs
ooo0o0oOoooooooOoooooooooood
goovMOOOOODOoOOoOOooOoDOooobooo
oooooooooood
vMOOOOOooooooooo vMooooo
OO0 wion 00000000000 ODOOOOOO

oooooOoOooooooIbsvMOOOOOOO0OO

dooO0o0o0O00000oo0ooooooooog
0 IDS VM O /.dserverfs 000 0O0O0OOOIDS

Dec. 2005

01 /.dserverfs 00O 0O000DO0OOOOOOOOY OOO
000O0o000ooooooooon
Table 1 Table for changes to a file by using /.dserverfs.

Oo0gd /.serverfs

/.dserverfs | 00O IS_IFWHT
S_IFWHT
oo SF_LOWER ISF_LOWER
oooad oo — oo oad
S_IFWHT — ogd oo —
oo oo oo oo goooo

vMOOOO vMOOOooooooooooooo
goodooOoooOoooooooooooooo
0000000000000 wion00O00OOO
000000000000 00oO0ooOoO0OPersonal
ustat 00 000000000000 0OO0OOOOO
00000000000SFLOWERDOOOOOOO
O0000Ss IFWHTOODODOOOOO 1stat 0000
00000000000 000OSF.LOWEROOODOO
Owion00000000000O0DODOODODODOOO
OO00SIFWHTOOOOODODOOOO wniondO0OO
gofooooO0Oooooooooooooooooo
goooooooooooooooIibsoo 100
000000 /.dserverfs OO ODO0O /.serverfs
goooooooUoooooooooooooooo
oooo

4.3.3 vMOOOOOOOO

gooovMMO vMOOOOOOOODOIDS VM
Joo00oDoooooooo vMOoOoooooo
JoooooooooooovMOoOoooooood
gooooopoOoOoOooooooogooooooo
vMO IDSvMOOOOOOOOOOCOOIbDSOO
goovMOOOOOOOOOOOOOOOOoOooo
joooooooOoooooooooooooooo
gooooooooOooooOooUooooooooo
00000o0o00oooooooooooooooon
IDSsvMOOOOOOOOOOOOOODO vMOO
Joo0o0o0o0o0oooooooooooooooon
Joo0oooovMOoOOoOoooooooooood
o0oooooooooo

ooooooooibsooooooooooooo
gooooooOoOoooooooooooooooo
JooooooibSsooooooooooooooo
gooooooooooIbsoooOoooooooo
oooovMOOOoooooooIbsoooooo
00ooooooooooon

5. O O

000 HyperSpector 1000000000000



Vol. 46 No. SIG 16(ACS 12)
host A host B
: IDS IDS 1 HSE 1
! VM VM :
: IDS IDS ; HSE2
! VM VM
"""""""""""""""" I host C
server server ?
VM VM E]

0e6e OUO0O0ODOOOOODODOO
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