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A New Method for High Speed Packet Capturing with Compression

SusuMU SHIMIZU," KAZUHIRO KAZAMA,tt TOSHIO HIROTSUt
and SHIGEKI GOTO!

This paper proposes a new method of improving the performance of packet capturing. The
method compresses a block of packets while receiving packets. It can reduce the overhead
cost of the packet capturing. This method is applied to libpcap program which is a well
known capturing tool. If the block of packets are almost identical, the method shows 120%
faster than the existing capturing tool. The method also reduces the size of packet trace
files. We have applied the new method for capturing actual traffic. The result shows that the
performance is increased by 20%. And the size of packet trace file is reduced to one fifths of
the original size. The method enables efficient packet capturing on software-based capturing
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systems.
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Fig.2 Implementation of the real-time packet

compression.
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Fig.3 Timing chart of the packet compression.
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Table 1 Average compression ratio of packet trace files.

0000000 ([00000 |LZO (lzolx-1) | zlib (level 1)
oo 64000 0.068 0.034
oo 1,518 000 0.020 0.017
oooo 64000 0.602 0.534
oooo 1,518 000 0.985 0.973

0000000000000000 05000000
000 60MB/00000000D0OODOOOOOD
00000000000000000000000
000000000000000000000000
0000000000000 0000000000 2
000000000000000000000000
00000000000 0000000000000
000000000000

3.3 000000000
0000000000000 LzZOo'Y oooooo
0000 Zib00000000O00O0D0O00O0O0O0
0000000000000LZOO LZ77 0000
oo oo0oo1000000000000000
o0oooooo
00000000000 4KBOO 128KBO OO
000000000000000000°00000
000000000000 200000000000
000000000000640000000001518
0000000000000000 40000000
000000000000000000000000
00000 1000000000000000000
000000000000 0000000
040000LZOOO0ODOOOODOOODOOOO
000000 LZOOOOODODOOOOO0OO0O000O0

Y 00000000 20 DUTOO0O03.400000

May 2006

80

1518/Fix —A—

1518/Rnd --A--

70 64/Fix 1
64/Rnd -~

60
50’3//—\\&
a0
30 |

20

Max load without drop packets (%)

0 l— L L L L L L
0.125 0.25 0.5 1 2 4 8
Compression buffer size/BPF buffer size
05 O00000OO0OO0OO0O0O0ODOOOOOO0OO0O
Fig.5 Max load (without drop) and the size of

compression buffer.

goboooooooooooobooooooboooo
0000o0ooooooooooooooooooooo
g40000000000000000001000
oooOooooUooUoo (2uoooooooooo
goooooOoOoOoOoooLzooooooooOoo
060MB/sDOO00OO0DOO08000DOO0O0OOODO
000oOoD 12MB/sO0000O0O0O00OO0OOOO
goboooooooooocbooboOoooboooooo
gobooOooooooboooooooooooooo
gboooobooooboo 4000000
34 0OOOOOOODOOO
o400000000000D0DOOCDDODODOODO
goboooooooooooobooooooobooobo
00LzZOO zib000000D00OOOOOOOOO
gbobooooooooooooooooooooa
oooooooOoooooooo LzooooooOo
gbooooooooooobooboooboooooooon
0oooooooooooooooOOob BPFOO
gbDoooO0o0oooO0ooooOOo s00BPFOOOOO
goboooooooooooooooooboooooo
goooobooooooooooobooooobonoo
gooooooooooooooooooooboooo
0100%0000000000000000BPFOO
O0ooooo 32KBOlibpcapOODOOOOOOO
ooboo0O00000 4KBOO 128KB O OO BPF
goobO0oa200040000000000DO
goooooo Lzoooooooo2000000
gobooooooooooooooboboOo 2000
ooo
gsboboooooboboonoe4tnonoooonon
O00000FxOOODMOOOOOOOORndO
gooooobooooooooooooooboooboonoo



Vol. 47 No. SIG 7(ACS 14)

0151 80000000000000000000a0
gooooooboooooooboobobboboboooao
ooooooO0o BPFOOOOOOOO0O0O0O0O0O0O
gooobooooooooooooboooboooooo
goooobooooooobooooocoooooooo
ooboooboo00o0oboobOooO000obOobOBPE
ooboooobooooooooboooooo

oo0ooooooooodoooo pcO0OO
oooo0o BpPFOOOOODOOODOOOOOOOOO
gooobooooooooooooooooooon
gooboooooooooocOooooboooOooooon
goboboooooboooooooboobocooooobooono
gooooboooooooooooboooooooon
gooooooboooooooo0oooooooooo
goooboooooooooooboobooonoooon
ooooooooooboobooboo BpPFOOODO
gooooobooooboooo

ooooooo BPFOOOOOOOOOOOOO
00000ooo00oooo pCcoOOOocCcrPUOODO
goooboooooooboooboobooooooon
goooboooooooooooboooooooooo
goooobooooooooooooooooooo
oooooooo

4. OO0O0OO0O0OO

000000o0oO0oooooooooogoooon
0000000000000 000000o00oog
oooopooo0oopDOoO0ooooooooogooo
2000000000 2000000000000O
ooooooooooooooo

4.1 0000000

gbooooopbOooobOogoo 200DOODUT
ODevice Under TestOO OO OOO0OO0OOOOO
o000 pCOOO0OTGUODOOOOODOODOO
0000000000000 00000000o00d
0o0o00TGIOODOODODODO0O00DOD000000 pC
0TG20TG30 00000

DUT JO0O0O0O0DOoOQoOoOOooDooOooooo
ooiloMBOOOOOOODOOOOODOOO
28MB/sO100MBUOOOOOOOOOOOOOOOO

U 0200000emO000000000D000O0 interrupt
moderation 0000000000000 0OOmoderation O
0000 hw.em.int_throttleceil O OO0O0O0OOODOOO
g0oo0o0O0oOoO0o0DO0OO00O0oOO0oO0O0o0ODbOooObOOobDooo
gooo0oooDOo0oooO0oDOo0O0DOo0O0bOOooooo
gooogoooUbobobooboboooobooooooobooo
O cCcPpPUOOOOOOOODOOOOOODOOOOOO

ooboooooooobooooooooooobooo 187

02 00000
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Table 5 Max load without packet drop, 64 Byte random.
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1,518 byte frame.
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Fig.12 Capture performance and BPF buffer size.
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Table 8 Average load of network traffic and disk I/O.
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