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Abstract: A concept of novel PUF structure that features a challenge hysterisis is proposed. The proposed
PUF consists of a lattice like arrangement of cells, each of which is composed of a small Arbiter-PUF and
a 1-bit register that stores the response of the Arbiter-PUF. The Arbiter-PUF reads the registers of the
neighbor cells and outputs a response, which again serves as a challenge of its neighbors. Utilizing the
state-memorizing property of the spin registers, the proposed PUF attains a challenge hysteresis, allowing
a sequence of challenge inputs continuously stimulate its chaotic behaviour. Our simulation experiments
reveal that the proposed PUF has nearly ideal metrics of inter-chip Hamming distance (HD) of 50.1% and
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A Design of Challenge-Hysterisis PUF and its Simulation-based

inter-sequence HD of 49.9%.
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(a) Ising model.

(c) Energy profile.
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Challenge[3:0]
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Response

(a) Arbiter-PUF.

(b) Selector operation.

0 2 Example schematic of Arbiter-PUF.
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Response:
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Mapping challenge
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onto Ising model
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Spin states after 1-bit response

challenge mapping
(a) Ising-PUF operation.
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(b) Ising-PUF accepting a sequence of challenges.

Initial state

1-bit response

0 3 Example operation of Ising-PUF.
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Instance authentication

1. Authentication server randomly select
challenge.

2. Transfer the challenge to the target
instance.

CRPs are read under different temperature 3, gmulate the behaviour of target instance

conditions to determine "dark-cell-bits." and pre-compute the expected response.

4. The response from the target instance
is compared with the expected one and
return the authentication result.

Instance registration

Exhaustively read CRPs of all primitive
PUFs and securely transfer them to the
authentication server.
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0 5 Chip authentication protocol based on Ising PUF.
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