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A Study on Ransomware Detection
Considering User's Document Editing Operation
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Lorem ipsum dolor sit amet, consectetur adipiscing
elit, sed do eiusmod tempor incididunt ut labore
et dolore magna aliaqua. Ut enim ad minim venian,
aquis nostrud exercitation ullamco laboris nisi ut
aliauip ex ea commodo consequat. Duis aute irure
dolor in reprehenderit in voluptate velit esse
cillum dolore eu fugiat nulla pariatur. Excepteur
sint occaecat cupidatat non proident, sunt in
culpa aui officia deserunt mollit anim id est
laborum.

auis nostrud exercitation ullamco laboris nisi ut
aliauip ex ea commodo conseauat. Duis aute irure
dolor in reprehenderit in voluptate velit esse

cillum dolore eu fugiat nulla pariatur. Excepteur
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auis nostrud exercitation ullamco laboris nisi ut
aliauip ex ea commodo consequat. Duis aute irure
dolor in reprehenderit in voluptate velit esse
cillum dolore eu fugiat nulla pariatur. Excepteur
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# 1 A EROBFREE

QEMU 2.5.0 Debian 1:2.5+dfsg-5ubuntul0.7
Ak 0S Windows 8.1
18] 14 12 S 1,024x768
% AAAEY 2,048MB
B |4 —%v b 2L
-
| #E (%X NU—7 T F T X I3HEHRE)
M e e
0S DEFER T IERH
2017/2/3 17:00 F T? Windows
Windows Update e
Update % 9~ T i F 5 7~
Windows Defender  fE2h1L
773 Cerber (Ransom: Win32/Cerber)
B 4a46bc5f1721d293077d611e0583d82
th SHA1
7081b6445
T 7 A IR C:¥Users¥Owner¥Downloads¥1.exe
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£ 1000.xt -
File Edit Format View Help

The quick, brown fox jumps over a lazy dog. DJs flock by when M
jog, flick quartz, vex nymphs. Waltz, bad nymph, for quick jigs
Jjumpy veldt fox. Bright wvixens jump; dozy fowl quack. Quick waf
Jim. Sex-charged fop blew my junk TV quiz. How quickly daft jum
Quick, Baz, get my woven flax jodhpurs! "Now fax quiz Jack! " m
Flummoxed by job, kwvetching W. zaps Irag. Cozy sphinx waves qual
Few quips galvanized the mock jury box. Quick brown dogs jump o
quack! Blowzy red vixens fight for a quick jump.

Joaquin Phoenix was gazed by MTV for luck. A wizard’s job is to
fun TV quiz game. Woven silk pyjamas exchanged for blue quartz.

quiver and bow, Zompyc[1l] killed the fox. My faxed joke won a pi
provide jukeboxes. My girl wove six dozen plaid jackets before :
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W7 a7 T AEEESE TWARVIREET PC 12T 3
AU T BB 2 A, TAZ by TN T #
NENDOEWEDOTFA T 7ALD 55, 1000.txt &5
B2ODTHFARNT 7 ANDT 7 ANENERESN. F
7o, TAZ by TEEOBRNERE S, FHIPERE
ni= (K 7). Vx—2&hiz 2 2O7 7 A )V%E AEIE
(notepad.exe) THRWTHRLZMR LI A, 77 AL
DORIEEFET oV LT =T H#BESEDRIOL O L& Rk
THDHH, TNULEOHES A5 & Tz, 1000.txt
NYFR—LENFT 7 A4V Th D irMqkZ8Gqg.a49e % A E
ETRHWZBROmEE ZX 8 17 d. X 6 LK 8 &bk
% &, 1000.txt ONFERRESLENTLE o7 T & D3R
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PORTANT FILES
receive
m.

To receive the private key and decryption program
€0 to any decrypted folder - inside there is the special file (*HELP DECRYPTY)

h comply struct oW to d| your files.
cann, any ( ECRYP at your PC,
‘the ions
Do o

rom ht g kdw. t org/ and install it.
r Browser” open your personal page here:

http://p27dokhpz2n7nvge . onion/BB37-280B-2720-0067-38E0

. . .I Tm.s dw. .Se' - m

Prog|
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K7 7oV 0T EREBEOT AT vy
S Iy iMqZsGqgadde

File Edit Format View Help

rl'he quick, brown fox jumps over a lazy dog. DJs fleck by when MTV ax
jog, flick quartz, vex nymphs. Waltz, bad nymph, for quick jigs vex!
jumpy veldt fox. Bright vixens jump; dozy fowl quack. Quick wafting :
Jim. Sex-charged fop blew my junk TV quiz. How quickly daft jumping :
Quick, Baz, get my woven flEBS- .|AYzAR™ &EEEXSM-OAN3/Vs- FF+3Vr] 3atE-
AdMardn svr 5 APLG RGBT 1 el B + 045§ JIHR « B0 T $BEm) A4 F S FHRE- “I)*
RANUARE. _z- 5i8b} 5T (&+0@ AFv—[n_uBl7asT™[3]- BTES— F /R H@2R{ /F nliwy
syl 3§ U -b24L-£- 3y GE1- BS q0- FPAKEX? 2t| BnfrCD- IBNEL- [ (CB{r1

Lj- 307 +88- "HUEE <@a5"n 48" 3_TEtn; wel - B/ + " T3k  p? SE0RddIf- £ #1 |- sifdn2
ER)T - BUESRTEEv - (MR 5] X2EQMI-AE0- TH;+%tHShlG- 0v " 28] +nE
HEIE) 3R 0/ . WETEESR \PA > 1T e 47 CHIE Q< DUl 7\ 1C| B {183 2ABIE |
i 1p- ml) BEEE/| T VT 4>nr Bty —&H 1+ M 1 IEHMFRA P \E DA - -
4, Lym3E" bn1XRT- +A2 90 B T4 2+ @CEPT QIERT 1- «X- - 3 | FFEEKYSA™ /ST TLr>8hy £ 1 Q8
(- 5| %zt e Sl THT \WEETE 8l ceor Wb TLM 2 FAgidy -FyIF - /HETISE,F- B - IEX
php B br— Ao fE- 00! L EEOFIBA. A3 LW EROEEV AV a6 Ft MR 1 58t Fab -

8 irMqkZ8Gqg.a49e D 7 7 A JLINE D —
WMEm7a 7o A BESEIRETPC 2T 03 LT o
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RGeS/ 2 A, JU AT ERMLIEZ L%
LﬁTé??*Fﬁﬁméhk.73~F§m%,wmﬁt
EEL2ODTXANT 7 ANANY F—LEh, EHEIZE
BXBRERSINTZ. LorL, VR—L3INE2o007 74
N AERTHNTHAELZWR LA, 2 2T 74

INTHRE T UV AT =2 7 NEET BRTO 7 7 A LA
ER—DbDOTHD Z L aMRT 5 L TE . 1000.txt
DY F—LENET7 74 ThD 5rpXUFRCSY.a49¢ % A
EMETHWZBROEEEZX 9 1R, M 6 LK 9 &L
Ték,mmutmmﬁiF%Ménf%%f,774»
OHREDORENERINTND I ENHERTES.

File Edit Format View Help

rl'he quick, brown fox jumps over a lazy dog. DJs flock by when MTV :
jog, flick quartz, vex nymphs. Waltz, bad nymph, for gquick jigs ve:
Jumpy veldt fox. Bright vixens jump; dozy fowl quack. Quick wafting
Jim. Sex-charged fop blew my junk TV quiz. How quickly daft jumping
Quick, Baz, get my woven flax jodhpurs! "Now fax quiz Jack! " my br
Flummoxed by job, kvetching W. zaps Iraq. Cozy sphinx waves quart -
Few quips galvanized the mock jury box. Quick brown dogs jump over
quack! Blowzy red vixens fight for a quick jump.

Joaguin Phoenix was gazed by MIV for luck. A wizard’s job is to ve:
fun TV quiz game. Woven silk pyjamas exchanged for blue gquartz. Br:
quiver and bow, Zompyc[l] killed the fox. My faxed joke won a pager
provide jukeboxes. My girl wove six dozen plaid jackets before she

9 5rpXUFRCSY.a49¢ O 7 7 A LINED—H

PLEOKEREY, 77 ANABEEINTLESLLDLD
O, BT ur T ML >TSS VY AT =T O
HMERALDOBIERTETND I ENb o7z, BEFK
DIV LT =TT DRENEEHRT DN TEL
6.2 FRERFNEER
6.2.1 EERB

W7 e 77 AEEESEIRET, ERa—VMEER
DTFXFARN T 7 ANVOHREEZ LRI, Johiv=T L

THERBREBENARWI L 2HRT 5.

mz%ﬁﬁﬁ

2~10,000 XFOkkx 2 XFHNED 7 7 A VEBHAE
L, 7o/ o L2z RZELI2RET, ThETho7 741
v AEME (notepad.exe) THILS. AEIRDOT 4 KT ¥
A XL, BEYA XD 1/4 (431 H TR LR/ A X)
WCRE LT, 20k, XFHNOLHIZT VT 7y | TA]
ML, #3 %I EESRELTS. B, 774
D% BLIND TEXT GENERATOR[16] [Pangram] # <
—T XA RERFH L. £ 2ICERRELRT.

£ 2 BRImEBROBERSE

X oS Windows 10
~iv
8] 7 A 1,920%1,080
N—U g 1607

ChHCIr0ES AR
U4y RUHA X 929x540

notepad.exe

6.2.3 EERHEE
TrANDILFHE, BTl I8k -y
g7 T —EEE, EEXOWFIEGER 3 ICELED.
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KPOTONF EEEFA, XX EEEXELEEZRT. (X
W, vt Aav T ELTERMENZZ EERT. £ 3
X0, 77 ANVOXFHEBL NG EIIY YR s T T
T—HEEERN 0 &0, EXRALDBELRINTNDLZ &N
MND. T, XFERLRNGEES, v KUt A X
(R L CXFENFRREN TV B EEN/ NS WIFEIZ, OCR
MR XLFERH L2V ENFRRTHo. —F, 77
A VD ILFEN 10 LFLLEDOFEIZIE, OCR B XL FE R
LU, Yym vy T TR 0.7 2 FIC ERS
ZENERTE . A@@%%#%m%i Him ElcE R
IND ICFHNEB A+ EOVGE TR RAITEAE LN
LRI END.
#*3 TrANTEDOEZIARNE
TrAN | x4 T T—
XFE FRpE

EEFE

210
410
6|0
8|0
10 | 0.95
12 | 0.942857
14 | 0.9625
16 | 0.936842
18 | 0.966667
20 | 0.924297
30 | 0.948822
40 | 0.961282
50 | 0.919744
60 | 0.920154
70 | 0.924384
80 | 0.901148
90 | 0.896297
100 | 0.878735
200 | 0.884622
300 | 0.821432
400 | 0.819755
500 | 0.82367
600 | 0.820362
700 | 0.815341
800 | 0.816249
900 | 0.819649
10000 | 0.826281

7. EE

71 S UYL TICk B0 ME:ER

EFXOBMT 07T 0%, THE LT 74 VNE
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RPUBVIAT Z ENTE D, 22T, 77ANVONE%E
il FICE RS LR AE LV RSERETHIZE, T
A2 TRa—FIHASNTLEIMEREES.
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WS WETHEE EIZT7 7 A VORNFEERT D2 & THRA
%@ET%&V5$&K&5:&%%ZEM%._M Wt
WA 572012, |BEFXTIE 431 BTy 4> Fod
4X%aﬁbfmé.%m¢4VF7%4fuL®i%m
L4V RTEFETRLAENWY T 2T ICED 77 A LD
Li%%ﬁxTé’&T AN NEYS NS ie}
PITITHEEILELT Y 2 ENREIC e 2 RSN S,
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WA I =T 7 ANEERLT, Ny 7Ty RTCHEL
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nh. oL, MosET7 7 A APEEHICERSNLTNDS
GENIE, 77 A NVNEOITH] & Wi ZE R S LTS
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EZEzbhD.

HAHAFNET 7 ILOARE
KERNEEDOXFNLCSICK DI

Li Europan lingues es membres del sam
familie. Lor separat existentie es un myth.

Por scientie, musica, sport etc, litot
Europa usa |i sam vocabular.

Lr ium dl sam aili. or rt esttie esu .
/cnsma, prt ec tot upa im u.

@>v0O - D405 —iBE ®LCS

BERE : 063 (LELMBETHD0.7KiE)
JPAUF) REE) F|HO) F|FRV) ALTH)

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi tortor metus,
porttitor id metus sed, cursus dapibus ex.
Nulla facilisi. Donec erat leo, pharetra nec
justo ut, volutpat condimentum dui.
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