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Large-scale Certificate Management on Highly-integrated Multi-tenant

Web Servers

Abstract: Introducing HTTPS to a large number of the hosts supervised under highly-integrated multi-
tenant Web servers is critical to meet the security demand of the individual and corporate users, and to
comply with the HT'TP /2, an RFC to solve the HTTPS performance issues. Preloading the massive number
of certificates for managing a large number of hosts under the single server process results in increasing the
required memory usage due to the respective page table entry manipulation, which may largely degrade the
performance of system calls during the creation of the server process and process replication required for
CGI invocation. To solve this issue, we propose a method to dynamically load the certificates bound to the
hostnames found during the SSL/TLS handshake sequences without preloading, provided the Server Name
Indication (SNI) extension is available. We implement the function of choosing the respective certificates
with ngx_mruby module, which we developed to extend Web server functions using mruby with small mem-
ory footprint while maintaining the execution speed. We also evaluate the feasibility of our proposal with a
cache server of the server certificate data running on Redis.
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B 1 TLS @ SNI JARRDE\>
Fig. 1 Characteristics of TLS SNI Extension.
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/,server { \\
listen 443 ssl;
server_name -
ssl_protocols TLSv1l TLSvi.1 TLSv1.2;
ssl_ciphers HIGH: !'aNULL: !MD5;
ssl_certificate /path/to/dummy.crt;
ssl_certificate_key /path/to/dummy.key;
mruby_ssl_handshake_handler_code ’
ssl = Nginx::SSL.new
host = ssl.servername
ssl.certificate = "/path/to/#{host}.crt"
ssl.certificate_key = "/path/to/#{host}.key"
75
k} /

2 BN — NEEHE G AIA R DREN] (7 7 4 LR—R)
Fig. 2 File-based Configuration Example of Dynamic Server

Certificate Management.

a N

server {
listen 443 ssl;
server_name _;
TLSvl TLSvi.1 TLSv1.2;
HIGH:'aNULL: !MD5;

/path/to/dummy.crt;

ssl_protocols
ssl_ciphers
ssl_certificate

ssl_certificate_key /path/to/dummy.key;

mruby_ssl_handshake_handler_code ’
ssl = Nginx::SSL.new
host = ssl.servername
redis = Redis.new "127.0.0.1", 6379
ssl.certificate_data = redis["#{host}.crt"]

ssl.certificate_key_data = redis["#{host}.key"]

}
\_ /

B 3 By — NEEE T AR A DFEN (KVS R—2X)
Fig. 3 KVS-based Configuration Example of Dynamic Server

Certificate Management.
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PO T =Y DX —ZWREL, F—ICTHED < — NGEHE
T—8 ZHUFT BHITH 5. certificate_data XV v FE X
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DT =% zEEET I LKD), SSL/TLS Ny Py = A
JRHCEIIC G AIAL Z LI TE 5,
FHEAICB T ARGTE LT, B4k Hic, =N
AEFAEPMERD T — S 1T = R—RIREFELTEE,
nginx 23 HTTPS V 7 T A b % 3Z(3 L 72f%, ngx_mruby #%
T SSL/TLS Ny F¥ = A 7RIS T — & RX— 27 6 Hifs
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client

1. sent server_name
v

2. fetch crt/key pair from cache or db
ngx_mruby [« ———  cache
2-a. set cache if missing
3. proxy
application > db

B4 Bey —NFEHERAAHRD S 2T LY
Fig. 4 System Example of Dynamic Server Certificate Man-

agement.

® 1 EBRERE

Table 1 Experimental Environment.

(AR 53
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R 2 MERTWED 7 0k 2 DREEIR & X £ Y AR O RBREER- R
Table 2 Result of Startup Time and Memory Usage of Process
by Existing Method.

HH fili

7" & Ao FER ] 42.662 sec
7utk ARE)O 2 — CPU fili f R 37.280 sec
7utk AREDT AT L CPU KM | 5.387 sec

Tuk 2D A€ HHE (VSZ)
ZJat 2D A€ HHE (RSS)

3207592 KBytes
3175912 KBytes
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FoTR=YF =Ny VUEPHEML, R=Y57—7
LIV RY)DaE—IZk> Ty AT L CPU AR 23
mLTwa,

7a ADAE ) HHED 1.6GB REICA 5 &, clone()
AT LA—)VIER 1 OBREIT0.05 B0 CPU 2T 3
Tk, clone() ¥ AT L a—Ld CPU KA
ATLCPUTHLILEEZDE, 127 T1HHICHK
K20 ERREL 5 clone() Y AT L a— NV ZETTE RV
LT, clone() Y AT ALAIA— NP, R—=YT—T7 LT
v MY ZHIBRS 2B FEIT I NS execve() P AT LA —
N DOFETIRE, FEFEDOL—F CPUILL S CGIDav TV
VOIS EET 5 L, clone() ¥ AT L a—)L & execve()
VAT L= NPFETIND CCID LS MM T, 12
TTHL LD 1 ISR L 979 5 2 ETE
R\,

Web #— NOMBIZ BT, C10K M [8] D & 9 12 [H
RRGATINC LS 2 2 L A7 DT E SN BHRICB VT,
1 27Tl BEICHEEREDY 7 22 MUEEL > TER W
EVIHRBIZIEE ICHETH B, £, Y— 1 GEHFZG
ARG T LTI ST HHEIKRT 5720, CGID
X9 RN Z PRI TE LR W LIFAS D TH 5.

BB AT 4 v I —ERBEET, Y — N DOFE AR
REIZHE - 7RDLT, CPU OISR ZHHE T % & 80% b L
AT L CPUMPMEHILTED, ZORETDOA— 2L DAL
Bz perf awy FICkDHAELALLET A, ¥ 274 CPU
D 50%0 EiE, = F—7 L b Y oI
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22.38% [kernel] [k] copy_pte_range
18.447, [kernel] [k] zap_pte_range
11.13}% [kernel] [k] change_pte_range
3.68% [kernel] [k] page_fault
3.32% [kernel] [k] page_remove_rmap

B 5 SAMRNOA—2LOT Ny Jas
Fig. 5 Kernel Debug Log Under Heavy Load.

MaEnTwr, B 51, #HEROS—FVHOLITH
%. copy.pterange I, clone() > A7 4 2 —)LDNHALER
T, R=YT—=7NIPIDOT FLA%ZIL— 50
TH Y, zap_pterange \& execve() ¥ AT L 2 — )LDNER
WIET, R=YF—=TNZy VDT FLREHIERT 20
MTh D, 5D perf D0 P65 b, =Y F—70 T
Y PVDOT FLADMIOEfIE, 7ukAD X £ i
HICHCIKAET 2 2 L3bd s,

4.3 REFEOMRETM

Web — 37" & R RE)R I I — SR E S %
AR TR & B, A 'Y MR L REIRFR IS %
M % R % 7- O DRETFIEICOWT, §HliZ 1T 72 3F
fiitc ik, Web %—,¥Y 7 7 =7 & L T ngx_mruby % #f
BIAATZ nginx 27z, B 6 12 ngx_mruby O FEZE R
$. F— b 58080 T Listen T 2 i E 1, RETFEICE-
TSSL/TLS N Fy = A 7, V7 ZAFINIF A
M & ¥ — I — NGEIHE L AR A S AIA TR ETH
%. %7z, R—1 58081 I Web ¥ — 71 & A @R IC
B — NGEHE S 2 BIICTEAAA TE FERT DB E
THDH, MADOBREE, 3 — MITOD cipher suites % EE
L, SSL/TLS "¥ Py = A 7RO EZ RKILT 570
IZ, SSL/TLS kv ¥avF¥rvaBhEUhwvnkiicl
7o, WERTIHEDORE & RETHEDBRERTT T A Leik
FHrz—2llL T30, HHRDIHETDH > THIERT
HlE ngink OF Ty a2t LTbn s DR EIT
O(1) THH, KVSH 5 FAAL v *—Icil#2 I
ZIIEY O(1) TH 570, —DODFAHEICHET 27 -4
TR I Z BB TH B EWRE L D0 TH S,

MREZ RT3 72 D12, wrk[24] £\ HTTPS DR ¥ F
~—=7V7 b7 =T R, FREEEE 2 LSR5k
VI I ANTE00 5 7R MEEL, 1 BRI TE 2
V7 LA FOEEFL 72, —RINICR Y F2— 7 TIAL
fibi s ab21] a=¥ Fig, Y7 VALY FTEIfET 3
7%, HTTPS DRV F 2 — 7 27 5&1%, —1V 7 b
Tx7 kD bRIIRVYF =7 v FASSL/TLS v
F x4 7o CPU fHKIC X > T—2D CPU a7 %
VAL TLEY)., 22 CIOMEZEMET 270, <)L
FAL Y FCEfET 2 wrk ZFH L%, TLS D N—Y 3 v
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R 3 WRFEO 7oL AD XY HHE L EROBGEER TR
Table 3 Result of Memory Usage and Performance of Process by Exisiging method.
KA MNAEH | 7ukvroxe)fliHE (RSS)  clone() ¥ A7 42— L DEFTREH
2456 256624 KBytes 0.010114 sec
13408 611368 KBytes 0.028492 sec
22259 1624012 KBytes 0.053687 sec
~ x4 SR
# dynamic certificate Table 4 Experimental Result of Proposed Method.
server {
listen 58085 ssl; =R PERTTA
server_name _ FIREERE. | dynamic load(req/sec)  preload(req/sec)
ssl_protocols TLSvl TLSvi.1 TLSv1.2; 10 171456.60 171914.98
ssl_ciphers HIGH:!aNULL: !MD5; 100 172383.84 172758.28
ssl_certificate /path/to/dummy.crt; 500 172714.81 173631.06
ssl_certificate_key /path/to//dummy.key; 1000 171872.24 173272.53
ssl_prefer_server_ciphers on;
ssl_session_cache off; R AICHEREZRT, EBEEECIZ, FERTICY —NEHEH
FHe PRGN LSRR L 72 EJW)F"ﬁ "Iiﬁm%&i
G — (LA S E RNL . SRR L cphersites
redis = Userdata.new.redis Li SSL/TLS NYR¥zA7 Hff@%ﬁﬁﬂ% *U)ﬁ Ihs
domain = ssl.servername EEfb 73V XA ELTRSAZAFALTED, Hi%ﬂﬁ
ssl.certificate_data = redis["#{domain}.crt"] L %ﬁ’&“o)@fﬁﬁiéﬂilﬂi%iﬂﬂlﬂk = AT E A CHEARAA
ssl.certificate_key_data = redis["#{domain}.key"]
s EXAERVHEHEPCHG T 20 QMR E L TZEA LM
HTE2REDUHTH 270 LEZOND. £, H
e hel) IRFEEREELS 1000 DI AT HER TR & $R4HT At I S D1k
root /path/to/html/; .
. AL T30, 20ERG 1%KITH 2 7
¥ DHFIH7Z LW L 72,
R DEICFTEARAL T T, EEM~Y LT TV b
# preload certificate
o ARICE TR, HA F%ﬁz’fiﬁﬁtf%%l)@ﬂﬂ%ﬁ%%
listen 58086 ss1; (2D, 4.2 fi TR MEIH CAUTK L THREF
server_name - BT H 2B AIA A T E Web 47‘—/\713«12}(75 ¥ —
ssl_protocols TLSv1l TLSvi.1 TLSv1.2; o - _ 3
ssl_ciphers HIGH:!aNULL: !MD5; /\EEE%%:T%@T sEAEY C».f%ﬁbf}o < M\%ﬁ s
ssl_certificate /path/to/dummy.crt; 7o X ) HARIZIEICA RS , D, PERETI T b H
ssl_certificate_key /path/to/dummy.key; HTH 3. iFHEOHRETEICOWVWTYH , Redis® X9
, X vy ah—% TCP TERTEL LI ICLTHL
ssl_prefer_server_ciphers on; R .
ss1_session_cache off; Z LT, HITP LKL T4 < @ CPU MU HE L 72 %
HTTPS i2BWTYH, F—"ZEHEEHP T H T/ A
Tocation / A =T b ]I K B — BERASIRE & o T, S
root /path/to/html/;
) EDAYy FHRE,
K} ) TFEE E LT, Redis 226 — \GEHE T — 2 2 IS

B 6 BIvFiAiAA & FHTHEAIA A DT
Fig. 6 Configuration of Dynamic Loadding and Preloading.

I3 TLSv1.2 ZFH L, cipher suites (X, JHEXF 2V 7«
Z R T % 7- 1T Mozilla 235E L TV 5 cipher suites[9]
D/ 5 ECDHE-RSA-AES128-GCM-SHA256 2 FIH L
7o, VX ARMTZar 57U Yidnginx ICEHEINTWS
612Bytes @ index.html % F|H L 7z,
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T 2R, BINIZ T 7 A VSR B A N 4D HIRE
THAAUD TS 21T o 7208, 13 EA R IZH
N ol

5. ¥&&

HTTP/2 & RFC U FE, HIRE HTTPS 25 & ¢
&, HEMY LT T PARERAIL T 5 Web —
NZHE VT, Web H— 3710 & ZARBEIGIC A 2 IS <
= NGFHE E KBRICTAA DI H ), Web =17
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a2 AGERENIC IR R 2300 5 RIS Web ¥ — N7 1+ 223
AEY 2 RBICHERAT 2 2 L2k b HRERSLT 2 D
Hotz,
REFHETIE, SSL/TLS N F¥ = A 7 SNI % Hif
BRIV IZATDH B A ML SH%Y4T 53— NGE
W L AR 2 St AaA A, HTTPS @fS%179) 2 & k-
T, REIRICKEDO Y — NEEHF 2 G AA T 2 &2 B
I HTTPS#fE 2179 2 &23C& %, $£7, TLS DV K
YA VRO R EHERL, BINICEEHZE % A LA
HIZa A ORI E 72 2720, A EREICZR S 20
PEBEDSCTA 2 L ZERD R LTz, 618, — ViEHHZE
F—y¥E—IUEHT A Lick D), HTTP X b CPU D
a2k O HTTPS s@fg i 8T, SSL/TLS
YRz A VOB REZ B HEICA T — VT Mtk B
P NS HEE L 2 B0, SROEEM LT T
F RO HTTPS (L&KL T % 7 0 OFLEH g7 >
AT LR FEBT 5 L TAERARD—D L w2 L
TE 5%, REFEOISAF E LT, Let’s Encrypt & #i
LT, Web %= NIZWLTALI—FZZHEWLTWIUE,
RAID HTTPS 7 7 & AW HEIIIC DV SFE 2 B L
TEE L, HITPS MG %2179 &9 2> A7 L35S Al
Tb % [30].
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