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Improvement of DES Key Search on
FPGA-based Parallel Machine “RASH”

HirOAlI AsAMI,t MASAHIRO IIDA,tt [KATSUTO NAKAJIMA'
and HAKURO MORIt

“RASH” (Reconfigurable Architecture based on Scalable Hardware) is a reconfigurable par-
allel machine constructed with multiple FPGAs, which can perform exhaustive key search of
DES (Data Encryption Standard) at high speed. In this paper. we show how we could obtain
about four times speed-up. In order to improve the performance of key search of DES. we
have enhanced the DES circuit on the FPGA. With own new DES circuit. one unit system
of RASH with 48 FPGAs can execute key search at a rate of 1.39G key/second.
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Fig.5 The basic DES algorithm.
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Fig.7 Previous DES implementation.
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Table 2 LEs utilization of previous DES implementation.

51 B8 fEFH LE # | LE A%
INAA Y RT 2 — A[EI#E 8Y 1.8%
DES #f#=#& 1357 27.2%
f A% 1 ERiElEs 3 A 2814 56.4%
(f FA% 1 BRI 1 @) (938) (18 8%)
£BIE 4227 4%
£ 3 HEskaE
Table 3 Performance of previous DES implementation.
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Fig. 10 Structure of 3 parallel-4 stages pipeline.
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Fig. 12 Provision of sub-key.
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£ 997 R DES S &M LSI® £ T DES 51k

&4 BWBTOMRE

Table 4 Performance of improved DES implementation.

. . o . HYERIMERE
NATERE | a7 B | BfEEEL (FPGA B
1E& 5 42 MHz 13.1M #/8
8 B 1 48.22 MHz 24.1M #/%
12 E& 1 39.5 MHz 206 M #/%

&5 BWLTO LE OFEH

Table 5 LEs utilization of improved DES implementation.
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IZIWDH B T EHTERD, TUT Altera 110 FPGA
®H? HDL T&%% AHDL Tkl 727:8HThH 2 S
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S ES BERES | Y—FBRE | 5 QO FoTBY)

FPGA (RASH: 12 & 1 B 39.5MHz | 100K 20.6 M #/F

Intel Pentium ©) 300MHz | — 0.83M #/#

DEC o #v7 ") 300MHz | — 2.14M #/%

FPGA (TM-2a: 16 F2. 1 @5 25 MHz 100K 25.0M 8/%

DES B2 LSI (16 & 2 @) 33 MHz 150 K 66.0M #/5

FPGA (RASH fg(EIR : 1 B} 3 E&K) | 30.5 MHz | 100K 7T41M #/5
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