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TCP Connection:
{:type=>"ip", :ipaddr=>"IP address", :port=>"port

number "}

Process:
{:type=>"ps", :pid=>"process number", :name=>"
rocess name", :shalsum=>"shalsum of

P

executable file"}
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[2017-01-23 14:04:04 +0900]:

[2017-01-23 14:04:04 +0900]:
dst_addr=>"10.1.3.6"
:status=>{:urg=>0,
payload=>[1}

[2017-01-23 14:04:05 +0900]:

"it is SYN packet"

{:src_addr=>"10.1.3.8", :src_port=>45844,
:dst_port=>22, :iphdr_len=>20, :tcphdr_len=>40,
:ack=>0, :psh=>0, :rst=>0, :syn=>1, :£fin=>0},

"source PID is 57934"

[2017-01-23 14:04:06 +0900]: [[{:type=>"ip", :ipaddr=>"10.1.3.4", :port
=>"46540"}, {:type=>"ip", :ipaddr=>"10.1.3.8", :port=>"22"}, {:type
=>"ps", :pid=>"57798", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid
=>"57832", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid
=>"57833", :name=>"/bin/bash", :shalsum=>"8

af9680bbal983b73a250ee2e9£8521d75b4c4el\n"}, {:type=>"ps", :pid
=>"57934", :name=>"/usr/bin/ssh", :shalsum=>"71
df9eba2248b99e883f91acedf8defc39b8fch6\n"}]1]

[2017-01-23 14:04:06 +0900]: "inquiry to: 10.1.3.4:46540"

[2017-01-23 14:04:09 +0900]: "response by 10.1.3.4: {\"trace\":[[{\"type
A":\"ps\",\"pid\":\"44727\" ,\"name\":\"/usr/bin/ssh\",\"shalsun
\":\"71df9eba2248b99e883f91aecedf8defc39b8fcb6\\n\"},{\"type\":\"ip
\",\"ipaddr\":\"10.1.3.4\",\"port\":\"46540\"},{\"type\":\"ip\" \"
ipaddr\":\"10.1.3.8\",\"port\":\"22\"}1],\"prev\":[],\"hostname\":\"
jikken1\"}"

[2017-01-23 14:04:09 +0900]:

[2017-01-23 14:04:09 +0900]:

:port=>"46540"}, {:type=>"ip",

"trace end"
{"trace"=>[[{:type=>"ip", :ipaddr=>"10.1.3.4",
:ipaddr=>"10.1.3.8", :port=>"22"}, {:

type=>"ps", :pid=>"57798", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3292e08d\n"}, {:type=>"ps", :pid
=>"57832", :name=>"/usr/sbin/sshd", :shalsum=>"

©38b2d539f123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid

=>"57833", :name=>"/bin/bash", :shalsum=>"8§
af9680bbal983b73a250ee2e9f8521d75b4c4el\n"}, {:type=>"ps", :pid
=>"57934", :name=>"/usr/bin/ssh", :shalsum=>"71
df9eba2248b99e883f91acedf8defc39b8fcb6\n"}]], "prev"=>[{"trace"=>[[{"
type"=>"ps", "pid"=>"44727", "name"=>"/usr/bin/ssh", "shalsum"=>"71
df9eba2248b99e883f91acedf8defc39b8fcb6\n"}, {"type"=>"ip", "ipaddr
"=>"10.1.3.4", "port"=>"46540"}, {"type"=>"ip", "ipaddr"=>"10.1.3.8",
"port"=>"22"}11, "prev"=>[], "hostname"=>"jikken1"}], "hostname"=>"

jikken2"}

[2017-01-23 14:04:09 +0900]: "check_all_permission: processing res from
jikken2"

[2017-01-23 14:04:09 +0900]: "check_all_permission: processing res from
jikken1"

[2017-01-23 14:04:09 +0900]: {"trace"=>[[{"type"=>"ps",
name"=>"/usr/bin/ssh", "shalsum"=>"71
df9eba2248b99e883f91acedf8defc39b8fcb6\n"},

"pid"=>"44727", "

{"type"=>"ip", "ipaddr

"=>"10.1.3.4", "port"=>"46540"}, {"type"=>"ip", "ipaddr"=>"10.1.3.8",
"port"=>"22"}]1], "prev"=>[], "hostname"=>"jikken1"}
[2017-01-23 14:04:09 +0900]: "inq_permission(10.1.3.7, 8200, 10.1.3.4,
46540, 10.1.3.6, 22)"
[2017-01-23 14:04:11 +0900]: "{\"permission\":\"ACCEPT\"}"

[2017-01-23 14:04:11 +0900]: "ACCEPT this SYN packet."

012 00 SSHOOOOOODOOooOoDOoOo

[2017-01-23 14:12:26 +0900]:

[2017-01-23 14:12:26 +0900]: {:src_addr=>"10.1.3.8", :src_port=>45972,
dst_addr=>"10.1.3.6", :dst_port=>22, :iphdr_len=>20, :tcphdr_len=>40,
istatus=>{:urg=>0, :ack=>0, :psh=>0, :rst=>0, :syn=>1, :fin=>0},
payload=>[1}

[2017-01-23 14:12:26 +0900]:

"it is SYN packet"

"source PID is 59612"

[2017-01-23 14:12:28 +0900]: [[{:type=>"ip", :ipaddr=>"10.1.3.4", :port
"46670"}, {:type=>"ip", :ipaddr=>"10.1.3.8", :port=>"22"}, {:type
=>"ps", :pid=>"59306", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid

=>"59366", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3292e08d\n"}, {:type=>"ps", :pid
=>"59367", :name=>"/bin/bash", :shalsum=>"8
af9680bbal983b73a250ee2e9f8521d75b4c4el\n"}, {:type=>"ps", :pid
=>"59612", :name=>"/bin/nc.openbsd", :shalsum=>"
£dd56£8c6£606697bf310£3a626d47781a1bd5d8\n"}]]

[2017-01-23 14:12:28 +0900]: "inquiry to: 10.1.3.4:46670"

[2017-01-23 14:12:30 +0900]: "response by 10.1.3.4: {\"trace\":[[{\"type
A":\"ps\",\"pid\":\"46440\" ,\"name\":\"/usr/bin/ssh\",\"shalsun
\":\"71df9eba2248b99e883f91acedf8defc39b8fcb6\\n\"},{\"type\":\"ip
\",\"ipaddr\":\"10.1.3.4\" ,\"port\":1"46670\"},{\"type\":\"ip\",\"
ipaddr\":\"10.1.3.8\",\"port\":\"22\"}11,\"prev\": [],\"hostname\":\"
jikken1\"}"

[2017-01-23 14:12:30 +0900]:

[2017-01-23 14:12:30 +0900]:

"trace end"
{"trace"=>[[{:type=>"ip", :ipaddr=>"10.1.3.4",
iport=>"46670"}, {:type=>"ip", :ipaddr=>"10.1.3.8", :port=>"22"}, {
type=>"ps", :pid=>"59306", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid
=>"59366", :name=>"/usr/sbin/sshd", :shalsum=>"
©38b2d539£123263767d216798c727de3a92e08d\n"}, {:type=>"ps", :pid
=>"59367", :name=>"/bin/bash", :shalsum=>"8
af9680bbal983b73a250ee2e9£8521d75b4cdei\n"}, {:type=>"ps", :pid
=>"59612", :name=>"/bin/nc.openbsd", :shalsum=>"
£dd56£8c6£606697b£310£3a626d47781a1bd5d8\n"}]1], "prev"=>[{"trace
"=>[[{"type"=>"ps", "pid"=>"46440", "name"=>"/usr/bin/ssh", "shalsum
"=>"71df9eba2248b99e883f91acedf8defc39b8fcb6\n"}, {"type"=>"ip",
ipaddr"=>"10.1.3.4", "port"=>"46670"}, {"type"=>"ip", "ipaddr

"=>"10.1.3.8", "port"=>"22"}]1, "prev"=>[], "hostname"=>"jikkenl1"}],
"hostname"=>"jikken2"}

[2017-01-23 14:12:30 +0900]: "check_all_permission: processing res from
jikken2"

[2017-01-23 14:12:30 +0900]: "check_all_permission: processing res from
jikken1"

[2017-01-23 14:12:30 +0900]:
name"=>"/usr/bin/ssh",

{"trace"=>[[{"type"=>"ps",
"shalsum"=>"71

"pid"=>"46440", "

df9eba2248b99e883f91acedf8defc39b8£cb6\n"}, {"type"=>"ip", "ipaddr
"=>"10.1.3.4", "port"=>"46670"}, {"type ip", "ipaddr"=>"10.1.3.8",
"port"=>"22"}]1], "prev"=>[], "hostname"=>"jikkenl"}

[2017-01-23 14:12:30 +0900]: "inq_permission(10.1.3.7, 8200, 10.1.3.4,

46670, 10.1.3.6, 22)"
[2017-01-23 14:12:31 +0900]:
[2017-01-23 14:12:31 +0900]:

"{\"permission\":\"ACCEPT\"}"
"ACCEPT this SYN packet."

013 SSHO ncO0O0OOOOODO
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[2017-01-23 14:22:08 +0900]:
[2017-01-23 14:22:08 +0900]:
dst_addr
:status
payload=>[1}

"it is SYN packet"

{:src_addr=>"10.1.3.8", :src_port=>46134,
:dst_port=>22, :iphdr_len=>20, :tcphdr_len=>40,
:ack=>0, :psh=>0, :rst=>0, :syn=>1, :fin=>0},

[2017-01-23 14:22:08 +0900]: "source PID is 63084"

[2017-01-23 +0900]: [1

[2017-01-23 +0900]: "trace end"

[2017-01-23 +0900]: {"trace"=>[], "prev"=>[], "hostname"=>"jikken2
"}

[2017-01-23 14:22:10 +0900]: "check_all_permission: processing res from
jikken2"

[2017-01-23 14:22:10 +0900]: {"trace"=>[], "prev"=>[], "hostname"=>"jikken2
"}

[2017-01-23 14:22:10 +0900]:
[2017-01-23 14:22:10 +0900]:

46134, 10.1.3.6, 22)"
[2017-01-23 14:22:12 +0900]:
[2017-01-23 14:22:12 +0900]:

"trace is blank. is it requested by me?"
"inq_permission(10.1.3.7, 8200, 10.1.3.8,

"{\"permission\":\"ACCEPT\"}"
"ACCEPT this SYN packet."

014 SSHOOOOOOOOOOOOoOOoOOoooOoOo

[2017-01-23 15:05:48 +0900]:

[2017-01-23 15:0
dst_addr

:status=>{:urg=>0,

payload=>[1}

[2017-01-23 15:05:48 +0900]: "source PID is 55706"

[2017-01-23 15: +0900]: []

[2017-01-23 15: +0900]: "trace end"

"it is SYN packet"

{:src_addr=>"10.1.3.8", :src_port=>47078,
"10.1.3.6", :dst_port=>22, :iphdr_len=>20, :tcphdr_len=>40,
:ack=>0, :psh=>0, :rst=>0, :syn=>1, :fin=>0},

[2017-01-23 15: +0900]: {"trace"=>[], "prev"=>[], "hostname"=>"jikken2
"y

[2017-01-23 15:05:49 +0900]: "check_all_permission: processing res from
jikken2"

[2017-01-23 15:05:49 +0900]: {"trace"=>[], "prev"=>[], "hostname"=>"jikken2
39

[2017-01-23 15:05:49 +0900]:
[2017-01-23 15:05:49 +0900]:

47078, 10.1.3.6, 22)"
[2017-01-23 15:05:50 +0900]:
[2017-01-23 15:05:50 +0900]:

"trace is blank. is it requested by me?"

"ingq_permission(10.1.3.7, 8200, 10.1.3.8,

"{\"permission\":\"ACCEPT\"}"
"ACCEPT this SYN packet."

015 SSHOOOOOOOODOOODO tmux 0000000000
oooo

000 BO08UIODDOOODOUODDDODOODOODODOO
O0O000()0000/usr/bin/ssh00 00000
/bin/nc.openbsd 0000000000 DODOQOOjikken?2
0000 /usr/bin/ssh00 000 /bin/nc.openbsd O 0
O00o0o0oooooooooooooooog
gooOoOoOoOoOoOoOoOoOoOOOOOCObObOCOOOOO
goooo0o0oOoOoOoOoOooOoOoUoUOUbDUOULooLoo
gooooOopoOoOoOoOoOopoOoOopDOUOpDOUODOoOoDbDO
gooooOoOoOoOoOoOoOoOoOoOOOObOOUOOOODDO
gooooOopoUoOoOoOoOoOoOoOOObObOOUOObOODoO
ooooo
030SSsHOOOOOOoog
SSHOOOOOOOoOOoOoOoooooooooooo 14
oo0oobOo0C00 40 300D00000DOODOO
goooooOoooooOoOoOo pPIDODOOOOOOOOO
ooboOooOoOde0OOOODOOODOODOOODOOO
D000 trace0 0000000000000 OOOODO
g0o0oO0oO0o0oQOoOoQoUoOoUoOoDUOUObOUOUOoOoooo
ooboooOdooOoOoOoOoOoOoOoOoDOOoOoDoOoooboOon
0000oo0oooooooooooooooooo
O40tmux 000000 SSHOOO
SSHOOOOOODOOOOD tmx0OOOOOOODOO
ooooooo woooooooobobo 10300060
ooooOoooOoSsHOOoOoOobDOooooboooooo
ooooooooOoOooOoO0oOoOooOoUO PIDODOOOO
gooooOoOoOoUoOoUOUOOoUOOUOObObOOUOObOODoO
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oo9gbobooooooooboooobobooboboooogn
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O000mMm30SSHOOODOOOOOM40tmux 00O
000 SSHOOO 000000o0oo0000ooooooo
cobooboooooooobooooooooooooo
coboooooooooobooooooboooooooo
coboooooooooobooooooboooooooo
cooboooobooooboooboooooooooonon

44 00000O0O0OOODODO
000000000000 bO00O0O0o0ooDOoDOoDo
000000000O0bO00Oo0ooO0ooDOobOooooog
0000000O00O0DbO0o0oo0ooOooDOobOoboooog
000000000 0000000o0O0oOooOO 8000/tep
00000 wWebOODODODDOODOODODOODOODO
goooobobboooooobobooilsooooooo
17o0o0o0ooooooooobobobbbobbobbon
000D0O0ODO0ODO0ODO0ODO0ODO0OD0ODOOncO curldssh
OTCPODOUODO3000000ODOOODOOOODOOO
O0sshd0 sshOODOOODOD0ODOOObash O sshdaO O
O0D0DO0OD0O000sshOOOOODOODOOOOOODOO
00O00000O0o0O0bO0o0oD0OooOooDoDOobOooooog
0booO0ooooooooo

0010000 20 8000/tcp 0 curl DODODOOODO

0010000 20 22/tcp0 ssh0000O00O0O

0010000 20 22/tcp0 nc000000D0O

0010000 30 8000/tcp 0 curl DO DODODODODO

001000030 22/tecp0 ssh000000ODO

001000030 22/tcp0 nc000000D0O

0020000 30 8000/tcp0 curl 0ODODODODOO

002000030 22/tecp0 ssh000000ODO

0020000 30 22/tcp0 nc0000000

0010000 20 22/tecp0 ssh000O000O00Ossh0OOOO

000000 20000000000 30 8000/tcp O curl OO

ooooo

11. 0010000 20 22/tcp0 ssh0000000O0sshO000O
000000 20000000000 30 22/tcp0d sshO0O0ODO
ooo

12. 00 10000 20 22/tep0 ssh0000000O0sshO0000O

000000 20000000000 30 22/tcp0nc0000

ooo

© ® N o o w N

_.
e

016 OO

uobooooooOooooboooooOobocoooooono
cobooboooooocoOoobooOooooocoobooooo
ooooao

goboooooooooboooooOobocooooooo
cooooooooocoobooooooOoboooobooooo
cobooo43000000000000000D0O0O0

(© 2017 Information Processing Society of Japan

Vol.2017-GN-102 No.7
Vol.2017-SPT-23 No.7
2017/5/12

1. 0000OO0O0O000OD00OD
gooooooooobooooooooOoooon
001000020 22/tecp0000000000D0D0D0DDDODO
ooo

4. 001000030 22/tcp0000000O0DOODODOOODD
ooo

5. 0010000 2000 20000 30 22/tcp000000OO0O
gobooooooooonoo

6. 00100002000 10000 3000 20000 30 22/tcp
goooOoo0o0o0ooooOobo0o0ooooDooD

7. 0010000 20 22/tcp 00 ssh,sshd,bash D00 00000
go0ooOoocooooooooboo

8. 0010000 2000100003000 20000 30 22/tcp
00 ssh,sshd,bash D0 000000000000 C0OO0O00DOO
gooo

9. 00100002000 100003000 20000 30 22/tcp
goboo0oO000O0ncOO0O0O0O0O0O0OOOOO

017 0000000

03 ODboooobooooboooboooboooon

Al o EHETE: o |EXEh
x EHETELZN o &M
B’ %

1 2 | 3| 4|56 |7 |8]9 [10]11]12
1 X X X X X X X X X X X X
71 2 o o o o o o o o o o o o
4| 3 X o o X X X X X X X X X
| 4 X X X X o o X X X X X X
215 | x|o]lo| x| x| x| x]|]o|]o| x| x| x
D| 6| x| o|lo|x|o|o|x|o|lo|x|o]|o
Bl 7| x| o x| x| x| x| x| x| x| x| x| x
F| 8| x| o| x| x|o| x| x|ol| x| x| o] x
9 o o X o o X o o X o o X

time ssh -tt jikken2 ssh -tt jikkenl 1s

018 OO0O0ODOO

ggbooboobboobooboobbooboon
gogboobbobboobooboobbooboon
gogboobobobobuoobooboooobooboon
gogbooobobooboboobooboobbooboon
gogbooboobboooboobuooboooboon
gogbooboobboooboobuoobboooboon
ggbooobobobuoobooboooobooboon
gogbooobobobuoobooboooobooboon
gogoooooboooo

4.5 U0OOO0ODOOOO
goboobooboobboobooboboooboo

gbobdbdbOfO+sime00D0ODO 1I8ODODODODO

sshO00OO1lsO00O000O0O0OO0O0O0OO0DOO0OOOO0
good:

1. 0010000200000




gogoooooood
IPSJ SIG Technical Report

04 0000000000

gooooo gooogoo
gooo 1 3.034s 0.471s
gooo 2 9.151s 0.904s

2. 00100002000000300000

00000 time00O0O0O0CODOOODOOO 40
cooboooooooooboooooobocooobooooo
coooboooo cooobooooobooooooboo
coooocooooocooobooooooOoboooobooooo
coobooooooocooooooooOoboOoobooooo
000000000 O00000000 netstat0 oo
cooooooooooobooooobobocoobooooo
coooooooooooboooooobobocooobooooo
coooooooooooboooooboocoobooooo
coooOoooooocoOobooOooooboocOooobooooo
000000000 APIODOODOOOOOOODOOOCOO
coooooooooobooon

5. 00O

uobooooobooooooOooooobocoooooono
cooboocooooooooocooon

5.1 0000000
goboooooboooooooooobocooooooo
cooooooooboocooooooooOobooobooooo
coobooooooocoOoboooooooooooooo
cboobooooooooobOOoobOobocboOoooboooao
coooocooooocooobooooooOoboooobooooo
APIODDOO0O00ODODOO0OODODODOOOODOOOOOO
000000000000 APIDOOOOOOODOOO
ooboooobooboocooobOoOoocoooboboooaon
coboooooooocooooooooOobocOoobooooo
cooooooooocoobooooooOobocoobooooo
cooooooooocooboooooobooboOoobooooo
oobooooooocoobocooooa

5.2 000000
obooooooooooobooooobocoooooon
coooooooooooboobooobooobooooo
coooboooooooobooooooooobooooo
cooooooooooobooooobobooobooooo
cooooooooooooon

6. UOoooooOOooon

gobooooooboooooooooOooooboooo
cooooooooooooboocooboooooboooo
cooobooooooooboooooooooobooooo

(© 2017 Information Processing Society of Japan

Vol.2017-GN-102 No.7
Vol.2017-SPT-23 No.7
2017/5/12

gboooooodoboooooobobooooooboooon
goooooobooooooboooooooooboooo
goooooobooooobooooooooobooooo
gobooooooooooboooooooooooooo
goooooobooooooocoooooooobooooo
gooobooocoboooocooobooooooaoo
goooooooooooon
gooboooooobooooooooobooooooogd
O APIDOOO0OOOO0O0OOO0OOOOOOOOOOOO
RATODOOOOOOOODOOOOOOODOOODDODO
gobooooobooooobooOoooooooboooo
oobooooooooooon

gooo

1] 0OO000OO0O0O0O0O0OO0OO0OO0O:00000OO0O0oOo
2016, ISBN978-4-905318-41-5, 2016

[2] Ping Chen, Lieven Desmet, Christophe Huygens: A
study on advanced persistent threats, CMS 2014, LNCS
8735, pp. 6372, 2014

[3] Ting He, Lang Tong: Detecting encrypted stepping-
stone connections, IEEE Transactions on Signal Process-
ing, Vol. 55, No. 5, pp. 1612-1623, 2007

[4] Xinyuan Wang, Douglas S. Reeves: Robust correlation
of encrypted attack traffic through stepping stones by
flow watermarking, IEEE Transactions on Dependable
and Secure Computing, Vol. 8, No. 3, pp. 434-449, 2011

[5] Tatu Ylonen, Chris Lonvick: The Secure Shell (SSH)
Connection Protocol, REFC4254, 2006

[6] GitHub - zcnhonker/HTran: HTran is a connection
bouncer, a kind of proxy server. A “listener” program
is hacked stealthily onto an unsuspecting host anywhere
on the Internet. When it receives signals from the actual
target system, it redirects it to the hacker’ s server, 00
O (https://github.com/zcnhonker /HTran) (2017.03.26)

[7] R. Vaughn, G. Evron, "Dns amplification attacks (pre-
liminary release).” March, 2006.

[8]  netfilter/iptables  project  homepage -  About
the netfilter /iptables project, O O 0O
(https://www.netfilter.org/about.html) (2017.3.14)

[9]  Shou-Hsuan Stephen Huang, Hongyang Zhang, Michael
Phay: Detecting Stepping-Stone Intruders by Identify-
ing Crossover Packets in SSH Connections, 2016 IEEE
30th International Conference on Advanced Information
Networking and Applications, IEEE, 2016

[10) OO0OO0,0000,0000: D0D0OO0ODOODODOODOO
goooob,00b0ooobooobooooooboooo
(DPS), Vol. 2014, No. 33, pp. 1-8, 2014

[11] OO0OO0OO0,00000:0000000000000OO
000ooooo,000000000, Vol 57, No. 9,
pp. 1944-1953, 2016



