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Abstract: The Brain-Machine Interface technology (BMI) directly linking brain with machine has been
actively studied. As authentication technologies are used in BMIs, we propose a personal authentication
method using electroencephalogram. In this paper, we try to improve the accuracy of an EEG-based authen-
tication with multi-feature combination proposed in existing researches. AdaBoost is used for multi-feature
combination. A more suitable classifier is generated by considering the combination patterns of both features
and electrode placements. The proposed method obtains Equal Error Rate of 0.52% by using 32 registrants

and 18 intruders.
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Fig. 2 Electrode placement.
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3 WAENITE L IRETFLEO

Table 3 Comparison of existing studies & proposed method.

g BB 7N Fik EER (%) %k (%)
Poulos 1999 [3] 4,75 Resting ARG MILIEHR, AR/LVQ 21 72-84
. ARY FILIER, AR
Poulos 1999 [4] 4,75 Resting | SHESEAZTILTY XL 9.2 95
Parajanpe 2001 [5] 40 Resting AR /DA n/a 79-85
Ravi 2005 [12] 20 VEP Simplified fuzzy ARTMAP / k #{5i% n/a 92-95.3
Mohammadi 2006 [6] 10 Resting AR /NN n/a 80-100
Palaniappan 2007 [13] 40 VEP ARG MLIEER /NN n/a 92.9-98.1
Marcel 2007 [10] 9 Mental HIORBEETI, RRBEEERETIL 6.6-7.1 n/a
. . AR, ARY ~LIER, HHEMEERE, HER
Riera 2008 [7] 51,36 Resting B8 OFE—L VX /DA 3.5-5.5 97.5-98.1
Hema 2008 [11] 6 Mental ARG MLIEER /NN n/a 91.6-97.5
AR, A~ bLIEHR, MEMEBGRY, HES
Safont 2012 [8] 50,20 Resting #RE, aE—L IR, EELRE, HIHESH 2.4 93.8
, BEE28, BREFERN /DA, EKR
La Rocca 2014 [9] 108 Resting aAbE—LYR / IX/NT/ EXRR n/a 97.5-100
Ruiz Blondet 2016 [14] 50 ERP IER{E B E 4B R n/a 100
n 5 . ARG bIVIER, JE—L VR, HEHEER
BRFE 32,18 Resting %, HEIEHE / SVM, AdaBoost 0.52 99.06
#+ 4 AdaBoost %O & IF#E O iEE
1.2 Table 4 Reliability of each feature after AdaBoost.
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=
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1 3 5 7 9 11131517 19 21 23
2 E] R ab—L %20 00050 0 0 0 0 0 20.03
HEAEBIFRE JO 0 0 0 0 0 0 0 0 21.61
9 AdaBoost O E 0¥ & EER D2 A BRI
Fig. 9 Error rate by number of learning epochs using
AdaBoost. MHAEEHRE 0 06390 0 0 0 0 0 3631
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® 5 FHMEOFEEZORE & LR

Table 5 Total reliability & authentication accuracy of features.

Fe¥ - %@mﬁ1§@@DEm{%ﬁ$
B R —r BE (%) (%) (%)
1 FH LIS o 10 3631 1.17 9825
2 FHAEMBERE 10 57.92  0.76  98.69
3 ab—Lr=x 10 77.96  0.57 98.87
4 AT FEH 10 93.54  0.56 98.94
5 FREAS W& 3 99.92  0.52  99.06
6 Tb—Lr= 3 99.97  0.52  99.06

7 AT MVIER 3 100.00  0.52  99.06

L, SEESEINLTWDE I LS h b, #0710, FHH
wEOMEE PRI EOR LIcoG s EZ NS, &
7o, BFEBEEK S O L ZIEEEORFHL 9% WA T, £
NUFE—EThb. ZOLEZDEER &E5HEEE, #heE
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