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A Study of the Targeted Attacks Learning Tool

SHOKO MIYASHITAT! NAOSHI SATO?

Abstract: The targeted attack is complicated because it has several phases and many kinds of logs from various devices are
required to analyze the activities. Therefore, many organizations have to work together to complete a variety kinds of necessary
works such as the introduction of the End Point Security tools, logging configuration for the network appliances, log monitoring
and analysis.

Especially when the organization is big, the jobs are divided into smaller tasks, so it often happens that the staffs don’t know
much about the entire structure and don’t understand the scope and the importance of their own jobs well. However, to analyze
the complicated cyber-attacks, everyone has to do their jobs on time to maintain a proper environment.

So, we have created this tool so that everyone involved can learn the flow of the targeted attacks and the knowledge about the
devices and the logs. Four staffs from the information security division of a leading electronics company have reviewed this tool
and assessed it useful. We hope that this tool will help them understand the importance of their roles and proceed with their jobs
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more actively and effectively.
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