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Non-Secure Sl Non-Secure Callable
2

3 my_task:
000 act_tsk:
BLX r5 SG
MOV r4, ro
LDR ...

secret_func:
SecureFault MOV ...

1 Non-Secure Callable FHIBNIZ Y v ¥ 73 B OHE

Fig. 1 Jumping into a Non-Secure Callable region
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Fig. 2 System architectures for CMSE
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Fig. 3 The concept of ASP3+TZ
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Non-Secure Callable ) — < 3 VIZElE L 7=, JGEEIZ SG

MAERD, Y—EXI—-NV~DORFEL 2175 B % se-

cure gateway LIFCY, MR 24— AT —)IVDHZHREIIC

ns_E WS T T4y 7 A MMLIZbDEZTDHETE L
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ns_act_tsk: ns_wai_flg:

sg sg
push {1r} push {r4, 1r}
bl act_tsk tst r3, #3
pop {1r} tt r4, r3

mov rl, #0 bne sg_perm_check2_fail
tst r4, #TT_RESP_NSRW
beq sg_perm_check2_fail
bl wai_flg

pop {r4, 1r}

mov r2, #0
mov r3, #0
mov ip, #0
msr apsr_nzcvq, rl

bxns 1lr mov rl, #0

mov r2, #0
L AV REESBNT—E
A J—)VD secure gateway

fi: BB ABIHD 32 ¥y MEHA
DRA Y RDT V2 AWEE TT i

mov r3, #0
mov ip, #O
msr apsr_nzcvq, rl

bxns 1r

FIZXOMGEIL TV 5.

4 Secure gateway Dl

Fig. 4 An example of secure gateway
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%5 (M44).

KA YV ROBGEEIZ DWW TIEY — B A 3 — )L O ARAKM
TEETLZILLERAONDD, WUOHLILRA LSV
W2 &0 DD BB A, secure gateway TDFEEIZH
H7z.

LYZA&DY YT Secure Mode & Non-Secure Mode T
NYIZINTVWD LY ARIESP ED I~z S
N5, DD, y—rRa-LhoHFLEZET
D F F Non-Secure fllicV X —>35&, LI ZAXKIT
B 7l r O SRR N BN D 5. 4 D
FHOBITro-r3% 27 ) 7 LTWEDIEINEFLS AT
bH5.

5.2 Non-Secure 2% v 7 DEMN

ZHRAZIZH U, Non-Secure Mode FH D A % v 7 fHIE
MEBINTERINS LS U. BIMDO ARy 7 HED
BETHLIHHIERDS. £7, 2P KA1 VDX
A2 T, XA 2% Non-Secure Mode THEHEI X 15 2%,
Y=L AT = )LDFEITH L Secure Mode 28] H b 5.
Non-Secure Mode THEAITT 5 Z & A A[HEIZT BITIEA R v
27 % Non-Secure V —Y a V& T HHENDH Y, [HUMHEEL
% Secure Mode o &AL TLES &, - X I—
VOEFHIMD =T R AT h 5 H—FIVHEHEH L TW
ARy VB EOT— R EBEINBEHAEL B, B
5> —DDHMEIEX, AKX v KA VXD Secure/Non-Secure
Mode TNV Z INTW5 &5 ARMvE-M DLk
K20 THD. T, FUMHEEBEZLEET SITIE
P—E A3 — VDA T Non-Secure FHA R v 7 R4 V&
% Secure HAZX v 7 RA VRIZAC—FT 20 ERHD, T
DRHLTINRPSEBELEMUTLUES.

U EDBEHPS, A—2NI v T4FaLb—RIZRHLT
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BIEZITW, BIMDOAR Y ZHEPERIND L SIZU.

53 TARNYFvDEE

EHEiDYE 7Y a TR L D12, ARMvS-M TlIA
Ry 7 R4 v Z W Secure/Non-Secure Mode T/NY 7 I
THY, AT ANy FORIH D AR Y 7 RA
VREGIT - HILTBIMENDHD, T ARV F ¥ DEH
MNRHEL 72> 7z,

T4 ARy FOR, ARy TRA VR EBILT H7ZFT
%<, ELwZaty¥E—F (Non-Secure/Secure) ~D
VB ZITOBEDN DD, RAIPST 1 ANV FYIZAD
(21 PendSVC Hilsh 2 FE X5, ZDEIZ LR LY A
ZIZERIO 70Xy B E— NIKAF L7 fH (EXC_RETURN)
BRI NG, XA ITERTELHIF, Bz z 0%
PCIZEZRALZITEL, Yoty ¥E— NIIZTDOHEIZ
I U T HEICEY) DRI e I N D,

54 YYARIZYTH
SAUav74Fal—varyULAE)DREFa)Tq
B ERET DAL, ERASVIZIETEIEHPI-F
NET D7 L AHFHDERPMBETHD. ZD7DH, Y
VHAITZDTRMZEDERAL VOV VYRR EL F
F-HEIFAICERIND LDIZL, ZTOHIKRIZY VY VRV
PERIND LI U, A—F VD R="y MEFIHD
HEa—RTIE, FOVYRLDT FLAZMEHALT,
SAUDAYT74Falb—arvzizd.
6. &Ml

BT U7z ASP3+TZ O¥ — b 2 3 — )L DFATIN % 3]
U, A€V {EHEENE -7 RTOS OFEETH 5 ASP3
LHEETAEZ Iz, A—N"Aw ROFMiEITo . F
D%, ASP3+TZ %2 F T ZBUTEIEZ E L 7-4780% FHl
52T, a— NEHBOFHi %175 7.

6.1 IR

FHIAD X =7y h AR —= K& LT, ARM ## D Cortex-
M Prototyping System (MPS2) %Z{HMH L 7=. MPS2 &
FPGA ZH# L THED, FPCA A A—V2EZALZ &
TH&M Cortex-M 27 2L ZMFKEITH> LN TE
5. AREBRTIZFPGA 1 A—Y & LT Cortex-M33 exam-
ple IoT FPGA image for MPS2+D 3 D& fHH L 7=, Z
DA A—iE ARMv8-M Mainline Profile @ Cortex-M33
7B+ v # & CoreLink SIE-200 System IP 238 ¥ TH
v, 25MHz CEIfEd 5. 7ut v ik AHB5 XU AHB5
Memory Protection Controller (MPC) % #%H U T3tk =
DEFSMB DY > 7 )VH 1 7))V SRAM & 16 € XA T
BHRInTsy, ZIWa—Re7F—X%2RETES. F
72, UART A YR T7z—AZHNELTEH, InzeHMLT
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Task1 Kernel Task1 Kernel
taskl: taskl:
mark_start(); act_tsk: mark_start(); act_tsk:
BL act_tsk ———> MOV ré4, ro BL act_tsk ———> MOV r4, re

dispatcher:

mark_end() ; ‘T
BX 1r

(a) without dispatch

Task2

BX 1r BX 1r
task2:
| mark_end(); <—J

(b) with dispatch

5 act_tsk OFETIHDEHHITTE

Fig. 5 The method for measuring the run time of act_tsk.

100%
g
E=! 80% - [ -
g system w/o dispatch
b= user w/o dispatch
3 60% Sys—to—sys N
5 user—to-sys
g 40% user—to—user -
Q
3
3} 20 - B e
) | o il |

0%

HRP2 ASP3+TZ

6 Y=Y AI—IIVDOREH LA =N~y DR

Fig. 6 The overhead comparison of the service call.

PC LBEZRITO ZLNTES.
6.2 ETEA—/I I~y R

ASP34+TZ IZHB1F5H —¥EY X3 —)L act_tsk DE/THY
ZFHAIL, ASP3 (FEAE VA OS) #HHEL Lzl ED
WINR%Z KD %5l % 17 > 7-. act_tsk & TOPPERS %
3R —F VG MEE B TEEINTWD, XAZ
ZRETLY -V RA3—-VTH5. act_tsk FFEfTH XA
TENBRAT DBEREOHNERIZE ST, () T4 X
Ny FRFHELRVEEL (b) BETRHED 2@ OF)
EZiT5. 207D, (a) DEEIF act_tsk ZIFL L TH
5 )X =235 ETORM, (b) DEEIX act_tsk ZIFH
LTHhoRBEATDEHIIDAT— M A Y "BFEFEIND
FCOBMEAEFHL~Z. X512, ASP3+TZ TIEMELE LG
DRASY (A=H/TAT L) OEVAEDHYD, 51T (b)
DGEIZDVWTIEHIPFHELED RAAL VDENEH D720
HHEFIZDWTEH 21T 5 7.

x4 2 LT, TOPPERS/ASP (3EX €V {£:# OS)
& HRP2 CHBEDGHZ T o7z & EDFER (1] 25012 L T,
HRP2 TOETHRFOMEZ KDL DEMHAL 2. IF
HULH Y AT L, BHLUERZ—H N XA Y OBEDE
HEE R R T E R WA, ZOMETIEHIEZT-T
WAV, BRBIHMERESAARETHWZE DL 8508,
INAETRE OBINE T A S BNRE W B TH 5.
6.2.1 #HR-ER

#% A€ V1% RTOS (ASP3+TZ/HRP2) @ act_tsk ®
FATRERI DI INHE 2K 6 (27”39, HRP2 OFEHRIE [1] 123
oK<
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200044 : £000 b82c
002000a0 <__ns_act_tsk_veneer>:

2000a0: £85f f000 ldr.w pc, [pcl
10000114 <ns_act_tsk>:
10000114: e97f e97f sg
10000118: b500 push {1r}
1000011a: £002 fb89 bl 10002830 <act_tsk>

10002830 <act_tsk>:

b.w 2000a0 <__ns_act_tsk_veneer>

__ns_act_tsk_veneer (& long jump (b &4 TS A 0] fe A HifH A~
DY YT BEBTBRHIZ) VAN EBERL B THS.

B 7 ASP3+TZ Da—HY KA Uh5 act_tsk ZIFH U ZBRKIZHE
rEhsmasl
Fig. 7 The instruction sequence executed during the call to
act_tsk from the user domain in ASP3+TZ.

X 6 DFERIK, ASP3+TZ IZWL 22 HRH 25D D,
HRP2 &l U CTRIEIZR WA =Ny RTAE Y %
LFHTEBHZLEZRLTNS,

&S HEPMECZEHO—DL LT, 2—HFRAA
VR HH = AT — L ERHTERICETI NS MREITK
EREVNDHLIENEZIOND. EBLSDRKAAL UNSIE
HUZGETHRERINZIEA—FIVAIZH BT — L Ad—
NDRFIZMD EL D, Z—HF KA1 U SIEETIHEE
E— FOERSIEMONENBETHS. HRP2 TIEZ
DMz BB B EIL 33 R TH DD, ASP3HTZ T
FEN KD KIFIZADRW 5 aTHATHZ (B 7). 45
Ta—Y R AL VORI & W iRE2RELTE5 2,
WZOWTHRARZD, ZORERITE, K&t -~y R&24E
U222 &0ELDa—-RE2a2—F RKAAS VTEFTT
2 LNHBETHD, TORE, K OEERT 7 AHER
DFRED TR B L 2 ERL TS,

6.3 H—XILDI—RLEFE

ASP3+TZ D8 T$HE, B/NROEET, A€ {1#
OSZ2EHETEHI L THhD R, 22T, ZOHHD
FEREAVEMGET 2 212, BIFEL 72 ASP3+TZ &tk
o7z ASP3 DY —Ad— REFHRATHIETSZ 2T,
I— NEFEEOFMiZ 1T - 7=.

ERER LIGRT. 7T—F 727 F v IR & FRRAZERD
MAIZDOWTH, BHEEIZ1HRECHE - -TVWEI LA
MERTE 5. KT, FRFEROLERIIIEE DLW, Z
DIRFIDEFTIIA— 2N TV T 4 Fa L —RZADEIE
T, Non-Secure AZ v 7 2HERKTBELHIZTB-DDED
Thsb. AEOKERENPS, 71—V 03— NEFEE% /N
FRIZT 20D HERHDICERTETWD EHE X 5ND.

7. BHYIC

IoT M DHAA Y AT LEEWLZ R RO SN TH
D, X=F4a=v 2k KA1 VBT 7+ A%
RU, SWEDPECEBRORMES I ENEETH .
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=1 H—FN0a— REFETH
Table 1 Kernel code additions and deletions

a—FR ASP3 SLoC  &j1  Hlk
T =¥ T 7 F v ARIEH 1884 233 23
FEHRATR 7502 25 3

UL, fEREID X € ) 3 RTOS £ A €V HF#EDE A
LORERF—NAY REELB LW REVD T, %
ZTARMX T, /D AT H# RTOS DR % TRY
%, TrustZone for ARMv8-M % W7z g &7 A € ) {£#
RTOS ASP3+TZ OEBFIEIZDWTHARTZ, ASP3+TZ
ATV R E R /270 RTOS TH % ASP3 % R—
AL LTW5., BIFELEZ ASP3H+TZ i LYy —E 23—
DF —~w ROl &7\, HEFED AT FH# OS &1
U TIHERIZDRNA =AY RTAE Y RH#ELEHTE
BIEERUE. EHIZ, R=AE U ASP3 65D a—
REEEZHKZ2175 2 & T, RINEOEFE T ASP34+TZ
BEETEBZ 2R U

FR R THERINTWVWAHEIX, HRP2 1ZH 5 & 5 Al
ME#EP A T 7 v DT 7k AMERIEIZIS T 5 Z &
TH5d. TholFRA—F 1 v a sV DIIBERA R
BTHY, BETOLF—N~Ay REMfE->TEEENE N
%. F7-, TrustZone for ARMvS-M TIFEAAIZNK LT
% Secure/Non-Secure X EMMTZ, N—F7xzTIZXDH
I E— ROBEBIMTABZZ NS, ZTHEFHLTE
RANY RS E2a—HF R AL U THEBEETT S HEIZOW
THHATHTFETH 5.
BE AW O L JSPS B JP26330062 O Bk %

ZIHDTT.
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