
1,a) 1 1

IC

( )

( ) 11

100% True Positive Rate

True Negative Rate

1.

IoT

[9]

[3]

1

Dept. of Computer Science and Communications Engineer-
ing, Waseda University

a) kento.hasegawa@togawa.cs.waseda.ac.jp

( 1 )

( )

IC

( 2 )

(2)

(2) (1) (1)

[11]

[11]

Trust-HUB [15]

[11]

Trust-HUB
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[14]

[7]

( )

11

11

11

2

3

4

5

2.

2.1

[5]

[5]

[5]

1

5

1 [5] .

# Feature

1 LGFi n 2

2 FFi n

3 FFo n

4 PI n

5 PO n

2 [6] .
# Feature n

1 fan in 4 4

2 fan in 5 5

3 in flipflop 4 4

4 out flipflop 3 3

5 out flipflop 4 4

6 in loop 4 4

7 out loop 5 5

8 in nearest pin

9 out nearest pout

10 out nearest flipflop /

11 out nearest multiplexer /

5 1

5

1 7

0 1

[5]

True Positive Rate (TPR)

100% TPR 81%

TPR

2.2 [6]

[6]

51

1 Random Forest

11

2 11

TPR 100%

(TNR) 100%

TPR

2.3

TPR TNR

1

TNR
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���

1 .

( 1 ) 11

[6] Random Forest

11

( 2 )

[5]

( 3 )

TPR TNR

3.

3.1

[6] 2 11

2

3.2

[4]

3.2.1

11

1

0.5 0.5 0.5

2

TPR TNR

3.2.2

[10]

[1]

4

( 1 ) 1 10, 12, 15, 20, 50,

100, 200, 500

( 2 ) 2 1 20, 50, 100,

200 2 10, 12, 15, 20, 50, 100,

200, 500

( 3 ) 3 1, 3 50, 100,

200 3 50, 100, 200

1
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11 2

4

3.2.3

3 RS232-T1000

283

36

[5]

RS232-T1000

283/36 = 7.86 . . . � 8

[10]

[13] 2

(t1, t2) (y1, y2)

(w1, w2)

E

E = −
2∑

k=1

wk · tk ln yk (1)

RS232-T1000

(1, 7.86 · · · )

3.3

3 Trust-HUB [15]

17 Trust-HUB

Leave-one-out [8]

Leave-one-out 17 1

16 1

17 TPR

TNR

(Trojan net)

True Positive (TP)

(Normal net) False Negative (FN)

3 Trust-HUB .
Data name # of normal nets # of Trojan nets

RS232-T1000 283 36

RS232-T1100 284 36

RS232-T1200 289 34

RS232-T1300 287 29

RS232-T1400 273 45

RS232-T1500 283 39

RS232-T1600 292 29

s15850-T100 2,429 27

s35932-T100 6,407 15

s35932-T200 6,405 12

s35932-T300 6,405 37

s38417-T100 5,798 12

s38417-T200 5,798 15

s38417-T300 5,801 44

s38584-T100 7,343 19

s38584-T200 7,373 97

s38584-T300 7,614 874

True Negative (TN)

False Positive (FP)

4 4

(= FN + TP)

(= TP) True Positive

Rate (TPR) TPR (Recall, R)

(= FP+TN)

(= TN)

True Negative Rate (TNR)

1

TPR

TPR

TPR 100%

2 TNR

4.

3

Trust-HUB [15]

17

3 CPU Intel Xeon E5-2695

v4 256GB

Python3

Chainer [12]

4.1

3

1 1
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4 ( : 1 ).

# of units Average values

(1st layer) TPR TNR

10 85.9% 59.7%

12 85.7% 58.5%

15 82.7% 59.5%

20 87.4% 59.4%

50 84.2% 62.9%

100 83.4% 60.1%

200 86.8% 62.3%

500 86.7% 53.3%

Average 85.3% 59.5%

5 ( : 2 ).
# of units Average values # of units Average values

(1st layer) (2nd layer) TPR TNR (1st layer) (2nd layer) TPR TNR

20

10 87.4% 58.4%

100

10 79.1% 61.4%

12 83.5% 61.2% 12 85.8% 57.3%

15 84.7% 56.4% 15 82.1% 61.4%

20 88.0% 59.6% 20 87.7% 58.6%

50 83.7% 59.9% 50 81.9% 61.1%

100 83.9% 57.5% 100 83.7% 59.8%

200 82.5% 65.7% 200 79.1% 66.6%

500 77.9% 59.9% 500 85.4% 60.6%

Average 83.9% 59.8% Average 83.1% 60.8%

50

10 84.1% 59.5%

200

10 85.7% 61.8%

12 83.3% 57.2% 12 82.6% 58.6%

15 85.0% 62.0% 15 77.1% 62.4%

20 83.9% 59.9% 20 79.3% 66.7%

50 86.0% 60.2% 50 84.7% 66.8%

100 88.9% 59.2% 100 84.8% 60.2%

200 84.2% 57.6% 200 78.2% 62.3%

500 82.2% 58.6% 500 83.6% 66.0%

Average 84.7% 59.3% Average 82.0% 63.1%

1 4

TPR, TNR TPR,

TNR

20 TPR

50 TNR TPR

86% 20, 200, 500

TNR 60%

50, 100, 200

TPR, TNR 500

2 2

20, 50, 100, 200

10, 12, 15,

20, 50, 100, 200, 500

2 5

TPR, TNR TPR,

TNR

( ,

)=(50, 100) TPR (200, 50) TNR

1

TPR

200 2 TNR

63.1% 1

3 3

50, 100, 200

20, 50, 100, 200

50, 100, 200

3 6

TPR, TNR TPR,

TNR

(100, 20, 50)

TPR (200, 200, 100) TNR

TPR TNR

6 TNR

70% TPR

(200, 100, 50) (
��

) TPR TNR 70%

(200, 100, 50)

4.2

TPR TNR

( 3 (200, 100,

50)) [6] Random Forest

[5]

[2]

TPR, TNR

7 [2]

TPR TPR

s15850-T100

RS232

TPR 90% [2]

4 2

TPR

TNR TNR

70% TPR

[5] TNR 69%

TPR

TNR

s15850-T100–s38584-T300

90% TNR

RS232

9
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6 ( : 3 ).
# of units Average values # of units Average values # of units Average values

(1st layer) (2nd layer) (3rd layer) TPR TNR (1st layer) (2nd layer) (3rd layer) TPR TNR (1st layer) (2nd layer) (3rd layer) TPR TNR

50

20

50 82.2% 58.4%

100

20

50 86.2% 60.4%

200

20

50 82.7% 65.3%

100 81.9% 60.4% 100 85.2% 64.4% 100 80.7% 68.8%

200 83.7% 59.9% 200 79.6% 63.4% 200 80.5% 67.9%

50

50 78.2% 61.9%

50

50 83.2% 59.9%

50

50 80.6% 75.4%

100 81.5% 55.7% 100 81.8% 63.3% 100 74.3% 61.0%

200 82.9% 60.1% 200 78.1% 61.8% 200 83.8% 64.8%

100

50 77.5% 67.1%

100

50 79.7% 60.0%

100

50
�����
84.8%

�����
70.1%

100 80.6% 60.8% 100 77.3% 59.7% 100 76.6% 70.0%

200 75.6% 61.4% 200 78.9% 67.2% 200 80.2% 69.4%

200

50 79.2% 64.9%

200

50 79.1% 60.8%

200

50 77.3% 70.3%

100 76.8% 65.7% 100 83.9% 66.7% 100 81.0% 75.7%

200 77.8% 67.0% 200 78.4% 63.5% 200 79.9% 60.5%

Average 79.8% 61.9% Average 81.0% 62.6% Average 80.2% 68.3%

7 .
TPR TNR

Data name [6] [5] [2] Ours [6] [5] [2] Ours

RS232-T1000 100% 40% - 100% 98% 67% - 24%

RS232-T1100 58% 100% - 78% 99% 62% - 25%

RS232-T1200 85% 70% - 91% 100% 52% - 55%

RS232-T1300 97% 22% - 86% 99% 73% - 65%

RS232-T1400 100% 100% - 100% 100% 51% - 15%

RS232-T1500 95% 67% - 82% 99% 66% - 47%

RS232-T1600 90% 78% - 97% 98% 64% - 28%

s15850-T100 33% 89% 61% 81% 100% 76% 99% 96%

s35932-T100 53% 100% - 80% 100% 85% - 99%

s35932-T200 8% 88% 27% 67% 100% 83% 99% 88%

s35932-T300 92% 100% - 100% 100% 59% - 97%

s38417-T100 42% 100% 100% 83% 100% 72% 99% 98%

s38417-T200 33% 73% - 93% 100% 67% - 74%

s38417-T300 98% 75% - 100% 100% 76% - 94%

s38584-T100 16% 100% - 16% 100% 56% - 99%

s38584-T200 - 93% 99% 91% - 83% 98% 93%

s38584-T300 - 89% - 97% - 76% - 93%

Average 67% 81% (72%) 85% 99% 69% (99%) 70%
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