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ARM TrustZone for ARMv8-MΛར༻ͨܰ͠ྔϝϞϦ
อޢRTOS

Տా ஐ໌1 ຊా ৾1

֓ཁɿຊڀݚͰ ARMv8-MͰՃ͞Εͨ TrustZone for ARMv8-MΛ༻͍ͯɼϝϞϦอޢ OSΛΦʔ

όϔουͰ࣮ͨ͠ݱɽۙɼIoTͷ಄ʹΑΓࠐΈιϑτΣΞͷ҆શੑ͕·͢·͢ॏཁͱͳ͍ͬͯΔɽ

҆શੑΛ֬อ͢Δํ๏ͷҰ͕ͭύʔςΟγϣχϯάͰ͋ΓɼϝϞϦอޢͦͷॏཁͳཁૉͰ͋Δ͕ɼطଘ

ͷϝϞϦอޢ OSͰϝϞϦอޢʹΑΓແࢹͰ͖ͳ͍Φʔόϔου͕ൃੜ͢Δ߹͕͋ΔɽຊڀݚҰൠ

తͳϝϞϦอޢ OSͰ༻͍ΒΕΔ MPUΛ༻͍ΔΘΓʹ TrustZoneͷϋʔυΣΞࢧԉػΛར༻͠ɼ

υϝΠϯؒભҠͷϨΠςϯγΛ͢ݮΔํ๏ΛఏҊ͢ΔɽఏҊख๏Λ༻͍Δ͜ͱʹΑΓɼطଘͷϝϞϦอ

ޢ OSͱಉ༷ͷϝϞϦอޢΛɼΑΓ͍ΦʔόϔουͰ࣮ݱͰ͖Δ͜ͱΛࣔͨ͠ɽ

Lightweight RTOS Utilizing TrustZone for ARMv8-M

Kawada Tomoaki1 Honda Shinya1

1. ͡Ίʹ

ۙɼIoTͷ಄ʹΑΓɼΠϯλʔωοτʹଓ͢Δ

ΒΕͨϦιʔݶΈγεςϜͷࠐΈγεςϜ͕૿Ճ͠ɼࠐ

ε੍ͷதͰ҆શੑΛ֬อ͢Δ͜ͱ͕·͢·͢ॏཁԽͯ͠

͍ΔɽࠐΈγεςϜͰ҆શੑΛ֬อ͢Δํ๏ͱͯ͠ɼ

ύʔςΟγϣχϯάߏػΛಋೖ͠ɼ୯ҰγεςϜͷ͋Δ

ιϑτΣΞͷނো͕ଞͷՕॴʹͨ͠ٴΓɼใ͕࿙Ӯ

͢Δ͜ͱΛ͙͜ͱ͕ҰൠతͰ͋ΔɽύʔςΟγϣχϯά

ͷํ๏ͷҰ͕ͭɼϝϞϦۭؒΛอޢରຖʹυϝΠϯͱݺ

ΕΔ୯ҐͰׂ͠υϝΠϯؒͷϝϞϦΞΫηεΛ੍͢ޚ

ΔϝϞϦอޢͰ͋ΓɼTOPPERS/HRP2Χʔωϧ͜Ε

Λ࣮ͨ͠ RTOSʢϦΞϧλΠϜ OSʣͷҰͭͰ͋Δ [1]ɽ

͜͏ͨ͠ϝϞϦอޢ OSɼMPUͱಛݖɾඇಛݖϞʔ

υΛར༻͠ϝϞϦอޢΛ࣮͢ݱΔ͕ɼ͜ΕʹແࢹͰ͖ͳ

͍Φʔόϔου͕͏͜ͱ͕ଟ͍ɽ࣮ࡍɼҰ෦ͷαʔϏε

ίʔϧͷ࣮͕ؒ࣌ߦ 2ഒۙ͘૿Ճ͢Δ͜ͱ͕ใࠂ [1]͞Ε

͓ͯΓɼ·ͨίʔυαΠζ૿Ճ͠ɼখܕͷγεςϜͰ

ϋʔυΣΞίετӨ͢ڹΔ͜ͱ͕͑ߟΒΕΔ͜ͱ͔

1 ՊڀݚେֶେֶӃใՊֶݹ໊
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ΒɼΑΓܰྔͳΞϓϩʔν͕ٻΊΒΕ͍ͯΔɽ

ARMv8-MɼARM͕ࣾ 2015ʹൃදͨ͠ࠐΈ

͚ͷΞʔΩςΫνϟͰ͋ΔɽARMv8-MʹՃ͞Εͨओཁ

ͳػͷҰ͕ͭɼTrustZone for ARMv8-MͰ͋Γɼ͜ͷ

ʹΑΓγεςϜΛϋʔυΣΞϨϕϧͰػ Secure/Non-

Secureͷ 2ͭͷྖҬʹ͠ɼηΩϡΞͳσʔλίʔ

υɼٴͼϋʔυΣΞʹର͢ΔඇηΩϡΞίʔυ͔ΒͷΞ

ΫηεΛ੍ޚͰ͖Δɽ

TrustZone for ARMv8-MͷಛɼSecure/Non-Secure

ؒͷ࣮ߦϞʔυભҠʹඞཁͳॲཧΛϋʔυΣΞଆͰࣗಈ

తʹ͜͏ߦͱ͕Ͱ͖ɼιϑτΣΞͷΦʔόϔουʢ࣮ߦ

Ͱ͖Δ͜ͱͰ͋ΔɽTrustZoneݮɼίʔυαΠζʣΛؒ࣌

for ARMv8-MͷϞσϧैདྷͷϝϞϦอޢ OSͰҰൠత

ͯ͠ࣅϞʔυͷͷͱྨݖɾඇಛݖΕ͖ͯͨಛ͞༺ʹ

͍Δҝɼ͜ΕΛ׆༻͢Δ͜ͱͰϝϞϦอޢ OSΛΑΓ͍

ΦʔόϔουͰ࣮ݱͰ͖Δͱ͑ߟΒΕΔɽ

ຊڀݚͰɼϝϞϦอػޢΛͨ࣋ͳ͍ RTOS Ͱ

͋Δ TOPPERS/ASP3 Λϕʔεͱͯ͠ɼTrustZone for

ARMv8-MʹΑΔΦʔόϔουͳϝϞϦอޢΛ࣮ͨ͠ݱ

ASP3+TZʢTrustZone for ARMv8-MରԠͷ ASP3ʣΛ։

ൃͨ͠ɽ͞Βʹɼ։ൃͨ͠ ASP3+TZʹର͠ධՁ࣮ݧΛߦ
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Non-Secure CallableNon-Secure
SAU

Region

SecureFault

my_task:
  ...
  BLX r5

act_tsk:
  SG
  MOV r4, r0
  LDR ...

secret_func:
  MOV ...

ਤ 1 Non-Secure Callable ྖҬʹδϟϯϓ͢Δࡍͷಈ࡞

Fig. 1 Jumping into a Non-Secure Callable region

͏͜ͱͰɼίʔυमਖ਼ʹΑΓɼैདྷͷϝϞϦอޢ OSΑΓ

͍ΦʔόϔουͰϝϞϦอޢ OSΛ࣮ݱͰ͖Δ͜ͱΛ

ࣔͨ͠ɽޙ࠷ʹɼϕʔεͱͨ͠ ASP3͔Βͷίʔυมྔߋ

ΛධՁ͢Δ͜ͱͰɼ࠷খݶͷίʔυमਖ਼ʹΑΓϝϞϦอޢ

Ͱ͖Δ͜ͱΛࣔͨ͠ɽݱ࣮͕

2. ARMv8-MΞʔΩςΫνϟ

ARMv8-MΞʔΩςΫνϟ [2]ɼARM͕ࣾ 2015ʹ

ൃදͨ͠ɼCortex-MϓϩηοαϑΝϛϦ͚ͷΞʔΩς

ΫνϟͰ͋ΔɽARMv8-M ͷओͳಛɼैདྷ͔Β͋Δ

ARMv7-MͷػʹՃ͑ɼARMv8-M Security Extensions

ʢ߹ʹΑͬͯ Cortex-M Security ExtensionsͱݺΕ

Δ߹͋ΔɽҎԼ CMSEͱུ͢ʣʹରԠͨ͜͠ͱͰ͋

ΔɽCMSE TrustZone for ARMv8-Mʹٕ͍ͨͮجज़Ͱ

͋ΓɼγεςϜΛϋʔυΣΞϨϕϧͰ Secure/Non-Secure

ʹ͢Δ͜ͱͰɼNon-Secure͕ΞΫηεՄͳྖҬΛ

ਫ४ͷηΩϡϦςΟΛ֬อͰ͖Δɽߴɼ͠ݶ੍

2.1 Cortex-M Security Extensions

CMSEͰ SAU (security attribution unit)ٴͼ IDAU

(implementation defined attribution unit)ʹΑΓɼ֤ϝϞ

ϦΞυϨεͷηΩϡϦςΟଐੑΛ (a) Secure (Secure Mode

ͷΈΞΫηεՄ), (b) Non-Secure Callable (Non-Secure

͔Β੍ݶ͖ͰδϟϯϓՄ; ,(ड़ޙ (c) Non-Secure (ৗ

ʹΞΫηεՄ) ͷ͏ͪҰͭʹઃఆͰ͖ΔɽSAUʹΑΔଐ

ੑͷࢦఆํ๏MPUͱྨ͓ͯ͠ࣅΓɼ֤Ϧʔδϣϯͷ্

քɾԼքΞυϨεɾଐੑΛϨδελΛܦ༝ͯ͠ઃఆ͢Δɽ

SG (Secure Gateway) ໋ྩ Non-Secure CallableྖҬ

ͰɼNon-Secure͔ΒδϟϯϓՄͳΞυϨεΛࣔͨ͢

Ίʹɼؔͷઌ಄Ͱ༻͢Δ໋ྩͰ͋ΔɽSGʹδϟϯϓ

ͨ͠߹ɼͦͷ࣌Ͱ Secure ModeͷભҠ͕ࣗಈͰߦ

ΘΕΔ͕ɼͦΕҎ֎ͷ໋ྩʹδϟϯϓͨ͠߹ଈ࠲ʹ

SecureFaultྫ֎͕ൃੜ͢Δʢਤ 1ʣɽ

TT (Test Target) ໋ྩࢦఆ͞ΕͨϝϞϦΞυϨεͷ

ηΩϡϦςΟɾMPUଐੑͷఆΛྩ໋͏ߦͰ͋ΓɼNon-

Secure͔Β͞ΕͨϙΠϯλͷਖ਼ੑͷʹূݕ༻Ͱ͖

Δɽఆର୯ҰͷϝϞϦΞυϨεͰ͋Δ͕ɼ݁Ռʹؚ

·ΕΔ SAU, IDAUͷରԠ͢ΔϦʔδϣϯͷ൪߸Λར༻͢

Δ͜ͱͰɼΞυϨεൣғͷΞΫηεݖΛఆͰ͖Δɽ

3. CMSEΛ༻͍ͨϝϞϦอޢOS

IoT͚ͷࠐΈγεςϜͰɼωοτϫʔΫ্ʹଘࡏ

͢ΔڴҖ͔ΒγεςϜΛอ͢ޢΔҝʹɼωοτϫʔΫؔ࿈

ͷػΛผͷύʔςΟγϣϯʹׂ͢Δ͜ͱ͕·ΕΔɽ

CMSEΛ༻͍ͯ͜ΕΛ࣮͢ݱΔ߹ɼҎԼͷγεςϜߏ

ํ๏͕͑ߟΒΕΔʢਤ 2ʣɽ

ηΩϡΞϥΠϒϥϦํࣜ Secure ଆϥΠϒϥϦࣜܗͱ

ίϯςΩετͷཧߦɼͦͷ࣮͠ڙΛఏػͯ͠

Non-SecureଆͰࣜํ͏ߦͰ͋ΔɽSecureଆͷίϯς

Ωετ Non-Secureଆ͔Β໌ࣔతʹཁͯ͠ٻΓସ

͑Δඞཁ͕͋Δɽ͜ͷํࣜ ARM CMSISʢCortex

Microcontroller Software Interface StandardʣͰఆ

͍ͯ͠ΔํࣜͰ͋ΔɽCMSISͰ Non-Secureଆ͔Β

SecureଆͷίϯςΩετΛΓସ͑ΔͨΊͷڞ௨API

Λఆٛ͠ɼNon-Secureଆͷ RTOS͕͜ͷ APIΛ༻

͢Δ͜ͱΛਪ͍ͯ͠Δ [3]ɽ

͜ͷํࣜɼϓϩάϥϜʹີػใؚ͕·ΕΔ߹

ʹɼఆ͞ΕΔ։ൃऀҎ֎͕ͦͷใʹΞΫηε͢Δ

ϦεΫΛ͍ܰͨ͠ݮ߹ʹద͍ͯ͠Δɽྫ͑ɼϓϩ

άϥϜʹ҉߸ԽݤΛຒΊࠐΉ߹ɼ҉߸ԽػͷΈΛ

SecureଆͰ࣮͠ɼͦΕҎ֎ͷίʔυ Non-Secure

ଆͰ࣮͠ɼSecureଆ͕ఏ͢ڙΔ APIΛհͯ͠҉߸

ԽػΛར༻͢ΔɽNon-Secureଆͷ։ൃऀͨͱ͑

σόοΨΛհͯ͠ SecureଆͷίʔυʹΞΫηε

Ͱ͖ͳ͍ͨΊɼ҉߸ԽݤʹΞΫηεͰ͖Δ։ൃऀͷ

Λ࠷খݶʹͰ͖ɼྲྀ͕ݤग़͢ΔݥةΛେ͖͘ݮΒͤΔɽ

σϡΞϧOSํࣜ Non-Secureଆͱ SecureଆͷͦΕͧΕ

Ͱಠཱͨ͠ OSΛ࣮͢ߦΔํࣜͰ͋Δɽ͜ͷํࣜη

ΩϡΞϥΠϒϥϦํࣜͱྨ͍ͯ͠ࣅΔ͕ɼSecureଆͰ

 OSΛಈͤ͞࡞ΔͨΊɼͦΕͧΕͷྖҬ͕࣮ߦίϯ

ςΩετΛಠཱͯ͠ཧͰ͖Δɽ

SecureଆͰOSΛͭ࣋͜ͱʹΑΓɼSecureଆͰ͑ߦ

Δॲཧͷ෯͕Δ͕ɼ྆ํͷྖҬͰ OSΛ࣮ͤ͞ߦ

ΔͨΊʹɼOSͷίʔυ͕ 2ॏʹඞཁͱͳΔɽ·ͨɼλ

εΫͷ༏ઌͷॊೈੑ͕͘ɼࠞ߹εέδϡʔϦϯά

Λ͏ߦʹ OSͷमਖ਼Λཁ͢ΔɽOSͷڥքΛӽ͑ͯ

αʔϏείʔϧΛൃ͢ߦΔ͜ͱ؆୯Ͱͳ͘ OSؒ

௨৴͕ඞཁͰ͋ΓɼSecureଆͱ Non-Secureଆ͕ີ

ʹ࿈͢ܞΔ͜ͱ͕ٻΊΒΕΔγεςϜʹ͔ͳ͍ɽ

ຊڀݚͰɼҎ্Ͱํͨ͛ڍ๏ͱҟͳΔɼγϯάϧγ

εςϜΠϝʔδʢSSIʣํࣜΛఏҊ͢ΔɽSSI ํࣜɼ୯

Ұͷ OSɾόΠφϦ͕ Non-Secureͱ Secureͷ྆ଆͷ੍ޚ

Λࣜํ͏ߦͰ͋Δɽલʹड़ͨํࣜͱେ͖͘ҟͳΔɼ

Non-Secureͱ SecureͰόΠφϦΛͤͣ୯Ұͷγες

ϜΠϝʔδͱͯ͠ѻ͏Ͱ͋ΓɼηΩϡΞϥΠϒϥϦํࣜ

͕ఆ͢ΔΑ͏ͳɼ։ൃνʔϜͰͷີػใͷີݫͳ
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Non-Secure Mode Secure Mode

Non-Secure OS

Non-Secure Task

Non-Secure Task

Secure Code

(a) セキュアライブラリ方式

Context

Context

Non-Secure Mode Secure Mode

Non-Secure OS

Non-Secure Task

Non-Secure Task

Secure OS

Secure Task

Secure Task

(b) デュアル OS方式

Non-Secure Mode Secure Mode

Non-Secure Task

Non-Secure Task

Secure OS

Secure Task

Secure Task

(c) シングルシステムイメージ方式

ਤ 2 CMSE Λ༻͍ͨγεςϜߏํ๏

Fig. 2 System architectures for CMSE

ཧʹ͔ͳ͍ɽ

͜ͷํࣜچདྷͷϦϯάϓϩςΫγϣϯΛ༻͍ͨϝϞϦ

อޢRTOSʹྨ͍ͯ͠ࣅΔɽଞͷํࣜͱൺΔͱ୯Ұͷό

ΠφϦͷΈΛ։ൃ͢ΔͨΊ։ൃޮ͕ྑ͘ɼ͞ΒʹҰͭͷ

OS͕྆ํͷྖҬΛཧ͢ΔͨΊɼॊೈͳεέδϡʔϦϯ

ά͕ՄͰ͋ΔɽηΩϡΞϥΠϒϥϦํࣜͱൺֱ͢Δͱɼ

ηΩϡΞϥΠϒϥϦํࣜͰ Non-Secureଆͷ RTOS͕ί

ϯςΩετεΠον͢Δຖʹ Secureଆ͕ఏ͢ڙΔ APIΛ

ग़ͯ͠ݺ SecureଆͷίϯςΩετΛΓସ͑Δඞཁ͕͋

Δ͕ɼ͜ͷํࣜͰ RTOS͕྆ํͷίϯςΩετΛૢ

Ͱ͖ΔҝɼίϯςΩετεΠονʹΑΔԆ͕গͳ͍ɽ࡞

·ͨɼσϡΞϧ OSํࣜͱൺֱͯ͠ɼOSΛ 2ॏʹىಈ

͢Δ͜ͱʹΑΔΦʔόϔου͕ͳ͍ɽ

ҰํͰɼ͜ͷํࣜͰ OS྆ํͷྖҬΛྀͨ͠ߟॲཧ

Λ͏ߦඞཁ͕͋ΔͨΊɼଞͷํࣜͰ OS Λಈͤ͞࡞Δ

߹ΑΓɼΦʔόϔου͕૿Ճ͢ΔՄੑ͕͋Δɽྫ͑

ɼNon-SecureଆͰͷαʔϏείʔϧͷݺग़͠ɼSecure

ModeͷΓସ͕͑ඞཁͱͳΔҝɼ࣮ؒ࣌ߦͷӨߟ͕ڹ

͑ΒΕΔɽ͔͠͠ɼCMSEͰ͜͏ͨ͠ϞʔυͷΓସ͑

Λ͏ݺग़͠ΛϋʔυΣΞͷࢧԉʹΑΓߴԽ͢Δߏػ

Λඋ͍͑ͯΔҝɼಉ͜͡ͱΛچདྷͷϝϞϦอޢ RTOSΑΓ

ང͔ʹগͳ͍ΦʔόϔουͰ࣮ݱͰ͖ΔͱࢥΘΕΔɽ

4. ઃܭ

ASP3+TZͷجຊతͳํ͑ߟɼΧʔωϧͱγεςϜυ

ϝΠϯৗʹ Secure ModeͰಈ͠࡞ɼϢʔβυϝΠϯͷ

ίʔυΛ Non-Secure ModeͰಈ࡞Ͱ͖ΔΑ͏ʹ͢Δ͜ͱ

ͰɼΧʔωϧυϝΠϯͱϢʔβυϝΠϯͷ 2छྨͷอޢυ

ϝΠϯΛ࣮͢ݱΔ͜ͱͰ͋ΔɽϢʔβυϝΠϯͷλεΫ

Non-Secure ModeͰ࣮͞ߦΕɼΞΫηεՄͳϝϞϦྖҬ

 SAUٴͼ IDAUʹΑΓఆٛ͞ΕΔηΩϡϦςΟଐੑʹ

Α੍ͬͯ͞ݶΕΔɽαʔϏείʔϧͷݺग़͠ʹγεςϜ

υϝΠϯͷભҠ͕ඞཁͰ͋Δ͕ɼ͜Ε secure gatewayΛ

ʢਤ͏ߦ༝ͯ͠ܦ 3ʣɽ

HRP2Ͱ֦ுαʔϏείʔϧʹΑΓɼγεςϜυϝΠ

ϯͷؔͷΞΫηεΛϢʔβυϝΠϯʹఏ͍ͨͯ͠ڙɽ

ASP3+TZͰ secure gatewayΛܦ༝͢Δ͜ͱͰಉ༷ͷ͜

ͱ͕ՄͰ͋Δ͕ɼͦ ΕʹՃ͑ɼͦ ͷٯͱͳΔɼϢʔβυϝ

Non-Secure Mode Secure Mode

Kernel

System Domain

User Domain

Interrupts

via secure gate

via BLXNS

ਤ 3 ASP3+TZ ͷ֓೦ਤ

Fig. 3 The concept of ASP3+TZ

ΠϯͷؔʢඇಛؔݖʣΛγεςϜυϝΠϯ͔Β CMSE

Λߴ͠༺׆ʹݺग़͢͜ͱ͑ߟΒΕΔɽ͜ͷ߹ɼϢʔ

βυϝΠϯͰൃੜͨ͠ྫ֎Λ҆શʹγεςϜυϝΠϯͰॲ

ཧ͢Δํ๏͕ඞཁʹͳΔͱࢥΘΕΔɽ

ϢʔβυϝΠϯʹ͍ͭͯɼෳݸଘͤ͞ࡏɼυϝΠϯ

ؒͷΞΫηεΛ੍ͨ͠ݶΓɼυϝΠϯຖʹݸผʹϖϦϑΣ

ϥϧΧʔωϧΦϒδΣΫτͷΞΫηεݖΛઃఆ͢Δ͜

ͱ͑ߟΒΕΔɽύʔςΟγϣχϯάΛ͏ߦతͷҰͭ

ΞϓϦέʔγϣϯͷނোʹΑΔӨڹΛࡏہԽͤ͞Δ͜ͱͰ

͋Γɼػ͝ͱʹυϝΠϯΛ͔͘ࡉׂ͢Δ͜ͱͰɼނো

ൃੜ࣌ͷӨڹΛ࠷খݶʹ͠ɼނোͷੳʹཁ͢ΔؒظΛ

ॖ͢Δ͜ͱ͕Ͱ͖Δɽ͜͏ͨ͠ํ͑ߟجຊతʹچདྷͷ

ϝϞϦอޢ OSͰมΘΒͳ͍͕ɼASP3+TZͦͷΦʔ

όϔουͷ͞ͷҝɼΑΓੵۃతʹυϝΠϯͷׂΛ͑ߦ

ΔΑ͏ʹͳΔՄੑ͕͋Δɽ

·ͨɼHRP2ͰΦʔόϔουͷେ͖͔͞Β࣮͕ආ͚

ΒΕ͖ͯͨϢʔβυϝΠϯ্ͷ ISRͷ࣮ݕ౼͍ͯ͠

ΔɽAUTOSAR OSඪ४֨ن [4]Ͱ OS applicationͰ

ISRΛੜ͢Δํ๏ʹ͍ͭͯఆ͍ٛͯ͠ΔҰํͰɼಛݖɾ

ඇಛݖϞʔυΛར༻ͨ͠ϝϞϦอޢ OSͰ݁ہγεςϜ

υϝΠϯͰىಈͨ͠ ISR͔ΒϢʔβυϝΠϯͷΤϯτϦϙ

ΠϯτؔΛݺͿඞཁ͕͋ΔҝɼHRP2Ͱ OSͷػͱ

ͯ͠ϢʔβυϝΠϯ্ͷ ISRఏ͍ͯ͠ڙͳ͍ɽCMSE

Ͱ Secure/Non-SecureͰಠׂཱͨ͠ࠐΈϕΫλςʔϒϧ

Λͭ࣋ҝɼιϑτΣΞʹΑΔհࡏແ͠ʹϢʔβυϝΠϯ

Ͱ ISRΛىಈ͢Δ͜ͱ͕ՄͰ͋Δɽ

5. ࣮

Ҏ্Ͱड़ͨઃ͍ͯͮجʹܭɼASP3+TZͷ࣮Λͬߦ
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ͨɽͨͩ࣌͠ݱͰ࣮Λൣͨͬߦғ෦తͰ͋Γɼෳ

ϢʔβυϝΠϯͷαϙʔτͱɼΧʔωϧΦϒδΣΫτͷ

ΞΫηε੍ޚʢηϚϑΥͷΦϒδΣΫτʹΞΫηεͰ͖

ΔυϝΠϯΛ੍͢ݶΔػʣɼඇಛؔݖɼٴͼϢʔβυϝ

Πϯ্ͷ ISR࣮Λ͍ͯͬߦͳ͍ɽ͜ΕΒͷػʹ͍ͭ

ͯɼ࣮ޙࠓΛݕ౼͍ͯ͠Δɽ

ASP3+TZͷ࣮ํҎԼͷ௨ΓͰ͋Δɽ

( 1 ) ϝϞϦอߏػޢΛͨ࣋ͳ͍ RTOSͷ࣮Ͱ͋Δ ASP3

Λϕʔεͱ͠ɼมྔߋΛ࠷খݶʹ͢ΔɽಛʹɼΧʔω

ϧͷίΞͷमਖ਼࠷খݶʹ͠ɼՄͳݶΓΞʔΩς

Ϋνϟґଘ෦ͷίΞͱಠཱͨ͠෦ͷίʔυमਖ਼ٴ

ͼՃͷΈͰ࣮͢ݱΔɽ

( 2 ) খԽɽ࠷Φʔόϔουͷ࣌ߦ࣮

Ҏ্ͷํΛ࣮͢ݱΔͨΊʹɼCMSEͷػΛੵۃతʹར

༻ͨ͠ɽ۩ମతͳ࣮߲ҎԼͷ௨ΓͰ͋Δɽ

5.1 αʔϏείʔϧ༻ Secure Gateͷ࣮

ଟ͘ͷαʔϏείʔϧΧʔωϧ෦ͷঢ়ଶΛૢ͢࡞Δ

ҝɼSecure ModeͰ࣮͠ߦͳ͚ΕͳΒͳ͍ɽ͕ͨͬͯ͠ɼ

γεςϜυϝΠϯ͔Βݺग़͢߹ैདྷ௨Γ௨ৗͷؔݺ

ग़͠ͰेͰ͋ΔҰํɼϢʔβυϝΠϯͰ͜ΕΒΛݺग़͢

ҝʹ Secure ModeͷΓସ͕͑ඞཁͰ͋ΔɽCMSE

Ͱ Non-Secure CallableϦʔδϣϯͷ SG໋ྩδϟ

ϯϓ͢Δ͜ͱʹΑΓɼ͜ͷΓସ͑ΛࣗಈͰ͑ߦΔɽ

Γସ͑ͷࡍɼLRʢϦλʔϯΞυϨεϨδελʣͷ࠷ԼҐ

Ϗοτ͕ 0ʹม͞ߋΕɼϦλʔϯઌ͕ Non-SecureͰ͋Δ

͜ͱΛද͢ͱͳΔ*1ɽϦλʔϯ͢ΔࡍʹɼϦλʔϯઌ

͕ Non-SecureͰ͋ΔҝɼBXNS໋ྩΛ༻͢Δɽ

Non-Secure CallableϦʔδϣϯʹஔͨ͠ɼઌ಄ʹ SG

໋ྩΛͭ࣋ɼαʔϏείʔϧͷڮ͠Λؔ͏ߦΛ se-

cure gateway ͱݺͼɼରԠ͢ΔαʔϏείʔϧͷ໊લʹ

ns_ͱ͍͏ϓϨϑΟοΫεΛՃͨ͠ͷΛͦͷ໊લͱ͠

ͨʢϢʔβυϝΠϯ͔Β͜ͷ໊લͰݺग़͢ʣɽਤ 4 

secure gatewayͷྫͰ͋ΔɽSecure gatewayͷ SG໋ྩʹ

ΑΓ Secure ModeͷΓସ͑ࣗಈతʹߦΘΕΔͷ

ͷɼιϑτΣΞʹΑΓ͍͔ͭ͘ͷՃͷॲཧ͕ඞཁͰ

͋Δɽ

ϙΠϯλͷূݕ αʔϏείʔϧʹϙΠϯλΛ͢

ͷ͕Ұ෦ଘ͢ࡏΔɽαʔϏείʔϧͷຊମ Secure

ModeͰ࣮͞ߦΕΔҝɼҾͱͯ͠ SecureϦʔδϣϯ

ͷϙΠϯλΛࢦఆ͢Δ͜ͱʹΑΓڐՄ͞Ε͍ͯͳ

͍ྖҬͷΛෆਖ਼ʹૢ͢࡞Δ͜ͱ͕Մͱͳͬͯ͠·

͏ɽ͜ͷͨΊɼCMSE͕ఏ͢ڙΔ TT໋ྩʹΑΓɼϙ

Πϯλ͕ྖ͢ࢦҬͷΞΫηεݖใΛऔಘ͠ɼΞΫη

*1 ͜ͷॲཧ͕ࣗಈͰߦΘΕΔͷɼLRΛ SecureϦʔδϣϯͷҙ
ͷؔʹมͯ͠ߋ SG Λݺग़͑͢ߟ͕ܸ߈ΒΕΔҝͰ͋ΔɽLR
Λ࠷ԼҐϏοτ͕ 0 ͷΞυϨε͓͚ͯ͠ɼBXNS ໋ྩͰϦλʔ
ϯ͢Δࠩ࠷ॳʹ Non-Secure Mode ͷΓସ͕͑ߦΘΕΔ
ҝɼSecure Ϧʔδϣϯʹδϟϯϓͯ͠ྫ֎͕ൃੜ͢Δɽ

ns_act_tsk:

sg

push {lr}

bl act_tsk

pop {lr}

mov r1, #0

mov r2, #0

mov r3, #0

mov ip, #0

msr apsr_nzcvq, r1

bxns lr

:ࠨ ϙΠϯλΛ͞ͳ͍αʔϏ

είʔϧͷ secure gateway

ӈ: ୈ 4Ҿͷ 32Ϗοτ

ͷϙΠϯλͷΞΫηεݖΛ TT໋

ྩʹΑΓ͍ͯ͠ূݕΔɽ

ns_wai_flg:

sg

push {r4, lr}

tst r3, #3

tt r4, r3

bne sg_perm_check2_fail

tst r4, #TT_RESP_NSRW

beq sg_perm_check2_fail

bl wai_flg

pop {r4, lr}

mov r1, #0

mov r2, #0

mov r3, #0

mov ip, #0

msr apsr_nzcvq, r1

bxns lr

ਤ 4 Secure gateway ͷྫ

Fig. 4 An example of secure gateway

ε͕͞ࢭېΕ͍ͯΔ߹ΤϥʔΛฦ͢ॲཧ͕ඞཁ͋

Δʢਤ 4ӈʣɽ

ϙΠϯλͷূݕʹ͍ͭͯαʔϏείʔϧͷຊମଆ

Ͱ࣮͢Δ͜ͱ͑ߟΒΕΔ͕ɼݺͼग़͠ݩυϝΠϯ

ʹΑΓ͕ذඞཁͳҝɼsecure gatewayͰͷ࣮ʹཹ

Ίͨɽ

ϨδελͷΫϦΞ Secure Mode ͱ Non-Secure Mode Ͱ

όϯΫ͞Ε͍ͯΔϨδελ SPͷ͘͝Ұ෦ʹݶΒ

ΕΔɽ͜ͷͨΊɼαʔϏείʔϧ͔Β෮ͦޙͨ͠ؼ

ͷ·· Non-SecureଆʹϦλʔϯ͢ΔͱɼϨδελʹ

Ε͕͋Δɽਤڪใ͕࿙ΕΔີػ͔Βͨͬ 4ͷ྆

ํͷྫͰ r0-r3ΛΫϦΞ͍ͯ͠Δͷ͜ΕΛ͙ҝͰ

͋Δɽ

5.2 Non-SecureελοΫͷՃ

֤λεΫʹର͠ɼNon-Secure Mode ༻ͷελοΫྖҬ

͕ՃͰੜ͞ΕΔΑ͏ʹͨ͠ɽՃͷελοΫྖҬ͕

ඞཁͰ͋Δཧ༝ෳ͋Δɽ·ͣɼϢʔβυϝΠϯͷλ

εΫͰɼλεΫ Non-Secure Mode Ͱىಈ͞ΕΔ͕ɼ

αʔϏείʔϧͷ࣮ߦத Secure Mode ʹΓସΘΔɽ

Non-Secure ModeͰ࣮͢ߦΔ͜ͱΛՄʹ͢Δʹελο

ΫΛ Non-SecureϦʔδϣϯͱ͢Δඞཁ͕͋Γɼಉ͡ྖҬ

Λ Secure Mode͔Β༻ͯ͠͠·͏ͱɼαʔϏείʔ

ϧͷ࣮ߦதʹଞͷϢʔβλεΫ͔ΒΧʔωϧ͕༻͍ͯ͠

ΔελοΫྖҬ্ͷσʔλΛૢ͞࡞ΕΔ͕ݥةੜ͡Δɽ

͏Ұͭͷཧ༝ɼελοΫϙΠϯλ͕ Secure/Non-Secure

Mode ͰόϯΫ͞Ε͍ͯΔͱ͍͏ ARMv8-M ͷىʹ༷

Ҽ͢ΔͷͰ͋Δɽ͜ͷͨΊɼಉ͡ྖҬΛڞ༗͢Δʹɼ

αʔϏείʔϧͷઌ಄Ͱ Non-Secure༻ελοΫϙΠϯλ

Λ Secure༻ελοΫϙΠϯλʹίϐʔ͢Δඞཁ͕͋Γɼͦ

ͷΘ͔ͣͳ͕ΒԆ͕૿Ճͯ͠͠·͏ɽ

Ҏ্ͷཧ༝͔ΒɼΧʔωϧίϯϑΟΪϡϨʔλʹରͯ͠
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मਖ਼Λ͍ߦɼՃͷελοΫྖҬ͕ੜ͞ΕΔΑ͏ʹͨ͠ɽ

5.3 σΟεύονϟͷมߋ

લͷηΫγϣϯͰड़ͨΑ͏ʹɼARMv8-M Ͱε

λοΫϙΠϯλ͕ Secure/Non-Secure ModeͰόϯΫ͞Ε

͓ͯΓɼίϯςΫετεΠονͷࡍʹ྆ํͷελοΫϙΠ

ϯλΛอଘɾ෮͢ݩΔඞཁ͕͋ΓɼσΟεύονϟͷมߋ

͕ඞཁͱͳͬͨɽ

σΟεύονͷࡍɼελοϓϙΠϯλΛ෮͢ݩΔ͚ͩͰ

ͳ͘ɼਖ਼͍͠ϓϩηοαϞʔυʢNon-Secure/Secureʣͷ

ସΛ͏ߦඞཁ͕͋ΔɽλεΫ͔ΒσΟεύονϟʹೖΔ

ʹ PendSVCྫ֎Λൃੜͤ͞Δ͕ɼͦͷࡍʹ LRϨδε

λʹલͷϓϩηοαϞʔυʹґଘͨ͠ʢEXC_RETURNʣ

͕֨ೲ͞ΕΔɽλεΫʹ෮ͤ͞ؼΔࡍɼ୯७ʹͦͷΛ

PCʹॻ͖ࠐΉ͚ͩͰΑ͘ɼϓϩηοαϞʔυͦͷʹ

Ԡͯࣗ͡ಈతʹదͳঢ়ଶʹઃఆ͞ΕΔɽ

5.4 ϦϯΧεΫϦϓτ

SAUΛίϯϑΟΪϡϨʔγϣϯ͠ϝϞϦͷηΩϡϦςΟ

ଐੑΛઃఆ͢Δҝʹɼ֤υϝΠϯʹଐ͢Δมίʔυ

͕ଐ͢ΔΞυϨεൣғͷใ͕ඞཁͰ͋Δɽ͜ͷͨΊɼϦ

ϯΧεΫϦϓτʹΑΓ֤υϝΠϯͷγϯϘϧ͕·ͱ·ͬ

ͨൣғʹఆٛ͞ΕΔΑ͏ʹ͠ɼͦͷલޙʹϦϯΧγϯϘϧ

͕ੜ͞ΕΔΑ͏ʹͨ͠ɽΧʔωϧͷλʔήοτґଘ෦ͷ

ॳظԽίʔυͰɼͦͷγϯϘϧͷΞυϨεΛ༻ͯ͠ɼ

SAUͷίϯϑΟΪϡϨʔγϣϯΛ͏ߦɽ

6. ධՁ

։ൃͨ͠ASP3+TZͷαʔϏείʔϧͷ࣮ؒ࣌ߦΛܭଌ

͠ɼϝϞϦอߏػޢΛͨ࣋ͳ͍ RTOSͷ࣮Ͱ͋Δ ASP3

ͱൺֱ͢Δ͜ͱʹΑΓɼΦʔόϔουͷධՁΛͨͬߦɽͦ

ͷޙɼASP3+TZΛ࣮͢Δࡍʹमਖ਼Λཁͨ͠ߦΛܭଌ

͢Δ͜ͱͰɼίʔυมྔߋͷධՁΛͨͬߦɽ

6.1 ධՁڥ

ධՁ༻ͷλʔήοτϘʔυͱͯ͠ɼARMࣾͷ Cortex-

M Prototyping SystemʢMPS2ʣΛ༻ͨ͠ɽMPS2 

FPGAΛ͓ͯ͠ࡌΓɼFPGAΠϝʔδΛॻ͖ࠐΉ͜ͱ

Ͱ֤छ Cortex-M ίΞΛ༻ͨ͠։ൃΛ͜͏ߦͱ͕Ͱ͖

Δɽຊ࣮ݧͰ FPGAΠϝʔδͱͯ͠ Cortex-M33 exam-

ple IoT FPGA image for MPS2+ͷͷΛ༻ͨ͠ɽ͜

ͷΠϝʔδ ARMv8-M Mainline Profileͷ Cortex-M33

ϓϩηοαͱ CoreLink SIE-200 System IPؚ͕·Ε͓ͯ

Γɼ25MHzͰಈ͢࡞Δɽϓϩηοα AHB5ٴͼ AHB5

Memory Protection ControllerʢMPCʣΛܦ༝ͯ͠ج൘্

ͷܭ 8MBͷγϯάϧαΠΫϧ SRAMͱ 16ϏοτόεͰ

ଓ͞Ε͓ͯΓɼ͜͜ʹίʔυͱσʔλΛஔͰ͖Δɽ·

ͨɼUARTΠϯλϑΣʔεΛଂ͓ͯ͠Γɼ͜ΕΛհͯ͠

KernelTask1

task1:
  ...
  mark_start();
  BL act_tsk
  mark_end();
  BX lr

act_tsk:
  MOV r4, r0

  ...

  BX lr

KernelTask1

task1:
  ...
  mark_start();
  BL act_tsk

Task2

task2:
  mark_end();

act_tsk:
  MOV r4, r0
  ...
dispatcher:
  ...
  BX lr

(a) without dispatch (b) with dispatch

ਤ 5 act tsk ͷ࣮ؒ࣌ߦͷܭଌํ๏

Fig. 5 The method for measuring the run time of act tsk.
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ਤ 6 αʔϏείʔϧͷݺग़͠Φʔόϔουͷൺֱ

Fig. 6 The overhead comparison of the service call.

PCͱ௨৴Λ͜͏ߦͱ͕Ͱ͖Δɽ

6.2 Φʔόϔου࣌ߦ࣮

ASP3+TZʹ͓͚ΔαʔϏείʔϧ act_tskͷ࣮ؒ࣌ߦ

Λܭଌ͠ɼASP3ʢඇϝϞϦอޢ OSʣΛج४ͱͨ͠ͱ͖ͷ

૿ՃΛٻΊΔධՁΛͨͬߦɽact_tsk TOPPERSୈ

3ੈΧʔωϧ౷߹༷ॻ [5]Ͱఆٛ͞Ε͍ͯΔɼλεΫ

Λىಈ͢ΔαʔϏείʔϧͰ͋Δɽact_tsk࣮ߦதλε

ΫͱରλεΫͷ༏ઌͷ૬ରؔʹΑͬͯɼ(a)σΟε

ύον͕ൃੜ͠ͳ͍߹ͱ (b)ൃੜ͢Δ߹ͷ 2௨Γͷಈ

ɽ͜ͷͨΊɼ(a)ͷ߹͏ߦΛ࡞ act_tskΛݺग़͔ͯ͠

ΒϦλʔϯ͢Δ·Ͱͷؒ࣌ɼ(b)ͷ߹ act_tskΛݺग़

͔ͯ͠ΒରλεΫͷ࠷ॳͷεςʔτϝϯτ͕࣮͞ߦΕΔ

·Ͱͷؒ࣌Λܭଌͨ͠ɽ͞ΒʹɼASP3+TZͰݺग़͠ݩ

ͷυϝΠϯʢϢʔβ/γεςϜʣͷҧ͍͕͋Γɼ͞Βʹ (b)

ͷ߹ʹ͍ͭͯݺग़͠ઌͷυϝΠϯͷҧ͍͋ΔͨΊɼ

֤߹ͤʹ͍ͭͯܭଌΛͨͬߦɽ

ൺֱରͱͯ͠ɼTOPPERS/ASPʢඇϝϞϦอޢ OSʣ

ͱHRP2Ͱಉ༷ͷܭଌΛͨͬߦͱ͖ͷ݁Ռ [1]Λݩʹͯ͠ɼ

HRP2Ͱͷ࣮ؒ࣌ߦͷ૿ՃΛٻΊͨͷΛ༻ͨ͠ɽݺ

ग़͕͠ݩγεςϜɼݺग़͠ઌ͕ϢʔβυϝΠϯͷ߹ͷܭ

ଌ݁Ռ͕ͳ͘ൺֱͰ͖ͳ͍ҝɼ͜ͷ߹ͤܭଌΛͯͬߦ

͍ͳ͍ɽͳ͓ධՁ͕ڥຊڀݚͰ༻͍ͨͷͱҟͳΔ͕ɼ

͜Ε͕࣮ؒ࣌ߦͷ૿ՃྔͰͳ͘૿ՃΛ༻͍ͨཧ༝Ͱ͋Δɽ

6.2.1 ݁Ռɾߟ

֤ϝϞϦอޢRTOSʢASP3+TZ/HRP2ʣͷ act_tskͷ

ͷ૿ՃΛਤؒ࣌ߦ࣮ 6ʹࣔ͢ɽHRP2ͷ݁Ռ جʹ[1]

ͮ͘ɽ

c⃝ 2017 Information Processing Society of Japan 5

Vol.2017-ARC-225 No.33
Vol.2017-SLDM-179 No.33

Vol.2017-EMB-44 No.33
2017/3/10



ใॲཧֶձڀݚใࠂ
IPSJ SIG Technical Report

200044: f000 b82c b.w 2000a0 <__ns_act_tsk_veneer>

002000a0 <__ns_act_tsk_veneer>:

2000a0: f85f f000 ldr.w pc, [pc]

10000114 <ns_act_tsk>:

10000114: e97f e97f sg

10000118: b500 push {lr}

1000011a: f002 fb89 bl 10002830 <act_tsk>

10002830 <act_tsk>:

__ns_act_tsk_veneer  long jump (b ໋ྩͰࢀরෆՄͳൣғ
ͷδϟϯϓ) Λ࣮͢ݱΔҝʹϦϯΧ͕ࣗಈੜͨؔ͠Ͱ͋Δɽ

ਤ 7 ASP3+TZͷϢʔβυϝΠϯ͔Β act tskΛݺग़ͨ͠ࡍʹ࣮

ΕΔ໋ྩྻ͞ߦ

Fig. 7 The instruction sequence executed during the call to

act tsk from the user domain in ASP3+TZ.

ਤ 6ͷ݁ՌɼASP3+TZ੍͍͔͕ͭ͋͘Δͷͷɼ

HRP2ͱൺֱͯ͠େ෯ʹ͍ΦʔόϔουͰϝϞϦอޢΛ

Ͱ͖Δ͜ͱΛ͍ࣔͯ͠Δɽݱ࣮

͜ͷΑ͏ͳ͕ࠩੜͨ͡ཧ༝ͷҰͭͱͯ͠ɼϢʔβυϝΠ

ϯ͔ΒαʔϏείʔϧΛݺग़͢͞ߦ࣮ʹࡍΕΔ໋ྩʹେ

͖ͳ͕ࠩ͋Δ͜ͱ͕͑ߟΒΕΔɽͲͪΒͷυϝΠϯ͔Βݺ

ग़ͨ͠߹Ͱ࠷ऴతʹΧʔωϧʹ͋ΔαʔϏείʔ

ϧͷຊମʹ୧Γண͕͘ɼϢʔβυϝΠϯ͔Βݺग़͢߹

ϞʔυͷભҠʹՃͷॲཧ͕ඞཁͰ͋ΔɽHRP2Ͱ͜

ͷॲཧʹඞཁͳ໋ྩ 33໋ྩͰ͋Δ͕ɼASP3+TZͰ

ͦΕΑΓେ෯ʹগͳ͍ 5໋ྩͰࡁΜͰ͍ͨʢਤ 7ʣɽ4આ

ͰϢʔβυϝΠϯͷࡉԽʹΑΓނোΛࡏہԽͰ͖Δ͜ͱ

ʹ͍ͭͯड़͕ͨɼ͜ͷ݁Ռɼେ͖ͳΦʔόϔουΛੜ

͡Δ͜ͱͳ͘ΑΓଟ͘ͷίʔυΛϢʔβυϝΠϯͰ࣮͢ߦ

Δ͜ͱ͕ՄͰ͋Γɼͦͷ݁ՌɼΑΓີݫͳΞΫηεݶݖ

ͷઃఆ͕ՄʹͳΔ͜ͱΛҙຯ͍ͯ͠Δɽ

6.3 Χʔωϧͷίʔυมྔߋ

ASP3+TZͷ࣮ํɼ࠷খݶͷมߋͰɼϝϞϦอޢ

OSΛ࣮͢ݱΔ͜ͱͰ͋Δͱड़ͨɽͦ͜Ͱɼ͜ͷํͷ

ୡ߹͍Λ͢ূݕΔҝʹɼ։ൃͨ͠ ASP3+TZͱݩͱ

ͳͬͨ ASP3ͷιʔείʔυΛߦ୯ҐͰൺֱ͢Δ͜ͱͰɼ

ίʔυมྔߋͷධՁΛͨͬߦɽ

݁ՌΛද 1ʹࣔ͢ɽΞʔΩςΫνϟґଘ෦ͱඇґଘ෦ͷ

྆ํʹ͍ͭͯɼมྔߋ 1ׂఔʹཹ·͍ͬͯΔ͜ͱ͕

֬ೝͰ͖Δɽಛʹɼඇґଘ෦ͷมྔߋඇৗʹগͳ͍ɽ͜

ͷඇґଘ෦ͷมߋΧʔωϧίϯϑΟΪϡϨʔλͷमਖ਼

ͰɼNon-SecureελοΫΛੜ͢ΔΑ͏ʹ͢ΔͨΊͷͷ

Ͱ͋ΔɽҎ্ͷ݁Ռ͔ΒɼΧʔωϧͷίʔυมྔߋΛ࠷খ

ΒΕΔɽ͑ߟΔͱ͍͏ඪेʹୡͰ͖͍ͯΔͱ͢ʹݶ

7. ͓ΘΓʹ

IoT͚ͷࠐΈγεςϜ͍҆ߴશੑ͕ٻΊΒΕ͓ͯ

ΓɼύʔςΟγϣχϯάʹΑΓυϝΠϯؒͷΞΫηεΛ੍

ใͷ࿙ӮΛ͙͜ͱ͕ॏཁͰ͋Δɽٴোͷނɼ͠ݶ

ද 1 Χʔωϧͷίʔυมߦߋ

Table 1 Kernel code additions and deletions

ίʔυ ASP3 SLoC Ճ আ

ΞʔΩςΫνϟґଘ෦ 1884 233 23

ඇґଘ෦ 7502 25 3

͔͠͠ɼैདྷܕͷϝϞϦอޢ RTOSϝϞϦอޢͷಋೖʹ

ΑΓେ͖ͳΦʔόϔουΛੜ͡Δͱ͍͏͕ܽ͋ͬͨɽͦ

͜ͰຊจͰɼैདྷͷϝϞϦอޢ RTOSͷܽΛࠀ͢

ΔɼTrustZone for ARMv8-MΛ༻͍ͨܰྔͳϝϞϦอޢ

RTOS ASP3+TZ ͷ࣮ํݱ๏ʹ͍ͭͯड़ͨɽASP3+TZ

ϝϞϦอߏػޢΛͨ࣋ͳ͍ RTOSͰ͋Δ ASP3Λϕʔ

εͱ͍ͯ͠Δɽ։ൃͨ͠ASP3+TZʹର͠αʔϏείʔϧ

ͷΦʔόϔουͷධՁΛ͍ߦɼطଘͷϝϞϦอޢ OSͱൺ

ֱͯ͠ඇৗʹগͳ͍ΦʔόϔουͰϝϞϦอޢΛ࣮ݱͰ͖

Δ͜ͱΛࣔͨ͠ɽ͞Βʹɼϕʔεͱͨ͠ ASP3͔Βͷίʔ

υमਖ਼ྔΛൺֱΛ͜͏ߦͱͰɼ࠷খݶͷมߋͰ ASP3+TZ

Λ࣮ݱͰ͖Δ͜ͱΛࣔͨ͠ɽ

Ε͍ͯΔ՝ɼHRP2͞Ͱ࣌ݱ ʹ͋ΔΑ͏ͳ࣌

ؒอޢΦϒδΣΫτͷΞΫηεޚ੍ݖʹରԠ͢Δ͜ͱ

Ͱ͋Δɽ͜ΕΒύʔςΟγϣχϯάʹඞཁෆՄܽͳཁ

ૉͰ͋ΓɼएׯͷΦʔόϔουΛ࣮͕ͬͯ·Ε

Δɽ·ͨɼTrustZone for ARMv8-MͰׂࠐΈʹରͯ͠

 Secure/Non-Secureઃఆ͕͑ߦɼϋʔυΣΞʹΑΓࣗ

ಈతʹϞʔυͷભҠ͕͑ߦΔ͜ͱ͔Βɼ͜ΕΛར༻ׂͯ͠

͍ͭʹΔํ๏͢ߦΈϋϯυϥΛϢʔβυϝΠϯͰ࣮ࠐ

ͯݕ౼͢Δ༧ఆͰ͋Δɽ
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