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TorΛར༻ͯࣔ͠ܝ൘ॻ͖ࠐΈΛ͏ߦϢʔβͷಛఆख๏

൧ా ՅҰ1 ٢Ӝ 1ߊل

֓ཁɿۙͰݸਓใอޢͷҙ͕ࣝߴ·͓ͬͯΓɼݸਓใΛ෬ͤͨ··ͷ௨৴ΛՄʹ͢Δಗ໊Խ௨
৴͕͞Ε͍ͯΔɽಗ໊Խ௨৴Λ࣮͢ݱΔͷͰ࠷ී͍ͯ͠ٴΔͷ Tor(The Onion Router) Ͱ͋

ΔɽTorΠϯλʔωοτʹ͓͍ͯ௨৴ܦ࿏ͷಗ໊ԽΛ࣮ݱͰ͖Δ͕ɼ͜ͷಗ໊Խͷ൜ࡑར༻͕ඇৗʹଟ

͘ɼૣٸͳର͕ࡦඞཁͱ͞Ε͍ͯΔɽຊจͰɼTorΛར༻ͯ͠Πϯλʔωοτࣔܝ൘ʹѱ࣭ͳॻ͖ࠐ

ΈΛ͢ΔϢʔβΛಛఆ͢Δ͜ͱΛతͱ͢ΔɽຊจͰɼTorͷ௨৴ΛΩϟϓνϟ͠ɼͦͷύέοτͷ

ಛΛ Fingerprintͱ͢Δɽ͜ͷ FingerprintΛར༻ͯ͠ɼࣔܝ൘ॻ͖ࠐΈΛͨͬߦϢʔβΛಛఆ͢Δγ

εςϜΛఏҊ͢Δɽ͞ΒʹɼຊจͰɼ͜ͷػΛ࣮͠ɼTorωοτϫʔΫ্Ͱ࣮ݧΛߦͳͬͨɽͦ

ͯ͠ɼFingerprintΛར༻ͨ͠ैདྷͷϢʔβಛఆख๏ΑΓ͍ߴਫ਼ͰϢʔβͷಛఆ͕Մͱͳͬͨɽ

Ωʔϫʔυɿಗ໊Խ௨৴ɼWebsite Fingerprintɼ௨৴ੳɼTor

User identifying method of writing bulletin board using Tor

Kaichiro Iida1 Noriaki Yoshiura1

Abstract: In recent years, awareness of protection of personal information has been increased, and anony-
mous communication that enables communication with hiding personal information attracts attention. Tor
(The Onion Router) realizes anonymous communication most widely. This anonymization is used for crime
very much and urgent measures for it are required. This paper aims to identify users who maliciously write
to the Internet bulletin board using Tor. This paper captures Tor’s communication packet and consider
the feature of that packet as Fingerprint. Using Fingerprint, this paper proposes a system that identifies
users who have written to the bulletin board. This paper also implements this function and conducts exper-
iments on the Tor network. As a result of experiment, users can be identified with higher accuracy than the
conventional user identification method using Fingerprint.
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1. ͡Ίʹ

ۙͰݸਓใอޢͷҙ͕ࣝߴ·͓ͬͯΓɼݸਓใ

Λ෬ͤͨ··ͷ௨৴ΛՄʹ͢Δಗ໊Խ௨৴͕͞Ε

͍ͯΔɽಗ໊Խ௨৴Λ࣮͢ݱΔιϑτΣΞͷதͰಛʹ

ʮTor(The Onion Router) [9]ʯ͕ੈքதͰଟ͘ར༻͞Εͯ

͍Δɽ͜ͷιϑτΣΞWebαʔόͱ௨৴Λ͢Δࡍɼ

TorΛΠϯετʔϧͨ͠αʔόΛෳܦ༝ͯ͠௨৴͢Δ͜

ͱͰಗ໊Խ௨৴Λ࣮͍ͯ͠ݱΔɽ

1 େֶେֶӃۄ࡛ ཧڀݚֶՊ
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͔͠͠ɼTorͷಗ໊ੑ͕൜ࡑར༻͞ΕΔྫࣄඇৗʹଟ

͍ [8]ɽTorͷ൜ࡑར༻ʹҧ๏ༀചങΠϯλʔωοτ

όϯΩϯάͷෆਖ਼ΞΫηε͕͛ڍΒΕΔ͕ɼຊจͰ

Πϯλʔωοτࣔܝ൘ͷѱ࣭ͳॻ͖ࠐΈʹண͢Δɽ

ཧ༝ͱͯ͠ɼΠϯλʔωοτࣔܝ൘ͷॻ͖ࠐΈ͕ɼҧ๏

ༀചങ൜ࡑ༧ࠂͷଟ͘ͷ൜ࡑʹར༻͞ΕΔ͔ΒͰ͋

Δ [17]ɽࡏݱɼTorͷ൜ࡑར༻ʹର͢ΔऔΓక·Γ௨৴

ͱՈڌূگΛಛఆ͢ΔͷͰͳ͘ɼෳͷঢ়ݩ

ͯͬ·Αͬͯ൜ਓΛୁั͢ΔɼؒతͳಛఆʹͱͲʹࡧ

͍Δɽతͳಛఆʹൺɼؒతͳಛఆಛఆۀ࡞ʹ

େͳؒ࣌ͱ࿑ྗΛඞཁͱ͢ΔͨΊɼݱঢ়ͷΑ͏ͳ௨৴ݩͷ
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తͳಛఆ͕ࠔͰ͋Δঢ়گ·͘͠ͳ͍ɽ

ຊจͰ Tor Λར༻ͯ͠Πϯλʔωοτࣔܝ൘ʹѱ

࣭ͳॻ͖ࠐΈΛ͢ΔϢʔβΛಛఆ͢Δ͜ͱΛతͱ͢Δɽ

ຊจͰఏҊ͢Δಛఆख๏ɼΩϟϓνϟͨ͠ Tor ωο

τϫʔΫͷ௨৴ͷಛ͔Βɼࣔܝ൘ॻ͖ࠐΈΛߦͳͬͨ

ϢʔβΛಛఆ͢Δɼͱ͍͏ख๏Ͱ͋Δɽ

ؔ࿈ڀݚͱͯ͠ɼWebαΠτͷ௨৴ͷಛΛར༻ͨ͠

ϢʔβಛఆΛ͏ߦͷ͕͋Δ [1]ɽ͜Ε TorϢʔβ͔Β

ͷ௨৴Λ࠷ॳʹܦ༝͢Δαʔόʹ͓͍ͯɺ௨৴ͷΩϟϓ

νϟ͕ՄͰ͋Δ߹ʹཱ͢Δख๏ͩͬͨɽ͔͠͠ɼTor

ωοτϫʔΫͷ௨৴҉߸Խͱσʔλྔͷม͕͞ߋΕ͍ͯ

ΔͨΊಛఆ͕͘͠ɼಛఆ 54%ͱਫ਼͕͘ߴͳ͔ͬͨɽ

ͦ͜ͰɼຊจͰैདྷͷϢʔβಛఆख๏ͱҧ͍ɼಛఆ

͢ΔରΛWebαΠτશମ͔ΒΠϯλʔωοτࣔܝ൘

ͷॻ͖ࠐΈͷΈʹݶఆ͢Δ͜ͱͰɼߴਫ਼ͷϢʔβಛఆख

๏ͷ࣮ݱΛ͢ࢦɽ

ຊจͰɼʮࣔܝ൘ʹॻ͖ࠐΈΛߦͳͬͨϢʔβΛಛ

ఆ͢Δʯͱ͍͏ػΛ࣮͠ɼ࣮ࡍʹ TorωοτϫʔΫ্

Ͱ࣮ݧΛߦͳͬͨɽ࣮ݧͰɼTorωοτϫʔΫΛܦ༝͠

ͯ௨৴Λͨ͠େྔͷύέοτͷத͔Βɼࢦఆͨࣔ͠ܝ൘ʹ

ॻ͖ࠐΈΛߦͳͬͨύέοτΛࣝผ͠ɼͦͷࣔܝ൘ͷॻ

ͳͬߦΛݧ࣮ʹΈͷఆ͕ՄͰ͋Δ͔͔֬ΊΔͨΊࠐ͖

ͨɽ࣮ݧͷ݁ՌɼैདྷͷϢʔβಛఆख๏ͱҧ͍ɼϢʔβ

ͳͬͨͱ͍͏ఆͱͦͷϢʔβߦΈΛࠐ൘ͷॻ͖ࣔܝ͕

ͷಛఆΛಛఆ 97%Ͱޭͤ͞Δ͜ͱ͕Ͱ͖ͨɽ

ຊจͷߏɼ2ষʹ Torͷ֓ཁ TorωοτϫʔΫ

ʹ͍ͭͯͷઆ໌Λड़ɼ3ষͰຊจͷؔ࿈ڀݚʹ͍ͭ

ͯड़Δɽ4ষͰຊจͷ࣮ݧͰ༻ͨ͠γεςϜʹؔ

͢Δઆ໌Λड़Δɽ5ষͰຊจͷ࣮ݧͷ֓ཁΛઆ໌͠ɼ

6ষͰ࣮݁ݧՌɼ7ষͰ࣮݁ݧՌΛड͚ͯɼߟΛड़Δɽ

ʹޙ࠷ 8ষͰ·ͱΊΛड़Δɽ

2. Tor(The Onion Router)

2.1 Torͷ֓ཁ

TorWebӾཡͷࡍͷϓϥΠόγʔͷอޢͱಗ໊ԽΛ

తͱͯ͠։ൃ͞ΕͨΦʔϓϯιʔεͷιϑτΣΞͰ͋Γɼ

ࡏݱ Tor ProjectʹΑͬͯ։ൃ͕ଓ͍͍ͯΔ [9]ɽTorʹ

Αͬͯ௨৴Λಗ໊Խ͢Δ OSͰ͋Δ Tailsଘ͢ࡏΔ [10]ɽ

௨ৗɼWebαΠτʹΞΫηε͢Δ߹ɼWebαʔόͷϩ

άϑΝΠϧʹ௨৴ݩͷ IPΞυϨε͕ه͞ΕΔɽͦͯ͠ɼ

͜ͷϩάϑΝΠϧʹ͞Εͨ IPΞυϨεͱ࣌ʹΑͬͯ

௨৴ݩΛಛఆ͢Δ͜ͱ͕Ͱ͖ΔɽϓϩΩγαʔόΛܦ༝͠

ͯWebαΠτʹΞΫηεͨ͠߹ɼϓϩΩγαʔόͷ IP

ΞυϨε͕Webαʔόʹه͞ΕɼϓϩΩγαʔόʹ௨৴

ͷݩ IPΞυϨε͕ه͞ΕΔɽΑͬͯɼϓϩΩγαʔό

͞Εͨهʹ IPΞυϨεΛೖख͢Δ͜ͱͰ௨৴ݩΛಛఆ

͢Δ͜ͱ͕Ͱ͖ΔɽҰํɼTorΛར༻ͯ͠WebαΠτʹΞ

Ϋηε͢Δ߹௨৴ݩͷಛఆ͕ࠔʹͳ͍ͬͯΔɽTor

ੈքதͷ TorϢʔβ͕ఏ͢ڙΔଟͷϊʔυͰ Torωο

τϫʔΫΛߏங͠ɼTorΛར༻ͨ͠௨৴ Torωοτϫʔ

ΫΛܦ༝͢Δɽ·ͨɼ௨৴͕ܦ༝͢ΔϊʔυͷதͰϢʔ

β͔Βͷ௨৴͕ܦʹޙ࠷༝͢Δϊʔυ (Exitϊʔυ)Ҏ֎

ͷϊʔυWebαʔόͱ௨৴͠ͳ͍ͨΊɼWebαʔ

όͲͷϊʔυ͕௨৴ݩͳͷ͔͕͔Βͳ͍ɽ௨৴༰

௨৴͕ܦ༝͢ΔϊʔυؒͰ҉߸Խ͞Ε͍ͯΔͨΊɼܦ༝͠

ͨϊʔυ௨৴͕ݩͲ͜ΞΫηε͍ͯ͠Δͷ͔͕͔Β

ͳ͍Έʹͳ͍ͬͯΔɽͦͷͨΊɼWebαΠτʹΞΫη

ε͢Δࡍͷಗ໊Խཱ͕͍ͯ͠Δɽ

Torͷಗ໊ੑ෦ൃࠂ࣏తͳൃʹݴΘΕΔ͚ͩ

Ͱͳ͘ɼΠϯλʔωοτݕӾͷճආʹར༻͞ΕΔɽ͔͠

͠ɼதࠃͷ The Great Firewall(GFW) [4,5]ͱݺΕΔڊ

େͳΠϯλʔωοτݕӾγεςϜͰ͍ߴਫ਼Ͱ Torͷ௨

৴ΛݕӾ͍ͯ͠Δ [6]ɽGFWΠϯλʔωοτར༻ऀ͕த

ʹ࠲ͱͨ͠߹ɼ௨৴Λଈ͏͓ߦʹෆ߹ͳ௨৴Λࠃ

ःஅ͢ΔͨΊʹಋೖ͞ΕͨͷͰ͋Δɽ2011ɼGFWʹ

 TorʹΑΔ௨৴શͯःஅ͢Δͱ͍͏ػ͕Ճ͞Εɼ

Tor ʹΑΔ௨৴͕ϒϩοΫ͢Δ͜ͱ͕Ͱ͖ΔΑ͏ʹͳͬ

ͨ [12]ɽͦ͜Ͱ Tor ProjectͰ GFWʹݕ͞ΕΔ Tor

ͷ௨৴ͷಛΛͳ͘͢πʔϧͷ։ൃͰ GFWʹରͯ͠߅

͍Δ [6]ɽ

2.2 TorωοτϫʔΫʹ͍ͭͯ

Tor ωοτϫʔΫੈքதͷ Tor ϢʔβʹΑͬͯఏڙ

͞ΕΔϊʔυͰߏங͞ΕΔɽTorωοτϫʔΫΛߏங͢Δ

ϊʔυେ͖͘ 3ͭʹྨ͞ΕΔɽ

Entryϊʔυ

TorϢʔβ͔Βͷ௨৴͕࠷ॳʹܦ༝͢ΔϊʔυɽTor

ωοτϫʔΫͰ།Ұ TorϢʔβͱ௨৴Λ͏ߦϊʔυ

ͷͨΊɼσϑΥϧτͰ Guardϊʔυ (݅Λຬͨ͠

ͨ༏ྑͳϊʔυ)͕બΕΔઃఆʹͳ͓ͬͯΓɼੈք

தͰ 2500ͷ Guardϊʔυ͕Քಇ͍ͯ͠Δ [11]ɽ

Middleϊʔυ

TorωοτϫʔΫͷϊʔυ͔Βͷ௨৴͕ଞͷϊʔυ

༝͢Δϊʔυɽܦʹ

Exitϊʔυ

TorωοτϫʔΫͷϊʔυ͔ΒWebαʔόʹ௨৴

Λܦ༝Λ͢Δϊʔυɽ࣮ࡍʹWebαʔόʹΞΫηε

͢Δɽ

TorΛར༻ͯ͋͠ΔWebαʔόʹଓ͢Δ߹ɼҎ্ͷ 3

छྨͷϊʔυΛܦ༝ͯ͠௨৴Λ͏ߦɽ

2.3 TorωοτϫʔΫͷಛʹ͍ͭͯ

TorΛར༻ͯ͠WebαΠτʹΞΫηε͢ΔࡍɼTorωο

τϫʔΫͷಛͱͯ͠ɼҎԼ͕͛ڍΒΕΔɽ
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ϩάͷه

TorͰਤ 1ͷΑ͏ʹ௨৴Λܦ༝͢Δ͕ɼ௨৴Λܦ༝

͢ΔϊʔυͰܦ༝ͷϩάΛه͠ͳ͍ɽϩάΛه͢

Δϊʔυ͕ଘ͢ࡏΔՄੑ͋Δ͕ɼWebαʔόʹه

͞Εͨϩά͔Β TorϢʔβΛಛఆ͢ΔͨΊʹɼ௨

৴Λܦ༝ͨ͠શͯͷϊʔυͷϩάΛೖख͢Δඞཁ͕͋

Δɽ௨৴Λܦ༝ͨ͠શͯͷϊʔυ͕ϩάΛه͍ͯ͠

ΔՄੑ͕ۃΊ͍ͯͨΊɼTorϢʔβ͕ಛఆ͞ΕΔ

ՄੑۃΊ͍ͯɽ

ߋ༝ϊʔυͷมܦ

௨৴Λܦ༝͢ΔϊʔυҰఆؒ࣌ຖʹม͞ߋΕΔɽ௨

৴Λܦ༝͢Δϊʔυ͕ෆਖ਼ΞΫηεΛड͚ͨΓɼෆਖ਼

Λ͏ߦϊʔυΛܦ༝͍ͯ͠Δ߹Ͱɼ௨৴Λܦ༝͢

Δϊʔυ͕Ұఆؒ࣌Ͱม͞ߋΕΔͨΊɼTorϢʔβΛ

ಛఆ͢Δ͜ͱࠔͰ͋Δɽ

௨৴ܦ࿏ͷൿಗԽ

௨৴Λܦ༝͢ΔϊʔυͷɼExitϊʔυҎ֎Ͱ௨৴

͕҉߸Խ͞Ε௨৴ܦ࿏͕ൿಗԽ͞ΕΔɽͦͷͨΊɼ௨

৴ઌ͚ͩͰͳ͘ɼExit ϊʔυҎ֎ͷ௨৴Λܦ༝͢Δ

ϊʔυʹ௨৴༰ΛΒΕͣʹWebӾཡΛ͜͏ߦ

ͱ͕ՄͰ͋ΔɽExit ϊʔυʹ௨৴༰ΛΒΕͯ

͠·͏Մੑ͕͋Δ͕ɼIPΞυϨεΒΕͳ͍ͨ

Ί TorϢʔβ͕ಛఆ͞ΕΔՄੑ͕͍ɽ·ͨɼ௨৴

࿏ͷൿಗԽ͕͞ΕΔͨΊɼਤܦ 1ͷϊʔυ Bલޙ

ͷϊʔυ AɼC͔͠Δ͜ͱ͕Ͱ͖ͳ͍ɽͦͷͨΊɼ

EntryϊʔυҎ֎ͷܦ༝͢Δϊʔυ͕ TorϢʔβΛಛ

ఆ͢Δ͜ͱࠔͰ͋Δɽ

ύέοτͷύσΟϯά

Torͷ௨৴ύέοτͷ౪ௌʹΑͬͯϢʔβͷಗ໊ੑ

͕ଛͳΘΕͳ͍Α͏ʹɼύέοτ͕ͦΕͧΕύσΟ

ϯά͞Ε͍ͯΔ [7]ɽύσΟϯάʹΑͬͯύέοτͷ

αΠζ͕ม͞ߋΕ͍ͯΔͨΊɼύέοτͷαΠζͷ

FingerprintΛར༻ͨ͠ಗ໊ੑΛଛͳ͏͕ܸ͠߈ʹ͘

͘ͳ͍ͬͯΔɽ

ਤ 1 Tor ωοτϫʔΫΛܦ༝͢Δ௨৴

Fig. 1 Communication via Tor network

Ҏ্ͷಛʹΑͬͯɼTorϢʔβΛಛఆ͢Δ͜ͱ͕ࠔ

ʹͳΓɼWebαΠτʹΞΫηεͨ͠ࡍͷಗ໊ੑ͕อ͞ޢ

ΕΔɽ

Torʹར͚ͩͰͳܽ͘ଘ͢ࡏΔɽTorΛར༻͠

ͨ߹ɼTorϢʔβ TorωοτϫʔΫΛܦ༝ͯ͠Webα

ΠτʹΞΫηε͢ΔɽͦͷͨΊɼTorωοτϫʔΫͷ௨৴

ఏ͞ڙΕΔϊʔυʹґଘ͢Δɽ͕ͨͬͯ͠ɼҰͭͰ

௨৴ॲཧ͕͍ϊʔυΛܦ༝ͯ͠͠·͏ͱ௨

৴͕͘ͳΔɽ

2.4 Tor Browser

ɼTorͷར༻ࡏݱ Tor Browser [9]͕ओྲྀͰ͋ΔɽTor

Browser Tor ProjectʹΑͬͯఏ͞ڙΕΔ TorΛར༻͠

ͨ௨৴Λ͏ߦWebϒϥβͰ͋ΓɼಛผͳઃఆΛඞཁͱ

͠ͳ͍ͨΊ؆୯ʹར༻͢Δ͜ͱ͕Ͱ͖Δɽ

3. ؔ࿈ڀݚ

3.1 TorωοτϫʔΫͰͷWebαΠτͷFingerprint

Λར༻ܸͨ͠߈

AndriyΒͷڀݚ [1]ͰɼTorωοτϫʔΫͰ҉߸Խ

͞Ε͍ͯΔ௨৴ʹରͯ͠WebαΠτݻ༗ͷ FingerprintΛ

ར༻͠ɼWebαΠτΛಛఆ͢Δख๏ΛఏҊͨ͠ɽ͜ͷख๏

Ͱ௨৴͍ͯ͠Δύέοτͷʮύέοτͷૹड৴ͷॱংʯ

ʮ௨৴ύέοτʯɼʮ࣌ʯ͔Βಛఆ͢Δख๏Ͱ͋Δɽ

ʹࡍ࣮ TorωοτϫʔΫͷ Entryϊʔυ͔Β͜ͷख๏Ͱ

Web αΠτΛಛఆ͢Δ͜ͱ͕Ͱ͖ΕɼEntry ϊʔυ͔

Β TorϢʔβͱWebαΠτͷํ͕͔ΔͨΊ Torͷಗ

໊ੑΛଛͳΘͤΔ͜ͱ͕ՄʹͳΔɽAndriyΒͷڀݚͰ

͜ΕΒͷ FingerprintΛར༻͠ɼWebαΠτͷΞΫη

εσʔλ͔Β࣮ࡍʹΞΫηεͨ͠WebαΠτΛಛఆͨ͠ɽ

͜ͷ࣮ݧͰͷಛఆ 54%΄ͲͰ͋ͬͨɽ

ຊจͰ Andriy Βͷڀݚͷ Fingerprint Λར༻ͨ͠

ख๏Λϕʔεͱ͠ɼWebαΠτશମͷಛఆΛ͢ΔͷͰͳ

͘ɼࣔܝ൘ͷॻ͖ࠐΈ͚ͩΛಛఆ͢Δ͜ͱΛతͱͯ͠

͍Δɽࣔܝ൘ͷॻ͖ࠐΈWebαΠτͷӾཡͱҧ͍ɼ

σʔλΛ TorϢʔβ͔Βૹ৴͢ΔɽΑͬͯ Fingerprint͕

ಛతͰ͋ΔͨΊɼಛఆͷظ্͕Ͱ͖Δɽ

3.2 ಛఆͷ͍ߴTorωοτϫʔΫͰͷ Fingerprint

ܸ߈

XiaogangΒͷڀݚ [2]ͱ Z.LingΒͷڀݚ [3]Ͱ͍ߴ

ಛఆͷ Fingerprintܸ߈Λޭ͍ͤͯ͞Δɽ͜ΕΒͷೋ

ͭͷख๏ʹ͑ݴΔͷɼΑΓ FingerprintΛݕ͍͢͠

ͷʹ͢ࡉΔ͜ͱͰಛఆΛ্ͨͤ͜͞ͱͰ͋Δɽ

XiaogangΒͷڀݚͰ͕ऀܸ߈ཧ͢ΔEntryϊʔυͱ

ِίϯςϯπɼExitϊʔυΛ༻ҙ͢ΔɽཧԼͷ Exitϊʔ

υ͔ΒWebαΠτʹཁ͕ͨͬ͋ٻ߹ɼཧԼͷExitϊʔ

υِίϯςϯπΛࠞೖͤͯ͞ύέοτΛܦ༝͢Δɽِί
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ϯςϯπʹϦϯΫઌͷͳ͍Πϝʔδλά͕ૠೖ͞Ε͍ͯ

ΔͨΊɼWebϒϥβը૾Λऔಘ͠Α͏ͱ͢ΔɽཧԼ

ͷ Entryϊʔυ͜ͷ࣌ʹൃੜ͢Δ௨৴ͷ FingerprintΛ

ར༻ͯ͠ TorϢʔβͱWebαΠτΛಛఆ͢Δख๏Ͱ͋Δɽ

Ұํ Z.Ling Βͷڀݚ [3] Ͱ͕ऀܸ߈ཧ͢Δ Entry

ϊʔυͱ ExitϊʔυΛ༻ҙ͢ΔɽTorϢʔβ͕ཧԼͷ

Entryϊʔυͱ ExitϊʔυΛར༻͍ͯ͠Δ߹ɼExitϊʔ

υ͔Β TorϢʔβʹ͍͔ͯͬ͘௨৴ʹࡉΛ͜͏ߦͱͰ

ཱ͢ΔɽཧԼͷExitϊʔυ͕Torͷ௨৴Ͱൃੜ͕ܸ߈

͢ΔύέοτͷΛগ͠૿͢͜ͱͰɼ௨ৗͷ Torͷ௨৴

Ͱൃੜ͠ͳ͍ FingerprintΛ࡞Γग़͢ɽͦͷ Fingerprint

Λར༻ͯ͠ Tor Ϣʔβͱ Web αΠτΛಛఆ͢Δख๏Ͱ

͋Δɽ

͜ΕΒͷڀݚྗڧͳܸ߈Λޭ͍ͤͯ͞Δ͕ɼཧԼ

ͷ EntryϊʔυͱཧԼͷ ExitϊʔυΛ TorϢʔβ͕ಉ

͍ɽຊ͕ੑݱར༻ͯ͠ͳ͚ΕͳΒͳ͍ͨΊɼ࣮ʹ࣌

จͰ EntryϊʔυΛ TorϢʔβ͕ར༻͍ͯ͠Δ࣌ʹཱ

͢ΔͷͰ͋ΔͨΊɼ࣮͘ߴ͕ੑݱͳ͍ͬͯΔɽ

4. γεςϜ

4.1 γεςϜ֓ཁ

ຊจͰɼΩϟϓνϟͨ͠ύέοτͷσʔλΛݩʹɼ

ಛఆͷࣔܝ൘ͷॻ͖ࠐΈΛఆ͢ΔγεςϜΛఏҊ͢

Δɽ͜ͷγεςϜɼEntryϊʔυ͕ཧԼʹ͋Δͱ͍͏

݅ͱ Entry ϊʔυͰΩϟϓνϟͨ͠ύέοτͷϩά͕

ࠐΔͱ͍͏݅Λຬ͍ͨͯ͠Δ߹ɼҙͷॻ͖͍ͯͬ

ΈͱͦΕΛॻ͖ࠐΜͩ TorϢʔβͷಛఆ͕Ͱ͖ΔγεςϜ

Ͱ͋Δɽ

͜ͷγεςϜ AndriyΒͷڀݚ [1]ͰఏҊ͍ͯ͠Δख

๏ͷΑ͏ʹɼΩϟϓνϟͨ͠ϩάͷʮύέοτͷૹड৴ͷ

ॱংʯʮ௨৴ύέοτʯɼʮ࣌ʯͷ 3ͭͷ Fingerprint

͔ΒಛఆΛ͏ߦɽҟͳΔͱͯ͠ɼFingerprintʹࣔܝ൘ॻ

ੜ͢ΔൃʹࡍΈͷࠐ͖ TorϢʔβ͔Βͷૹ৴ύέοτؚ͕

·ΕΔͨΊɼಛఆͷظ্͕Ͱ͖Δɽ

4.2 ͍ͯͭʹΈఆϓϩάϥϜࠐ൘ॻ͖ࣔܝ

ʹΈఆϓϩάϥϜࠐ൘ॻ͖ࣔܝͨ͠༺ʹݧ࣮ʹࡍ࣮

ʹ൘ࣔܝड़͢Δɽ҉߸Խ͞Ε͍ͯΔ௨৴͔ΒͲͷه͍ͯͭ

ॻ͖ࠐΈ͕͞Ε͔ͨΛಛఆ͢Δࡍʹɼ௨৴ύέοτͷ Fin-

gerprintΛར༻ͯ͠ఆΛߦͳ͍ͬͯΔɽͦͷ Fingerprint

ͱͯ͠ʮύέοτͷૹड৴ͷॱংʯʮ௨৴ύέοτʯɼ

ʮ࣌ʯΛར༻ͯࣔ͠ܝ൘ॻ͖ࠐΈͷ༗ແΛఆ͢Δɽ

ܝํ๏Λड़Δɽ࡞ΈఆϓϩάϥϜͷࠐ൘ॻ͖ࣔܝ

ࣔ൘ॻ͖ࠐΈఆϓϩάϥϜΛ࡞Δ߹ҎԼͷखॱΛ౿

Ή͜ͱͰࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜΛ࡞Δɽ

( 1 ) ରͷࣔܝ൘ 10ճఔॻ͖ࠐΈΛ͍ߦɼͦ ͷύέο

τΛΩϟϓνϟ͢Δɽ

( 2 ) Ωϟϓνϟͨ͠ύέοτ͔ΒɼFingerprintʹͳΔΑ͏

ͳɼಉ͡ύέοτͷฒͼΛखಈͰ୳͢ɽ

( 3 ) ಉ͡ύέοτͷฒͼΛ Fingerprintͱ͠ɼFingerprint

Λ͚ͨͭݟΒʮࣔܝ൘ॻ͖ࠐΈ༗Γʯͱఆ͢Δϓϩ

άϥϜʹ͢Δɽ

WiresharkͰΩϟϓνϟͨ͠ϩάϑΝΠϧΛɼࣔܝ൘ॻ

ΈఆϓϩάϥϜͰར༻͢ΔɽWiresharkͰΩϟϓࠐ͖

νϟͨ͠ϩάϑΝΠϧʹɼʮύέοτུ֓෦ɼύέοτৄ

ͷࡉ෦ɼύέοτৄࡉ 16ਐදࣔ෦ʯͷ 3ͭͷใ͕ه

ͯ͋͠Δɽύέοτུ֓෦ʹύέοτͷૹड৴ͷΞυ

Ϩεؒ࣌ɼ௨৴ύέοτͳͲͷใ͕ ͯ͠ࡌهͰߦ1

͋Δɽύέοτৄࡉ෦ʹɼύέοτུ֓෦ʹ͋Δใ͕

ߦʹ͓ͬͯͯ͠ࡌهΓɼύέοτৄࡉͷ 16ਐදࣔ

෦ʹ͜ΕΒͷใ͕ 16ਐͰ͋ͯ͠ࡌهΔɽ

ΈఆϓϩάϥϜͦͷύέοτུ֓෦Λࠐ൘ॻ͖ࣔܝ

ಡΈࠐΉ͜ͱͰύέοτͷ FingerprintΛఆ͢Δɽਤ 2

ΈఆϓϩάϥϜͷϑϩʔνϟʔτΛࣔ͢ɽࠐ൘ॻ͖ࣔܝʹ

͜ͷϓϩάϥϜͷॲཧؒ࣌ϩάϑΝΠϧͷσʔλྔʹൺ

ྫͯ͠૿Ճ͍͖ͯ͠ɼ120MBͰ 2.8ඵఔɼ1.5GBͰ 34

ඵఔͰ͋ͬͨɽҎ্ͷख๏Λར༻༷ͯ͠ʑͳࣔܝ൘ʹର

ͯ͠ɼࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜΛ࡞Δ͜ͱ͕ग़དྷΔɽ

ਤ 2 ΈఆϓϩάϥϜͷϑϩʔνϟʔτࠐ൘ॻ͖ࣔܝ

Fig. 2 Flowchart of determination program for bulletin board

writing

4.3 γεςϜߏ

ΛਤߏͳͬͨγεςϜߦΛݧ࣮ 3ʹࣔ͢ɽਤ 3ͷߏ

 EntryϊʔυΛݻఆ͠ɼଞͷMiddleϊʔυͱ Exitϊʔ

υ Tor ͷಈܦ͕ͯͬͨ͠ʹ࡞࿏ม͕͞ߋΕΔͱ͍͏ߏ

Ͱ͋Δɽ͜Εɼ࣮ࡍʹӡ༻͢Δ߹ʹ Entryϊʔυ͕

ཧԼʹ͋ΔͨΊม͞ߋΕͣɼଞͷϊʔυཧԼʹͳ͍

ͨΊม͞ߋΕΔͱ͍͏ঢ়گʹ͚ۙͮΔͨΊ͜ͷΑ͏ʹߏ

ͨ͠ɽ࣮ݧͰɼTorʹΑͬͯ҉߸Խ͞Εͨ௨৴ΛΩϟϓ
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νϟ͢ΔͨΊʹ TorϢʔβ͔Β Entryϊʔυͷ௨৴Λ

Ωϟϓνϟ͢Δɽ

ਤ 3 γεςϜߏਤ

Fig. 3 System configuration

4.4 ࣮ڥ

͜ͷ࣮ݧΛ্͏ߦͰ༻ͨ͠ͷɼਤ 3ͷΑ͏ʹɼTor

Ϣʔβͷ PCͱ TorωοτϫʔΫͷϊʔυɼWebαʔό

Ͱ͋Δɽ͜ΕΒͷதͰචऀͷཧԼʹ͋Δͷ TorϢʔ

βͷ PCͱ࣮ݧͰ༻͢Δࣔܝ൘ CGIϓϩάϥϜΛઃஔ

ͨ͠WebαʔόͷΈͰɼଞཧԼͰͳ͍ɽ

൘ࣔܝͨ͠༺Ͱݧ࣮ CGIϓϩάϥϜʹ͍ͭͯઆ໌͢

Δɽࣔܝ൘ CGI ϓϩάϥϜ KENT-WEB [13] ͱ͍͏

WebαΠτ͔Βμϯϩʔυͨ͠ͷ 5ͭͱɼ59bbs [14]

ͱ͍͏WebαΠτ͔Βμϯϩʔυͨ͠ ThreadPlusΛ

൘ࣔܝɽ·ͨɼ͜ΕΒͷͨ͠༺ CGIϓϩάϥϜʹՃ͑ɼ

KENT-WEB͔Βμϯϩʔυͨ͠ ASKA BBSΛվ͠

ͨ ASKA.V2༻ҙͨ͠ɽKENT-WEB CGI/Perlϓϩ

άϥϜΛແྉͰ͢Δຊ࠷େͷWeb αΠτͰ͋Γɼ

59bbsಉ༷ʹΦʔϓϯιʔεͷ CGIΛѻ͍ͬͯΔWeb

αΠτͱͯ͠ଟ͘ར༻͞Ε͍ͯΔɽΑͬͯ͜ΕΒͷࣔܝ൘

CGIϓϩάϥϜҰൠʹར༻͞Ε͍ͯΔͷͱ͍͑Δɽ

൘ࣔܝͨ͠༺Ͱݧ࣮ ASKA BBSɼCOM BOARDɼ

GateWayBoardɼLIGHT BOARDɼThreadPlusɼWebfo-

rumɼASKA.V2ͷ 7ͭͰ͋Γɼશͯ PerlͷϓϩάϥϜͰ

͋Δɽ

ASKA BBS

໊લɼϝʔϧΞυϨεɼλΠτϧɼϝοηʔδɼࢀর

ઌɼআΩʔɼը૾ೝূ͕͍͍ͯΔγϯϓϧͳࣔܝ

൘γεςϜͰ͋Δɽߘͷฦ৴ػ͍͍ͯΔɽ

COM BOARD

ϑϨʔϜػΛࣔܝͨͬ൘Ͱ͋Γɼίϝϯτදࣔ෦

ͱߘ෦͕͔Ε͍ͯΔɽASKA BBSͱ΄΅ಉػ

Λࣔܝͨͬ࣋൘γεςϜͰ͋Δɽ

GateWayBoard

ϩάΠϯ͠ͳ͚ΕΞΫηεͰ͖ͳ͍ࣔܝ൘Ͱ͋Γɼ

ߘϑΥʔϜ্هͷࣔܝ൘ͱಉ༷Ͱ͋Δɽ

LIGHT BOARD

ASKA BBSͱ΄ͱΜͲಉػͷࣔܝ൘Ͱ͋Γɼهߘ

දࣔͤ͞Δ͜ͱՄͰ͋ΔɽʹޙΛཧऀͷঝೝࣄ

ThreadPlus

εϨουܕͷࣔܝ൘Ͱ͋ΔɽϑΥʔϜ ASKA BBS

ͱಉ༷ͷ߲Ͱ͋ΓɼύεϫʔυΛઃఆ͢Δ͜ͱͰɼ

ύεϫʔυΛ͍ͬͯΔϢʔβʹ͚ͩࣗͷߘͷӾ

ཡΛڐՄ͢Δ͜ͱͰ͖Δɽ

Webforum

πϦʔදࣔࣜͷεϨουࣔܝܕ൘Ͱ͋Γɼଞͷࣔܝ൘

ͱҧ͍ɼը૾Ξοϓϩʔυػ͕͋Δɽ

ASKA.V2

ASKA BBSͱશ͘ಉػͷࣔܝ൘Ͱ͋Δɽࣔܝ൘

ͷॻ͖ࠐΈͷࡍʹΓͱΓ͢ΔɼWebαʔόଆ͔Β

ͷૹ৴ύέοτͰແବͳจྻࣈΛૹ৴͢Δ͜ͱͰɼύ

έοτͷΓऔΓʹಛ͚͕ͮͯ͋͠Δɽ

5. ݧ࣮

5.1 ཁ֓ݧ࣮

ຊจͰҎԼͷ࣮ݧΛߦͳͬͨɽ

ݧ࣮ 1

ఏҊख๏ͷ༗ޮੑධՁͷͨΊɼࣔܝ൘ॻ͖ࠐΈఆϓ

ϩάϥϜͷਫ਼ΛධՁ͢Δɽ࣮ݧͰɼ ASKA BBS

ͱ ASKA.V2ͷॻ͖ࠐΈΛͨ͠ύέοτΛऩू͠ɼ

ऩूͨ͠ύέοτΛࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜͰ

ఆͨ͠ɽ࣮ࡍʹॻ͖ࠐΈΛߦͳͬͨճͱɼࣔܝ൘

ॻ͖ࠐΈͷఆճΛൺֱ͠ɼࣔܝ൘ॻ͖ࠐΈఆϓ

ϩάϥϜͷਫ਼ΛධՁͨ͠ɽ

ݧ࣮ 2

ఆͷௐࠪͷͨΊɼෳͷޡΈͷࠐ൘ͷॻ͖ࣔܝ

ΈఆϓϩάϥϜͷਫ਼ࠐ൘ॻ͖ࣔܝʹ൘Λରࣔܝ

ͷධՁΛ͏ߦɽͦͯ͠ɼࣔܝ൘ॻ͖ࠐΈఆϓϩάϥ

ϜʹΑͬͯ 7ͭͷࣔܝ൘ΛͦΕͧΕಛఆΛ͢Δ࣮ݧΛ

ͳͬͨɽߦ

ݧ࣮ 3

༷ʑͳWebαΠτͷΞΫηεΛߦͳͬͨେྔͷύ

έοτ͔Βɼࣔܝ൘ͷॻ͖ࠐΈΛఆ͢Δ͜ͱͰܝ

ࣔ൘ॻ͖ࠐΈͷఆਫ਼ΛධՁΛ͏ߦɽΩϟϓνϟ͠

ͨେྔͷύέοτͷத͔Βಛఆͷࣔܝ൘ͷॻ͖ࠐΈ

ͷఆΛ͢Δ࣮ݧΛߦͳͬͨɽ

ݧ࣮ 4

TorϢʔβ͕ෳͷ௨৴Λಉߦʹ࣌ͳ͍ͬͯΔ߹ͷɼ

͍ͭʹΈఆϓϩάϥϜͷਫ਼ͷมԽࠐ൘ॻ͖ࣔܝ

ͯධՁΛ͏ߦɽ࣮ݧͰɼࣔܝ൘ͷॻ͖ࠐΈͱଞͷ

Webαʔόͱͷ௨৴Λಉ͍ߦʹ࣌ɼTorͷ௨৴ύέο

τΛΩϟϓνϟͨ͠ɽͦͯ͠ɼΩϟϓνϟͨ͠ύέο

τͷத͔Βಛఆͷࣔܝ൘ͷॻ͖ࠐΈΛఆ͢Δ࣮ݧ

Λߦͳͬͨɽ
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6. Ռ݁ݧ࣮

6.1 ݧ࣮ 1

͜ͷख๏ͷ༗ޮੑΛධՁ͢ΔͨΊʹɼWebαʔόʹܝ

ࣔ൘Λ༻ҙ͠ɼࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜʹΑͬͯ

ఆΛݧ࣮͏ߦΛߦͳͬͨɽ࣮ࡍʹઃஔͨࣔ͠ܝ൘ ASKA

BBSͱ ASKA.V2Ͱ͋Δɽࣔܝ൘ͷॻ͖ࠐΈΛ 100ճ

ΈΛఆ͢ࠐΈͷ͏ͪɼͲΕ͚ͩͷॻ͖ࠐɼͦͷॻ͖͍ߦ

Δ͜ͱ͕Ͱ͖͔͔ͨ֬Ίͨɽ

ද 1 ASKA BBS ͷॻ͖ࠐΈΛఆϓϩάϥϜͰఆͨ݁͠Ռ

Table 1 The result of judging programming by writing to

ASKA BBS

ॻ͖ࠐΈճ ఆ݁Ռ (ఆճ) ఆ

100 ճ ॻ͖ࠐΈΛఆ (99) 99%

ද 2 ASKA.V2 ͷॻ͖ࠐΈΛఆϓϩάϥϜͰఆͨ݁͠Ռ

Table 2 As a result of judging write to ASKA.V2 by the judg-

ment program

ॻ͖ࠐΈճ ఆ݁Ռ (ఆճ) ఆ

100 ճ ॻ͖ࠐΈΛఆ (97) 97%

Ռද݁ݧ࣮ 1ͷ௨ΓͰ͋ΔɽఆͰ͖ͳ͔ͬͨॻ͖ࠐ

Έɼࣔܝ൘ॻ͖ࠐΈͷࡍͷύέοτϩεɼύέοτ͕

௨ৗͱҟͳΔαΠζͰૹΒΕͯ͘Δࣄ͕كʹൃੜͨͨ͠

ΊɼఆͰ͖ͳ͔ͬͨɽ

6.2 ݧ࣮ 2

Webαʔόʹࣔܝ൘Λ 7ͭ༻ҙ͠ɼ࣮ ݧఆΛ͢Δ࣮ʹࡍ

Λߦͳͬͨɽ࣮ࡍʹઃஔͨࣔ͠ܝ൘ ASKA BBSɼCOM

BOARDɼGateWayBoardɼLIGHT BOARDɼThreadPlusɼ

WebforumɼASKA.V2ͷ 7ͭͰ͋Δɽ4.2અʹड़ͨख๏

ͰɼͦΕͧΕͷࣔܝ൘ʹରͯ͠ද 3ͷΑ͏ʹࣔܝ൘ॻ͖ࠐ

ΈఆϓϩάϥϜΛͨͬ࡞ɽ

ද 3 ൘ࣔܝ (໊ུ) ͱࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜ

Table 3 bulletin board (short name) and bulletin board write

determination program

൘ࣔܝ (໊ུ) ϓϩάϥϜ ൘ࣔܝ (໊ུ) ϓϩάϥϜ

ASKA BBS(AS) aska-id ThreadPlus(TP) thpl-id

COM BOARD(CB) combbs-id Webforum(Wf) wforum-id

GateWayBoard(GWB) gwbbs-id ASKA.V2(A2) askav2-id

LIGHT BOARD(LB) light-id

ʹ൘ࣔܝͰɼݧ࣮ 10ճॻ͖ࠐΈΛߦͳͬͨύέοτ

ΛΩϟϓνϟ͠ɼͦͷύέοτΛࣔܝ൘ॻ͖ࠐΈఆϓϩ

άϥϜͰఆͨ͠ɽ͜ͷ࣮ݧɼશ͘ಉ͡ʮ࣌ʯͰࣔܝ

൘ʹॻ͖ࠐΈ͕͋ͬͨ߹ʹޡఆΛͯ͠͠·͏͔Λ࣮ݧ

͍ͯ͠ΔͨΊɼFingerprintͷҰͭͰ͋Δʮ࣌ʯແ͠ࢹ

ද 4 ఆϒϩάϥϜͷࣔܝ൘ޡఆ

Table 4 Misjudgment rate of judgment program

൘ͷ໊ུࣔܝ

ϓϩάϥϜ AS CB GWB LB TP Wf A2

aska-id - 100% 100% 0% 60% 0% 0%

combbs-id 0% - 100% 60% 70% 0% 0%

gwbbs-id 100% 100% - 100% 100% 0% 0%

light-id 0% 100% 100% - 100% 0% 0%

thpl-id 0% 100% 100% 80% - 0% 0%

wforum-id 0% 0% 0% 0% 0% - 0%

askav2-id 0% 0% 0% 0% 0% 0% -

ͳͬͨɽߦΛݧ࣮ͯ

ද 4ॎ࣠ͷࣔܝ൘ʹରͯ͠ԣ࣠ͷࣔܝ൘ॻ͖ࠐΈఆ

ϓϩάϥϜ͕Ͳͷ͘Β͍ͷׂ߹ͰͨͬޡఆΛ͔ͨ͠Λද

͍ͯ͠Δɽ͜ͷͨͬޡఆͱɼผͷࣔܝ൘ʹରͯ͠ผͷ

Έ͕ࠐ൘ͷॻ͖ࣔܝΈఆϓϩάϥϜ͕ʮࠐ൘ॻ͖ࣔܝ

͋ͬͨʯͱ͍͏ఆΛ͢Δ͜ͱͰ͋Δɽͭ·Γɼ0%ͷ߲

͕ଟ͍΄Ͳɼಛఆ͍ࣔ͢͠ܝ൘ͱͳΔɽ͜ͷ࣌ɼಛఆ͠

͍ࣔ͢ܝ൘ɼʮࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜ͕ଞͷ

Έࠐ൘ॻ͖ࣔܝఆΛͤͣɼଞͷͨͬޡ൘ʹରͯࣔ͠ܝ

ఆϓϩάϥϜ͔ΒͨͬޡఆΛ͞Εͳ͍ͷʯͰ͋Δɽද

4͔Β ASKA.V2ͱWebforumͰ͋Δͱ͑ݴΔɽ

ද 4ΑΓɼʮWebforumɼASKA.V2ʯҎ֎ͷ 5ͭͷࣔܝ

൘ύέοτͷ Fingerprint͔Βޡఆͯ͠͠·͏߹͕

͋Δ͜ͱ͕֬ೝͰ͖ͨɽ͜ΕΒͷࣔܝ൘ɼϝοηʔδ

ੜ͢Δύέοτͷૹड৴ύλʔϯ͕શ͘ಉ͡Ͱൃʹࡍͷߘ

͋Γɼ͔ͭύέοτ͕ Β͔ݸ8 ͱඇৗʹগͳ͔ͬݸ12

ͨͨΊͰ͋ΔɽΓͱΓΛ͏ߦύέοτ͕গͳ͍͜ͱ

ͰɼFingerprint͕ಉҰʹͳͬͯ͠·͏߹͕͋Δ͕ɼΠϯ

λʔωοτ্ͷࣔܝ൘Ͱͬͱύέοτ͕ଟ͍ɽ࣮ࡍ

ʹ Yahoo!ࣔܝ൘ [16]ͱ͍͏WebαΠτʹॻ͖ࠐΈΛͨ͠

ͰݧͷύέοτͷΓऔΓ͕ඦͰ͋ͬͨ͜ͱ͔Βɼ࣮࣌

൘ͷΓऔΓ͢Δύέοτ͕গͳ͍͜ͱ͕ࣔܝͨ͠༺

Θ͔Δɽύέοτ͕ଟ͍͜ͱͰɼ͜ͷख๏Ͱར༻͍ͯ͠

Δ Fingerprint͕ಉҰʹͳΔ͜ͱ͕গͳ͘ͳΔͨΊɼ͜ͷ

ख๏ͷ༗ޮੑ͕͞Βʹ͘ߴͳΔͱਪଌͰ͖Δɽ

ҰํɼWebαΠτͷιʔείʔυΛฤू͠ɼ௨৴ʹಛ

͚ͮΛ͢Δ͜ͱͰޡఆΛճආͰ͖Δ͜ͱ֬ೝͰ

͖ͨɽ͜Ε ASKA BBS ͱ ASKA.V2 ͷ݁Ռ͔Β͑ݴ

ΔɽASKA BBS Λఆ͢ΔϓϩάϥϜͰ͋Δ aska-id 

COM BOARDɼGateWayBoardɼThreadPlusΛޡఆ͠

͍ͯΔɽ͜ͷ݁Ռ͔ΒɼASKA BBSͷύέοτͷ Finger-

print COM BOARDɼGateWayBoardɼThreadPlusͱ

ͷޙͱ͍͏͜ͱ͕Θ͔Δɽվ͍ͨͯࣅ ASKA.V2Λఆ

͢Δ askav2-idଞͷࣔܝ൘Λޡఆͤͣɼଞͷࣔܝ൘ॻ

ΈఆϓϩάϥϜࠐ͖ ASKA.V2Λޡఆ͠ͳ͔ͬͨɽ

͜Εࣔܝ൘Λվ͢Δ͜ͱͰଞͷࣔܝ൘ͱύέοτͷ

Fingerprint͕ඃΒͳ͍Α͏ʹͰ͖Δ͜ͱ͕Θ͔Δɽ
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6.3 ݧ࣮ 3

Tor BrowserͰ༷ʑͳWebαΠτʹΞΫηε͠ɼΩϟϓ

νϟͨ͠େྔͷύέοτͷத͔Βҙͷࣔܝ൘ͷॻ͖ࠐ

ΈΛఆͰ͖Δ͔ͱ͍͏࣮ݧΛߦͳͬͨɽࣔܝ൘ SNSͳ

ͲͷϑΥʔϜೖྗΛؚΊͨɼϥϯμϜͳ ͷWebαݸ1000

ΠτʹΞΫηεΛߦͳͬͨɽ1000ݸͷWebαΠτʹΞΫ

ηεΛ͠ͳ͕Βɼ࣮ݧ 2Ͱར༻ͨ͠ ASKA.V2ʹॻ͖ࠐΈ

Λ͍ߦɼ࣮ࣔܝʹࡍ൘ͷॻ͖ࠐΈ͕͋ͬͨͱ͍͏ఆ͕

Մ͔࣮ͨ͠ݧɽ࣮ݧͰWebαΠτͷಡΈࠐΈ͕ऴΘͬ

͔ͯΒ࣍ͷWebαΠτʹΞΫηεΛߦͳͬͨͨΊɼ2ͭҎ

্ͷWebαΠτʹಉ࣌ʹΞΫηε͍ͯ͠ͳ͍ɽWebα

Πτͷதʹ Torͷ௨৴ΛϒϩοΫ͢ΔWebαΠτ͕ෳ

֬ೝ͞Εͨɽ·ͨɼWebαΠτΞΫηεͰ͖Δ͕ࣔܝ

൘ʹॻ͖ࠐΉ͜ͱ͕ग़དྷͳ͍ࣔܝ൘ෳ֬ೝ͞Εͨɽ͜

ΕΒͷࣔܝ൘Webαʔόʹه͞ΕΔɼϦϑΝϥͱ͍

͏σʔλ͕ه͞Εͳ͍࣌ʹॻ͖ࠐΈΛڋ൱͍ͯ͠Δ͜ͱ

͕Θ͔ͬͨɽTor Browser͜ͷϦϑΝϥΛWebαʔό

Έ͕ग़དྷͳ͔ͬͨɽࠐ͠ͳ͍ͨΊɼॻ͖هʹ

Ռද݁ݧ࣮ 5ͷΑ͏ʹͳͬͨɽ࣮݁ݧՌͰ 100%ͷ

ਫ਼Ͱࣔܝ൘ॻ͖ࠐΈΛఆ͢Δ͜ͱ͕Ͱ͖ͨɽͭ·Γɼ

ΈఆϓϩάϥϜ͕ɼ༷ࠐ൘ॻ͖ࣔܝ ʑͳଞͷWebαΠτ

ͷύέοτΛʮASKA.V2ͷॻ͖ࠐΈύέοτͰ͋Δʯͱ

ఆ͠ͳ͔ͬͨ͜ͱ͕Θ͔ΔɽύέοτΛΩϟϓνϟ͠ޡ

ͨWebαΠτʹࣔܝ൘αΠτ SNSɼϒϩάͷίϝ

ϯτߘΛؚΜͰ͓ΓɼςΩετΛૹ৴͢ΔଞͷWebαΠ

τͱ ASKA.V2ͱͷผ͕ՄͰ͋Δ͜ͱ͕֬ೝͰ͖ͨɽ

͜͜Ͱද 2ͷ askav2-idͷఆਫ਼ͱද 5ͷ݁Ռ͔Βɼ

େྔͷύέοτͷத͔Β askav2-id͕ ASKA.V2Λఆ͢

Δਫ਼ΛਪଌͰ͖Δɽද 2ɼ5ͷೋͭͷ݁ՌΑΓɺେྔͷ

ύέοτͷத͔Β ASKA.V2ͷॻ͖ࠐΈΛ 97%ͷਫ਼Ͱ

ఆ͕ՄͰ͋ΔͱਪଌͰ͖Δɽ

ද 5 ͷWebαΠτͷύέοτΛݸ1000 askav2-idͰఆͨ݁͠Ռ

Table 5 The result of judging the packet of 1000 Web site by

askav2-id

Web αΠτͷ ॻ͖ࠐΈճ ఆ݁Ռ (ఆճ) ఆ

1000 4 ճ ॻ͖ࠐΈΛఆ (4) 100%

6.4 ݧ࣮ 4

Tor Browser͕ଞͷWebαʔόͱಉ࣌ʹ௨৴͍ͯ͠Δ

߹ʹɼΩϟϓνϟͨ͠ύέοτͷத͔Βҙͷࣔܝ൘ͷ

ॻ͖ࠐΈͷఆ͕Ͱ͖Δ͔࣮ݧΛߦͳͬͨ.ࠓճͷ࣮ݧͰ

 3छྨͷผͷ௨৴Λ͍ߦͳ͕Βࣔܝ൘ॻ͖ࠐΈΛߦͳͬ

ͨɽผͷ௨৴ YouTube [15]ͷϥΠϒετϦʔϛϯά࠶

ੜͱ YouTubeͷಈը࠶ੜɼͦͯ͠ɼWebαΠτͷಡΈࠐ

Έͷ 3छྨͰ࣮ͨ͠ݧɽWebαΠτͷಡΈࠐΈɼσʔλ

ྔͷଟ͍WebαΠτΛબΜͰผͷ௨৴Λߦͳͬͨɽཧ༝

ͱͯ͠ɼσʔλྔͷଟ͍WebαΠτಡΈࠐΈ͕ؒ࣌

͍ͨΊɼ࣮֬ʹࣔܝ൘ॻ͖ࠐΈͱಉ࣌ͷ௨৴Λൃੜͤ͞Δ

͜ͱ͕Ͱ͖ΔͨΊͰ͋Δɽ

Ͱݧ࣮ Tor BrowserΛ 2ΠϯυͰىಈ͠ɼยํͷ

ΠϯυͰ ASKA.V2ʹॻ͖ࠐΈΛ͍ߦɼ͏ยํͷ

ΠϯυͰผͷ௨৴Λߦͳͬͨɽ

݁Ռද 6ͷ௨ΓͰ͋Δɽ࣮݁ݧՌ͔Βɼ͜ͷख๏Ͱ͋

Δͱଞͷ௨৴Λ͠ͳ͕Βࣔܝ൘ʹॻ͖ࠐΈΛߦͳͬͨ߹

ʹͦͷॻ͖ࠐΈΛఆͰ͖ͳ͍͜ͱ͕Θ͔Δɽ

ද 6 ݧ࣮ 4 ͷ݁Ռ

Table 6 Result of Experiment 4

൘Ҏ֎ͷ௨৴ࣔܝ ఆ݁Ռ (ఆճ) ॻ͖ࠐΈճ

YouTube ಈը࠶ੜ ఆͳ͠ (0) 20 ճ

YouTube ϥΠϒ࠶ੜ ఆͳ͠ (0) 20 ճ

Web αΠτͷಡΈࠐΈ ఆͳ͠ (0) 20 ճ

7. ߟ

ຊจͷ࣮ݧͰɼߴਫ਼Ͱࣔܝ൘ॻ͖ࠐΈΛఆ͢Δ

͜ͱ͕Ͱ͖ͨɽ՝ͱͯ͠ɼଞͷࣔܝ൘ͷॻ͖ࠐΈΛޡ

ఆͯ͠͠·͏͜ͱɼࣔܝ൘ॻ͖ࠐΈͱಉ࣌ʹଞͷ௨৴

͕͋Δͱಛఆ͕Ͱ͖ͳ͘ͳΔ͜ͱ͕͛ڍΒΕΔɽຊจͷ

ఆ͢Δ͜ͱ͋ͬޡΈΛࠐ൘ͷॻ͖ࣔܝͰଞͷݧ࣮

͕ͨɼࣔܝ൘ͷॻ͖ࠐΈΛ͍ͯ͠ͳ͍ύέοτΛޡఆ

͢Δ͜ͱͳ͔ͬͨɽ͜ΕΑΓɼࣔܝ൘ॻ͖ࠐΈͷࡍʹൃ

ੜ͢Δ௨৴͕ಛతͰ͋Δ͜ͱ͕Θ͔ΔɽߟͰɼఏҊ

γεςϜͷ՝ΛղܾͰ͖ΔΑ͏ͳࣔܝ൘ॻ͖ࠐΈγες

ϜͷߟΛ͏ߦɽ

·ͣɼଞͷࣔܝ൘ͷॻ͖ࠐΈΛޡఆͯ͠͠·͏ͱ͍

͏՝ʹ͍ͭͯ͢ߟΔɽଞͷࣔܝ൘ͷॻ͖ࠐΈΛޡ

ఆͯ͠͠·͏ཧ༝ɼ௨৴ύέοτͷΓऔΓ͕શ͘ಉ͡

Ͱ͋ΔͨΊͰ͋ͬͨɽͦͷͨΊɼFingerprint͕શ͘ಉҰͱ

ͳ͍ͬͯͨɽ࣮ࣔܝͨ͠༺ʹݧ൘ͷதͰ Webforum ͕

།Ұଞͷࣔܝ൘ͱύέοτͷ Fingerprint ͕ಉҰʹͳΒͳ

͔ͬͨ.ଞͷࣔܝ൘ͱ Webforum Λൺֱͯ͠େ͖͘ҟͳͬ

͍ͯΔೖྗϑΥʔϜͰ͋Δ.ଞͷࣔܝ൘ͰɼλΠτ

ϧɼ໊લɼίϝϯτɼআΩʔͳͲͷจࣈͷΈΛΞοϓ

ϩʔυ͢ΔೖྗϑΥʔϜͰ͕͋ͬͨɼWebforum Ͱը૾

ΛΞοϓϩʔυͰ͖ΔϑΥʔϜ͕͋Γɼ͜ͷػͷӨڹͰ

ύέοτͷ Fingerprint ͕ଞͷࣔܝ൘ͱҟͳ͍ͬͯΔͱਪ

ଌͰ͖Δ.Αͬͯɼࣔܝ൘ͷೖྗϑΥʔϜʹɼଞͷࣔܝ൘

͕ར༻͠ͳ͍Α͏ͳػΛՃ͑Δ͜ͱͰಛ͚͕ͮͰ͖Δ

ͷͰͳ͍͔ͱ͑ߟΔ.·ͨɼࣔܝ൘Λվ͢Δ͜ͱͰଞ

ͷࣔܝ൘ͱඃ͍ͬͯͨ Fingerprint ΛඃΒͳ͍ Fingerprint

ʹมԽͤ͞Δ͜ͱ͕Ͱ͖Δͱ͍͏݁ՌಘΒΕͨ.࣮ࡍʹ

൘αΠτΛӡ༻͢Δࣔܝ Web αʔόཧऀࣗͷࣔܝ

൘ͷॻ͖ࠐΈΛ͢Δࡍͷύέοτʹ Fingerprint Λͤͨ࣋
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Δ͜ͱͰ൜ࠐ͖רʹࡑ·Εͨ߹ͰରԠͰ͖ΔՄੑ͕

.ͳΔ͘ߴ

൘ͷ௨৴ύέοτʹׂΓࣔܝɼଞͷ௨৴ύέοτ͕ʹ࣍

ΉͱఆͰ͖ͳ͘ͳΔͱ͍͏՝ʹ͍ͭͯड़ΔɽͦΕࠐ

ɼFingerprintͱ͍ͯ͠Δύέοτͱύέοτͷؒʹଞͷ

௨৴ͷύέοτׂ͕ΓࠐΉ͜ͱʹΑͬͯɼFingerprint͕ൃ

ʹ࣌Έͷఆ͕Ͱ͖ͳ͔ͬͨɽͦ͜ͰɼಉࠐͰ͖ͣʹॻ͖ݟ

ଞͷ௨৴Λ͍ͯ͠Δ߹Ͱࣔܝ൘ॻ͖ࠐΈΛఆ͢Δख

๏ͱͯ͑͠ߟΒΕΔͷΛఏҊ͢Δɽ͜ΕɼFingerprint

ͱ͍ͯ͠ΔύέοτͱύέοτͷؒʹׂΓࠐΜͰ͘Δɼผ

ͷ௨৴ͷύέοτΛແ͢ࢹΔ͜ͱͰࣔܝ൘ͷॻ͖ࠐΈͷ

ఆΛ͏ߦͱ͍͏ख๏Ͱ͋Δɽࣔܝ൘ॻ͖ࠐΈͷࡍʹൃੜ

͢Δύέοτ͍ؒ࣌ͰҰఆͷύέοτͷૹड৴Λ͏ߦɽ

ͦͷͨΊɼFingerprintΛड͚͚Δ੍ؒ࣌ݶΛઃ͚ɼͦͷ

ʹؒ࣌ FingerprintʹͳΔΑ͏ͳύέοτΛͪଓ͚Δɽ

ɼFingerprintͱ͠ࢹଞͷ௨৴ύέοτΛແؒ࣌ݶ੍

ͳΔύέοτ͚ͩΛड͚͚Δɽ͜ͷ࣌ɼଞͷ௨৴ύέο

τWebαΠτσʔλΛϩʔυ͍ͯ͠ΔͨΊɼग़དྷΔ

͚͍ͩ௨৴ύέοτͰ௨৴Λ͍ͯ͠Δɽ͔͠͠ɼࣔܝ

൘ͷॻ͖ࠐΈΛ͏ߦύέοτͷ͞ɼग़དྷΔ͚͍ͩ

௨৴ύέοτͰ௨৴Λ͍ͯ͠ͳ͍͜ͱ͕ଟ͍ͨΊɼ͜ͷ

ख๏ͰׂΓࠐΈύέοτΛϑΟϧλϦϯάͰ͖Δͱ͑ߟΒ

ΕΔɽྀ͠ߟͳ͚Ε͍͚ͳ͍ͱͯ͠ɼ੍ؒ࣌ݶΛઃ͚

ͨ߹ʹଞͷ௨৴Λޡఆͯ͠͠·͏Մੑ͕͘ߴͳΔͨ

Ίɼ੍ؒ࣌ݶग़དྷΔ͚ͩ͘͢Δඞཁ͕͋Δɽ

͜ͷࣔܝ൘ॻ͖ࠐΈఆϓϩάϥϜɼࣔܝ൘ʹ͋Δಛ

ఆͷॻ͖ࠐΈʹରͯ͠ɼ୭͕ॻ͖ࠐΈΛߦͳͬͨͷ͔Λಛ

ఆ͢Δ͜ͱΛఆ͍ͯ͠Δɽ͕݅ଗ͍ͬͯΔ߹ɼ͜ͷ

ख๏ࣔܝ൘ॻ͖ࠐΈΛͨ͠ϢʔβΛߴਫ਼Ͱಛఆ͢Δ͜

ͱ͕Ͱ͖Δ͕ɼ՝·ͩ·ͩଟ͍ɽ·ͨɼࠓճ࣮ࡍʹ

Πϯλʔωοτ্Ͱଟ͘ͷϢʔβ͕ར༻͍ͯ͠Δࣔܝ൘

Λରʹ࣮͕ݧग़དྷͳ͔ͬͨͨΊɼޙࠓ࣮ࡍʹΠϯλʔ

ωοτ্ͷଞͷࣔܝ൘ʹରͯ͜͠ͷख๏͕༗ޮͰ͋Δ͔࣮

͑ߟͱ͍ߴΔඞཁ͕͋Δɽͨͩɼ͜ͷख๏ͷ༗ޮੑ͕͢ݧ

͍ͯΔɽཧ༝ͱͯ͠ɼ࣮ࡍͷΠϯλʔωοτʹ͋Δࣔܝ൘

ࣔܝ൘ॻ͖ࠐΈͷࡍʹΓऔΓΛ͏ߦύέοτͷ͕ඇ

ৗʹଟ͍ͨΊɼࣔܝ൘ॻ͖ࠐΈͷύέοτͷ Fingerprint

Λผ͢Δ͜ͱ͘͠ͳ͍ͱ͑ߟΒΕΔ͔ΒͰ͋Δɽ

8. ·ͱΊ

ຊจͰɼTorΛར༻ͯࣔ͠ܝ൘ॻ͖ࠐΈΛߦͳͬͨ

ϢʔβΛಛఆ͢ΔγεςϜͷఏҊΛతͱͨ͠ɽ࣮ࡍʹ

WebαΠτʹΞΫηε͠ɼΩϟϓνϟͨ͠ύέοτͷத

͔Βಛఆͷࣔܝ൘ॻ͖ࠐΈΛߦͳͬͨύέοτΛఆ͢

Δ͜ͱ͕ग़དྷͨɽ·ͨɼෳͷ௨৴͕ಉ࣌ʹൃੜ͍ͯ͠Δ

߹ʹผ͕ਖ਼͘͠ग़དྷͳ͍͜ͱΛࣔͨ͠ɽޙࠓͷ՝ͱ

ͯ͠ɼෳͷ௨৴͕ಉ࣌ʹൃੜ͍ͯ͠Δ߹Ͱਖ਼͘͠

ఆͰ͖ΔΑ͏ͳख๏ͷఏҊͱɼΠϯλʔωοτ্Ͱଟ͘ͷ

Ϣʔβʹར༻͞Ε͍ͯΔࣔܝ൘Ͱͷ࣮͛ڍ͕ݧΒΕΔɽ
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