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The browser’s ”search form” issues and countermeasures

Yus Sugat®

Abstract: From 2014, we are conducting fixed point observation to crawl SSL/TLS sites using .jp domain
URL list extracted from Alexa Top Sites, and investigation on improvement of usage rate of SSL/TLS ver-
sions and Export-grade encryption algorithms. Furthermore, paying attention to the server side certificates,
since the notation policy of the browser security indicator had recently changed, the green bar is displayed
in the URL notation part originally although it uses the EVSSL certificate, it is "not safe” though sites that
are judged were also found. As a situation similar to this issue, a detailed investigation was conducted on the
browser’s ”search form” issues which are originally described to be safe although it is said to be unsafe due
to inadequate site-contents. In this paper, the survey targeted are the websites of regular members belonging
to the association which is planning and managing settlement systems and the like in ”a certain” industry.
We investigated SSL/TLS sites of Top FQDN which are widely announced on paper medium etc, so it was
found that about half of them were in normal situation but half had problems such as FQDN mismatch.
Moreover we also show the result of manually investigating the influence of the above ”search form” issues
by carrying out some pattern classification on the path reached from the HTTP (not HTTPS) server of the
Top FQDN to the user login page. Finally, the design guideline of HTTP/HTTPS sites is mentioned as one
of countermeasures against this kind of problems.
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1. ELC®IC

2014 4£ 10 A2 R L7~ POODLE BE [1] 12 & D A v
VOIS CBCHESE—F2FALLZEEIC
Padding Oracle BN A[GEIZ 72 5 Z 2390, B
SSL3.0 DFHIXERTH 5 & WS FHEAILD > T W3S [2].
F72 SSL2.0 DWW TH LRI L W ERTH B Z L BH SN
THBOFALRWZ &I TWS. SSL O#MTH
% TLS IXBE3 DDN—Y a > : TLS1.0 (1999 E5EE),
TLS1.1 (2006 4E5 ), TLS1.2 (2008 4E5%KE) [3] »'d
D, WINHRZZELFHAINTVWE B I LTH
%. TLS1.0 #* SSL3.0 # X — A IETF THKE I /=14,
TLS1.1 iZ2T CBC K5 € — A HKICEE T 5 BEAST
WP ZOHBENDHNELR L Z2FOMLRITHAANS A
EOEEMBANRINTWS, X512 TLS1.2 TG
55 (AEAD : Authenticated Encryption with Associated
Data) [4] OFIHMAIHE L 705 7=.

UL TLS 78 bz LTh, ZIHIETE DK
LRRINTNWS. 2015 4F 2 HIZFIT S 17z RFECT457(5]
1% 2014 FEFE TIZAM & 72 572 TLS 1203 2 D FEL
NEEHOENTWS, ZO RFC TlERC4 A MY — Al
FIZET B HESEEAELY BT ST wBIEh, FIHEOME
EFLDHENTLS N=VavzfHIE3X87 7L —
R, EMEREEZENZILTWRESICRISZRA
VBB RELIGITO A BMOKENY LYo
TW5. F72, ZTNLBEIZDOWTO SSL/TLS O X 7 iy
PDR—ZNVYA k&L TIE CELLOS[6] & TR TE
LH, TNFNOBRIZH L CHHE2EA LY, TOHE
MU TWLS ZEIFREBH L WVRIIZR 72 E R 5.
Bz, = NEHAENED X S 12HW L T CipherSuites
(SSL/TLS THMT 257V I XL D) 2HET AR
EPHIBHIZHND FHIN D 5.

RC4 1209 2 —H O PERHZRE [7] 1£ RC4A P EKT B
ANV — LEOED IR N4 T R) S EXEET
THHETHY, BRNRBRE LTIE7 7Y ETARIE
7 JavaScript Z 5 Z L2k o TRKEDKE B X %2 4
THLWS TR BB, IETF L LTHTHTITIC
X DEBDMTHRER % WA, REMREEE LT Z 2015
2 A2 RC4 2 HERRT % 5D RFC[9] B FfTEINT W5,
¥ 7z TripleDES % &% CipherSuites DFI AT TH 5
LA S iz SWEET32 I [10] [11] %, 55713V
ALZEDHDIZN BHEBEFIETIEZA L, SSL/TLS (2T
CBCHEEE— REMAT BT 0152 BN E
THY, BRIZHSILIETERY. TOOERY X —
DX E TripleDES OFHZHIESE LI TIFTFs &0
DT F I UANBRENT VWS,
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NS EH200EETILTY XAICHEEL - Mg
IZBWT, ZORHAEEM £ TRAIL 72 ET4E Cipher-
Suites DR B 24T > TWB 7 — AFFEFIZ DRV E
FZohbd. R TripleDES ® CBC 5 € — ik, £7
IZ CRYPTREC 55 ) 2 b @ 5 b & TFHFHRER S ) 2
b 12] I AR SE, 0 [Z2%] 2207V 3
T4 TRFAKRIZAHUZZ0IiEIces 2w Rz
FIERZ LTV A RITHERENEFITH S, BETILIY
ALDVA Y TOEZNRECBE L ITRZRY, X413V
THE - YA RF ¥ ANVHBLREIIATITA AINEF
FIZBWTEMEDERENSH b, FH e LT TLSL.0 KU
TLS1.1 Tl T &2\ AEAD (359 % 72 TLS1.2
NOBITNLEENTWS. ZHIX CBCIESE— K2 FIH
LTWze LTH TLSL1 A EDONN—=Ya v EFHTASZ
& T BEAST WEXZDHEADMEIHREL F X 51T
72— T, TLS121Z/ L TH X1 I v 7B A BE A
Lucky13 W% [13] B5 L7 Z &5 AEAD RIFHICHE%
MWTBZ Loz,

CipherSuites OER & U TIE AR S 7L I XL L
L T Forward Secrecy SSD 7V TV AL % ERZ L HEE
EFNTVEIREERTRETHS. AT Export-grade
BEDREIZODVWTEERVPLETHS. 7F71T7 Vb
(7299) 2ERHFIEDZLIZEY, =D Cipher-
Suites FEIRFFIZ TX DIRVWEEES 7L TV X4 & IEN S
ZEMEDEHTH L7720, BOTHLATHAZTHL
CipherSuites 2T LE L TEWZ LTHZTN S 13D
NBZLFRWELI EEZLNT W, L 2015 4F
1 H®O FREAK WX [H4 5 H D Logjam BEDFEF [14]
IZ & © Export-grade RIFHS 7V TV AL %2FHELTWVWS
MO I > TUEIHBERHEELTVWD, 5122016
£ 3 HIZI1X DROWN K% [15] AR S 11, Export-grade
RS TIVIY AL EFALARWEREIZEWTH SSL2.0
EAEMIZUCLULESTWAIRE T T, 1288y MEET
VT XL %FARICBETHENRETH B Z L AV
L7-.

M EDARI % $ A 2 1T AEBIE IR D ©, D F D ETstE s
DRFAZTLIZHUTERA I T2 BELTWBZDD, R
RIZBREMMEDT A "RE WA INT VWS, RKfETlk
SSL/TLS D= 3 IR BE % 5 sl oD i SR
&, 7I9VORREY V—EHIZ & > THZLHELF
HLUTWAZ 2T 5. KRz, EVSSL GFHHZE % FIH
LTWizeLTH, 79V ETRLETH D LITRRE
NTH 53 EVSSL itlHE%: 5 F {IEH I TV WHHl
2D B (MRERME] LEENns 2 oRMEIZ O WTHR
HL, NLHED—ERIZOWTSRT.
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2. FliRERAE

A HERE LOCREOY A MZDWT EidhfEsgt:oxt
FRBUZDOWT /e =) v 27§52 & T SSL/TLS D%
W2 R T 2 8T 9Eh 5 [18]. T 6 D% TIE,
THC-SSL-DOS %%, RFC5746 x{ 2, fEHE D 17 A
%, RSA #ExI%, CRIME BN HEIZOWTHEN R &
o TWED, EBRIZHHINE 7N ITY XLIZDNWTOD
FHEITHRE o T WD 272,

SE O RIZ [31] LFEBRKIZATO@D TH 5. 5l
70— VB UAA LY — AT R T Alexa [19] #2
HOVZA DO LA DTHS.

o () Alexa top sites ® EAfiZ 20000 ¥ b+
e (B).jp RAA > 17988 ¥ b

Z 2T SSL/TLS Efuh i L7z LTH AT — D
MR EERET SSL 26 LTWDE T — AW HEEZT
S5NB7-8, Y—NEHED FQDN v v F 2 275 OK 7%
LEODHREIY EIF7Zz. ZHE@EEDO T I U HFIizBnwTT
T—REIIRVEIIIHEINTE D, ERRIT SSL/TLS
DHHINTWVWEEEZ SN Y —NDOAEHENG L
T5ILT, KOBENLRMEEEZITS Z 2 HEL
7o INBHSEGERAE O KBIBINEE & W 5 Bl TlX, EFF SSL
Observatory[20] % PsQs [21],RwWr[22] % & DFHEE 1 FAE
T5. Z07u—Y I FRZBEVWTIZIP 7 RV AR—
ADPED-HT A MY A MR EERIZFHI N TR
FFHEEINELCLES T AV Y M23H 5. SEBX Heninger
5 DA [21] IZBWVWTIEK 60% A LDV A FANFErOY A
b EMERRT ZREETHEAELTVD &0 S AR RS
WMEINTED, ZTHEEBICELGEHIh TRV
A NEATYPNLULTWBE®, HU FQDN Zxf L THE
DIP 7 RUADEDIESNT VWS HREDHEFE S <
BABNTWRWEEZ S5ND.

fER L UTARTIZBAUF D SSL/TLS #— N (A H
52 LIHER) IOV THEZIToT VWA,

e () Alexa top sites 6835 ¥ b
e (B).jp RAA > 5668 ¥ b
o (7) BEIERDOWHRZHIFBERE 115 ¥4 b

SHHEHT® S (7) 1F, HEERDOWRFY AT LEDRHE -
HHEEIT>TVWIMRIET B ERED Web %1 M TH
5. MAUZ URL IRV ARINTWEHDTHD,
MR LI B IND LI REFTFZLVWHILIA0D
KREFZIZH7-5 FQDN TH 5. AfTIiEZn%z Top
FQDN &0, EEIZ Y —E AN E N T W5 FQDN(s)
CIFRBRDZBEDTHILEEZOLND. TNThOY —
(2% LT SSL/TLS /N — Y 3 VIR D HERS 12 DWW T
HERTS. DU ORERIZ 2016 4510 H 24 HA o 25 HIZH
FTorua—=) itk bbDTH5.
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2.1 SSL/TLS /N—Y 3 VISR

version | 2014-04 | 2014-11 | 2015-01 | 2015-06 | 2016-10
SSL2.0 05.23 01.73 01.62 01.23 00.4
SSL3.0 98.57 37.42 33.78 23.67 09.3
TLS1.0 99.48 99.69 99.75 99.39 97.1
TLS1.1 56.66 72.66 74.46 80.83 90.8

TLS1.2 60.66 76.42 78.37 83.98 93.4
% 1 SSL/TLS N— a3 ViRt - () Alexa top sites

version | 2014-04 | 2014-11 | 2015-01 | 2015-06 | 2016-10
SSL2.0 24.08 12.91 12.12 09.30 04.2
SSL3.0 99.91 62.32 57.44 49.89 30.6
TLS1.0 99.86 98.84 98.63 99.64 99.2
TLS1.1 15.61 27.27 28.94 36.96 62.8

TLS1.2 | 17.86 | 29.98 | 31.67 | 40.36 | 65.9
% 2 SSL/TLS N—Ya YKk - (8) jp RA A ¥

version () Alexa top sites (B) .jp KALY (v) Kthe
SSL2.0 00.4 04.2 04.3
SSL3.0 09.3 30.6 34.8
TLS1.0 97.1 99.2 100.0
TLS1.1 90.8 62.8 67.0
TLS1.2 93.4 65.9 69.6

£ 3 2016-10-24 128 5&H 7T T2 D SSL/TLS N—=Y a v

SR

() Alexa top sites, (8) .jp FA A > & HIT SSL FAHEK
MR TWBZ N n5. —HT, BHIZHEL -
RTHBE3I1ZHEWVWT (a) Alexa top sites £ HR2Z & (B)
Jp RAA VTG KIEICENTWS Z & 3B LTIk
HTlng., ZTBESBEEZREY 272012 5D G
N=VaVEN->TWBILIZERATEZEEZSNED
P—=ND) TV —=ADA VR —=NUDEWAEENE H 5.

WA —YEIZY -T2 A M EBHELTWS L
EZoNDE (v) HEERDHRCET 2 Y — FEIE— K
72 jp KA Y &b B RNEI T TWB EHE X
LNTWED, ThERBEHNBLIIT jp RAAL VD
A IFIE—BLTWE., ZhdHHEnTILTY ZLPN—
VarvEMHTAILIZEB VAT EZALT, £<DF
NAAMPSIEK T 7 ARTFRT D7D f7bnTVWb L
Ezonb.

2.2 Export-grade RS 7L X AFBARKR

£4DLBEVIRZIZTIED 5D Export-grade 25 7
VIV ZLOHMABPRENTVWEZ 2000 5. (v) &
LEADHRIIET 2V — " HTIH 115 DY A FD S5 40
'y MESTLTY XLFHAYA ME9 (7.8%), 56 £
ST T) XLFAY A M 25 (21.7%) THH I &
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P =N X S ER (o) Alexa top sites (B) jp KA1V

Eﬁjﬁ” EI 2015-01-07 2015-06-27 2015-01-07 2015-06-27 2016-10-24
(40 Ew MEETATY Z4E) | 808 255 1444 970 475
DES-CBC-SHA 943 709 2648 2267 1609
DES-CBC-MD5 122 71 682 509 220
EDH-RSA-DES-CBC-SHA 408 276 2277 1960 1416
(56bits 1557 L T ) 2 LE) 947 711 2648 2268 1609

% 4 Export-grade 2G5 7 T Y X LD SSL/TLS ¥ — N 513 2 5tk

AL 72,

ZNIHTETD SSL/TLS /N— 3 > OXf IR DFE R &
DL HEVRRRBE LDICEZITONE. VAIZEEL
TTE [ZLDTNAAMNSIE T 7 AEHET 5] &
AR THENR W=D TH S, KN L7z FREAK *»
Logjam KE&IZ & 5 12 Export-grade 7255 7L 3 XA
MINU7ZEEFDOY —NITHTERENRFETL IR
AUICREUNBRELRBEHTH L EEAOND.

3. MERRME

SOUPS2016 [32] IZHWT, 77 9¥DEeFxa )71
vFa4 =2 (URL#T) 7oL IZhiifighsd Z &
ML, fRTHZ Tl FMAERE O NS ZHD H
V=R DBEEFELHHOET VD) OXRGLHIEICHE
THEMSITONT NS, 1300 A 52 —HIZT V7 —
MEITWV, 40F (885 1) ORFEHEITEHLTE S KU
WePAEURERLOZELL, EBO7 I IUHICE
BT B WOIMETHD. TOFEE, EBICHEMAI NS
RelRo2TAIVIIMUTDO6FEDSH 3 DTH 7=,
EVSSLZERHEZE L K FHL TWa5H4E121% CA Browser
Forum CHEINTWAS LS 7) — v N—2 k5 EHb
PO TN 5.

e (FRH) 2 %27 3 >v-"Valid HTTPS”

o (FRH) 212 a - "HTTPS with minor errors”
(FfH) 2123 a »"HTTPS with major errors”

e I a v "HTTP”

e N JAN-"EV (Extended Validation) HTTPS”

e b 7 A b-"Malware and phishing”

"major errors” [EFEIE A b 7 A & YELGEIAF 1T W2 W
ZERAMPBREBRETCVEREDT I -2 LRL T
4. F£7z, "minor errors” & HTTPS TiR# X 17z HTML
IYF VI HTTP TR USRS NZEEYH 5E 2R L
THH, BEMIZIEHTTP TV 272 AL ELRAKDOT
AAVHBRHINTNWS. ZD72H HTTPS T /AL
TWBIZHEELST [ZETIERW] & BHEAIN D EKL
MWiRINTLES. TN EVSSLAEHELZFHLTWS
LBATHRAKTHY, ZIICEVSSLilHI#E% 5 % < FiIH
TETWARAWAGIDFEET 5 RIMEZKR L TWE I L Lk b,

UTF, (v) »2EROHBRTBITBERE 115 ¥4 M

© 2017 Information Processing Society of Japan

HNUTHELZHMR 2D TEL.

3.1 U¥AL I RKR
3.1.1 HTTPS - HTTP

HTTPS T Top FQDN(#EKR ETIEK TFH Y Vv A &
N7 MY 1 @D FQDN) 127 7 & A L 728586 DRI % DA
TIZRT.
200 - 61

e 302 CTHITP X747V —F - 184F

e 403 or 404 - 19 ff

e FQDN I Av v F - 13 /f

Z Z T Top FQDN (Z HTTPS T7 7 ¥ A UG EIZ,
Top FQDN & 13870 % 5 — NEEHI#E 2R HI§ 5 5 — AR
10%HZIToNnz. ZHIEBREIATHD T — AL HZT
5NB5W CDN Y —EZAZHANTWE=DHIZ7 77 Rillo
Y= NEFHELRNIGT AT —AEH o7, DL T —
ATIEMRBEY A M EPST 7R ATREEIINIOM
BIIFRAERT, bIHLI 22— http % https LHHE
THEIIBWTEL2BRMARMEEE S X 5. LrL, 7
FUPIZBVWTIEEIHEA M TS 2ilhzwy, H UL I
FQDN SRR Y FDOIL T —MRETEHI L6 I nd [Hkk
ULTBLKREELEZOND. £72 403 X 404 HHRH X
NET—AELH 5N, ZhHEAKICI—FMrS R EiC
DR BT T =IRMINTED, FHHLTEIRE
TH3 5.
—HTHITP 2747 —=FR9275r—RAELHb. ZTH o
D —AZHWTIE Top FQDN O IEMHRZEBAEAFIH X 1
TEY, =PI T =2WEMEINEZ L TR
BB LTWaA., ZOEOEIFICEREEE2MAT S Z 210
ARNBIZRBZZ NS, 2a—HPIIT—XAHZ®3, Hlx
WHEMDNEDLED LI BRR=VIZBWTHHAT S Z )
LEFLWEEZD.
3.1.2 HTTP —» HTTPS

794 A HTTP TOT 7w A& a3 HTTPS ¥ 1
MZ747—RINTW5. HHSSL/TLS 2 FIHT % b
Ly RizaLTwseEEZRLNE. LEL, TOTF—XA
ZBWT ITax 2 v av-"HTTPS with minor errors” ] @
XS HTTPS ¥« MZ HTTP 2>V F VY HARE LTV
57=IZHIR U7z & 512 HITPS L2 TRWE TR
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BANFET . BARKIZIZ, HTTPS TREE N E O
/T/V@?%ﬁ774»@4% HNPTT?%Z?
5 TRE] DNy ZERIZEEFNT VWS 72HIZ EFELD &
5Kﬁ%f&btﬂ%é%fbé$%b@ﬁﬁf?é.:
nE TMBEME] CIEIZ LT 5.

3.2 Mixed Contents T7—

B THA L& 5 HTTPS 2> 5 Wiz HTTP 1
VFUYNELUDIAATOHERMIIZBWTCEET I UY T
HINzLI5—D 1L UTHED L5122 >TW5. £0D
Y —NEREB IOy T UV EBEIIRARNES
ELTW5.

FETITIFRY X =1L 2013 FEH 5 ZOEWOHIEE

TFoTHD, WOPDOFUAHEIZEATERF a2 A IR
ABEHTWS [33] [34] [35] [36]. LHL SOUPS2016 T

DFERWEBED 7 7 OV REBICKMINIZIU D720, B
LTEFal)TFq VT IvoElna—¥Eh»s Tk
ey, HoRZMSHhPDOMEIEU TS XS Ra—
YA VAR —T A AR DO2ILeE>TULEST. TD-
Y —NEFHREB IV T UYEREOmMEIX, 0
Mixed Contents T 7 — %2 f#HT 2 HELNH 5.

LU ENTNOE—IVIZET 2 AX Y 7IZHESDE(
P (I YY) /DO VWTEST, MERER LU
Z ORI ZELTWARHTIEZWAE THIEH
b, ST IIHRY X =S BEPD 7= DI +43 430
WOBRPHEY —VORRPAFEINT NS 2 IEE Vi
KHRMTH B, IoItPBIMEAoN2FHEH D, KRE
OYVy DI SRLEERNEVBETHLILEERSD.

3.3 BB HTTP/HTTPS H 41 ME&E
LEEBEZ, D EVH—RNBFHIOVWTREBLTS
{. ZZ7T Top FQDN & (ZHIEAKIR ETIEL 7T F IV A
INFYFY 1 D FQDN %57
e Top FQDN T HTTP T7 7t A& =54, HTTPS
W77 —=FRI258CE 7730 —2RKREUR
WEDIZIEUVWEEAE 2R T 5 RETH S
e Top FQDN @ HTTPS % MI HTTP ¥4 bk v
TUVEDTERETHD
e Top FQDN T HTTPS T7 7t A& n7z54, HITP
2V XA L2 Mg B — AT Top FQDN DEFRHE
W7 IOV OMHEA N TR TIZEPNERETH D
(ZT—AvE—VEFREELLEVWESIZTS)
o OJA VYA MADY V2 HTTPS R—IUD54Th
NBEZRETH5
o N4 YR—=UD EVSSLitHHEX 7 7V by = v
FDHEFEHLTIZ L, LT A P OEXAIARL S
NBEZRETH5
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4. ATA VYA M- T-ERAE

BB U7z (v) B2 EROHRITET 2V —A"FHizsW
T, SO EEFBREHZS Do P MOV T
i%, Top FQDN & 3% % FQDN TH —E Rt T
W3, Top FQDN IZEF 5 Y —NFETIE jp RAT V&
FEREDIEB DD - 7203, ATIZRT 512, L oLeh#®
EDRETH—NEABINTVWEZ RSl ZIZT
(7) DI = FREUE 58 & KIFIZIE T L TWa Dk, B
P—NTEHEETIZT TN =V VT L TWE T — A0S
BHollzDTH5. AT OBFIMER 2 Z1) 31 HRC
58 H—NERHE UIZEDTH B MICHEET 5.

version (a) (8) .jp | (v) Top FQDN | (v) Login
SSL2.0 | 00.4 04.2 04.3 00.0
SSL3.0 | 09.3 30.6 34.8 13.8
TLS1.0 | 97.1 99.2 100.0 100.0
TLS1.1 | 90.8 62.8 67.0 31.0
TLS1.2 | 93.4 65.9 69.6 62.1

K5 BHIAYYA MIBIFS SSL/TLS N— a Ykl

F-ar 4 YA MZBWTIE Mixed Contents 5 —
BEUDY A MIEBETH 72, 72 Top FQDN IZ HTTP
Ty 7k ALTCad A ¥4 MZlB N2 ETHRIEL -
7%, NonSSL(HTTP) ¥ hdrsu s o UiEHE AL SH
5 1 HOEHZRNTE, BRELSEESTN TV, |
TA ¥ A MIBEWT EVSSL SEHHZE ORI AN R I TW»
BEHEDPIEEAETH oM, 77 Y —AX 7z Sler A
KHINDFHDV L BESI N, — /T, ZOMEEE
ULLBRLTED, 7MY =YV ZLTWTHYET —
CARMEEDOFHENIMH S N TV E2HHE RZiFon
2. =Y =2—XE2ELLEATVWBARVWIHITH S &5
Abib.

5. F&&

SSL/TLS /N—< 3 > % Export-grade 5 7 )L T X L
DMK IZET 2l E 2T o7z, IHTARLETH
ZRIZAVTFUYRMZE D EETIIRWERIEEINTL
5 MEAME] ZOVWTEREZIT- 2. SEFEEY
KEUEDIE, HEEROPFY AT LEDORHE - EH %
ToTVWAHRIIBEBTAERED Web ¥ hTHo7z. —
FRIIZHRIBAR 72 Y TR 7 F 7 Y A E T W5 Top FQDN
@D SSL/TLS ¥4 MIDWTHA L7z & 2 AEHEEILIE
WEETH 725 DD FQDN I Ay FREDMEEH
ATWBIZEDnh otz —F, BEEFERERS> BT AV
EETEZY VAT MIBWTI, kb @Zeni&eEnit
TH—/NERAREINTWEZ DD 57z,
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