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Automatic Exchange-type Attack Simulator

Hiroki Nishikawa'! Takumi Yamamoto' Keisuke Kito! Kiyoto Kawauchi'

Spear phishing email, especially exchanging email with a target is supposed to be a new threat. Spear phishing email training is a
typical method to prevent malware infection by opening spear phishing email. However, on the one hand there are little engineers
who can conduct the training, on the other hand there are many trainees who need to receive the training. Therefore we could not
serve sufficient the training. In this paper, we propose Automatic Exchange-type Attack Simulator which judges sending mail

based on a state of the system what is next mail.
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