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Some Improvements on a White-Box AES Implementation

TOMOHIKO HOTTA?

MASAKAZU SOSHI!

Abstract: White-box cryptography provides a method to conceal a secret key embedded in a hardware de-
vice for encryption even if an attacker obtains the device in a possibly illegal manner. Unfortunately, many
of the proposed techniques for white-box cryptography have been broken by sophisticated and elaborated
cryptanalyses. Therefore, in this paper, we propose some techniques to improve security of a white-box AES
implementation proposed by Luo et al., which has not yet been successfully attacked, as far as we know.
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state < plaintext
forr=1,...,9
ShiftRows(state)
AddRoundKey (state, k,_1)
SubBytes(state)
MixColumns(state)
ShiftRows(state)
AddRoundKey(state, ko)
SubBytes(state)
AddRoundKey(state, k10)
ciphertext <— state

01 00 AESO00O0O0O0OO
Fig. 1 Modified AES Encryption Algorithm
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