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Abstract: A targeted attack affects all terminals in an attacked network. When the attack was detected, it is
necessarily to quickly investigate the cause of infection because the infection is likely to expand. Therefore, it
is necessary to analyze the event information for each terminal in the network as well as all event information
within the terminal. Moreover, it is important that observables of the attack in the penetration/exploration
phase of targeted attacks, but few studies have focused on the observables. In the present paper, we propose
a method for detecting the route of infection at the process level that focus on the observables. Thereby, we
expected that it is possible to tracing of the infection route considering observables of a malware that did not
reveal just conventional detection method of suspicious file transfer. Then, we investigate the characteristic
of the attack tools used in the penetration/exploration phase by analyzing the process and a communication
attempt associated with the process using the Onmitsu of the process logging tool. We integrate logs and
relationships between terminals with ontology to analyze the event information for each terminal. We con-
firmed the ability to detect the infection route at the process level in five primary infection, and the detection
time is about 1/24 compared to the conventional method.
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Fig. 5 Overview of the experimental system.
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Table 3 The identify result of the route of infection.
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Fig. 6 A part of the detecting result of the route of infection (ShinoBOT).
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Fig. 9 Process log in the Secondarily Infected PC (ShinoBOT).
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