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Structural Analysis of User Factors
that Lead the Security Risk-averse Behaviors
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Abstract: The ability of risk-averse behaviors is based on each user’s own personalities, the experiences of
acquiring the knowledge against risks or being victim, tendency of judgement, etc. Some studies focus on
such cause-and-effect dependencies among behaviors, tendencies of perceptions, and experiences, however,
there are no studies that deal all of behaviors, perceptions, experiences, and personalities. In this paper, we
carried out the questionnaire about security risk-averse behaviors and user factors and then constructed the
hypothesis model and evaluated by structural equation model in order to solve this problem. As a result,
personalities of each user effect to the perceptions and experiences of study directly and effect indirectly
to the behaviors. Moreover, difference of gender effects the path from personalities to perceptions and as
a result, it effects to the risk averse behaviors. From these results, we can estimate each user’s perception
tendencies by measuring personalities or confirming the gender and it will lead the construction of security
risk averse enhancement system which fits each user’s factors.
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Fig. 2 Demography of participants.
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Fig. 3 Hypothesis model for evaluation.
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Fig. 4 Structural model of risk averse behavior and user fac-

tors.
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Fig. 5 Cause and effect model separated by gender.
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