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Communication Quality Estimation of Wireless LANs using MAC
Layer Information and its Application to Network Monitoring

TAKAFUMI SHINTANIT?  KAORI MAEDA™ YOSHIAKI KITAGUCHI?

Abstract: In network services, observation of network conditions and communication quality control are important. However,
grasping of communication condition of wireless networks is difficult following to fluctuation by radio wave interference, the
number of users, and so on. On the other hand, wireless access networks are used in many scenes by spread of mobile services. It
is required to obtain communication conditions of wireless access networks which give a significant impact on quality of end-to-
end communication. In this paper, we focus on wireless LANs as wireless access networks and propose an index to estimate
communication quality of wireless LANs. We use a retransmission rate of Null Function Data Frame (NFDF) which is one of the
Media Access Control (MAC) information as an estimation indication. Through investigation of the relation between
retransmission rates of NFDFs and congestion detection of wireless LANs or investigation of the number of transmitted NFDFs in
the field work, we show effectiveness of the proposed index. Also, we compare the proposed index with the other estimation
method using MAC layer information. As the result, we show that the proposed index is applicable to one of network monitoring
methods required in network services.

Keywords: Wireless Access Network, Communication Quality Estimation, Wireless LAN, Null Function Data Frame

10TS2016
2016/12/1

. i = 21[3][41[5]-
H LIz QEeE. (

ARFZETIIZ S LeE e b i, Y 7 AfEe L
EAANY—EAOERIZEY, HOEPLGETHRT g oA c SIS LAN | ,.“,,\z::%f % DIEAE

MR D B M

AT 7 EAMOBERITE L CRHMLTEO[AL LTEC] im | AN 07 7 254 > | (LT, AP) maié%éné MAC

R LAN 72 & OB 2 AR EIE O KRN SHIZHEA TV D.

JB1EE D 1 -5 T3 % Null Function Data Frame (UL T, NFDF)

L, @il a 7R TR 2 2 A= R [6]00 T 4 iR (5 i OHEE DFFIEIC AV 5. NFDF O
TRV FBEORTICG R DEBEIRZVOOO0, M par o3 EHRIPNICE(E ShZ NFDF 0 5 5, YORE
T ORI B e LITBIET D dfF R o T L — AR ESNENE R T LD Th S, B
BEEELV. oy FT—=7 P —EACBWT, 2y MY = NEDF o ks 8 R LAN O3lIE i E o HEE I i T

LAN DF

7 WIEOBEACBIE R EREITER R RAAT, WRT x5 arertiam S0 5 8[7][8], NFDF OFE%RASHEE

7’Zxﬁlﬂ®@1alﬁug%i’lﬂ%}%ﬂ’ék&) R T 7 & A, TN 7R S B T 7 5 TN LY, RS CCIE, NFDF

TR T SER PR B R 2 st
Graduate School of Information Sciences, Hiroshima City University

2 ARKE

WEAT 4T 52—

Information Media Center, Kanazawa University

(©2016 Information Processing Society of Japan

R LAN OB(E SE OHEEIZE T 2508t A TV D OF LR LS LAN OEBEOR & OMGRES Y + —

26



2016
Internet and Operation Technology Symposium 2016

)V RU—27 30 FEEREE T CTO NFDF OXEHROFE L@ L
T, REREOBELEHREICBT 2EIEEZRT. £72,
> MAC JE i # & W7o HEE 71k & O EEHTIZ L 0

REEEN R LAN OBEREOBICE DR & &R
L, v NT—JEHIERATEDLNE I NICTONTELR
T 5.

LI, 2 32 CIEMEHE LAN Ol(E g e TR BE 4 2
AR 22 279, 3 ETl, NFDF OFE %R L iEERm L O
BRAAER 7 4 =V RU—27 TORELBEL T, REHEE
DOEIEEZR D, 4 BCIXRERE & ho@(E Mg HEE
FIEZ I UEEHR LAN OBERECRBICE S &%
AL, Xy NU—ZERAZEY - AL L TCORMREMEZ R
N5, BETELDESBHOMELTT.

2. BEEMR

MR LAN TIIHEHEOHIRCHE 7 v MM X 2 RS
A CHIABREICHELY G2 72\ 3y 7 FHICoE S
HEE S AV CU 5. Received Signal Strength Indicator (DL,
RSSI) ZHAWVWAHDHELWVA, ZHATITEEF I v IR
REOIRIZIREE CH 5. LUF, RSSI LS & AV HEE S
EIZOWTET.

2.1 MAC [Bi&#R% ALV -&K LAN OEERE#TE

IEEE802.11 |23\ TH— B R Tk U7 liE W E (QoS :
Quality of Service) ZHEfR3 5 51kE LT, IEEE802.11e[9]
NEHELENTEY, FTe vy 7 0BEEIIELT
CSMAICA DayT a4y Ry X&#EHL,
QoS ZEHL L O L LTWA. Zoflich MAC BIE#H %
FAWT BT QoS Oz LL 5 &+ 28R1EHV,
[4][5] /% IEEE802.11 Dl & Hef%: L, RTS/CTS 7 L
— AHND NAV #ifl] GEEERARD T 7 ' 2 TRIEERH) 12 X
%méﬂt%k*W£ﬁ$%$mmET,7?97—V5
UHRRAETDH NIy 7 EHIET L HERREL TS,

[10] T, HEE AR O MERBRET~ dummy /37 > | Z (5
L, TOHE%ET L— B4k s Bz i 5 851 LAN ©
WEWLEHETEOASEEZ R LTS, £12, BEY
L — A E#0E RSSI (Received Signal Strength Indicator) ®
5 IR T XA A DFEFEIC K > TIED R HHEHE L bl L
T, BHIER LAN OBEREDOLE R~ T BIENHRE
AREIR Z L BTN S,

[11]TiE, Ny U TEHMTERAE LI BHET b— A2
L L, MR LAN OBEMNEEHET 2HEREELZ R L T
%. RSSI OEALZ AT HHEFE L LT, TCP TOHERR LAN
D7 L— AFHEEEOEAEEAHEL TS
varicky, ZL—Aa0fEEKE RSSI OBIEICHBEM
NHDHZLZWRL, EH LAN OBEMEOHEELE LT
DHEMEEZRLTODD, FiET L—ADXEH RTS/CTS
DI &S FIR S 72D T, RSSHE T LS 08 (E SV E 1k
IEBE SR,

VIialb—

(©2016 Information Processing Society of Japan

10TS2016
2016/12/1

2.2 Null Function Data Frame O BEELZ#EIEE L-EE
mEDHE
NFDF [ZBEC B ft 2 4T > T B Ui K A% power save
mode[12]ICBERE T 5 Z & & AP [CBAT 57012k ET 5
MACE@T~57V~AT%6.it%ﬁ?mé?%$
B WEETH EHBICHR D B ERE S D F xR,
[71[8] Ti%, NFDF O iR A3 A5 B IR e Wik 2
TAHEEE LTHMZO»HEEZ LT 5. [7]1TiE RSSI
DWW XL 5 NFDF OFEREOREZH 5T L, RSSI ©
I L D@ENEOENEHET HFEHE L LT NFDF @
BXEROFHAEEZ T LTS, [8]TIE, R LAN ofFik
ZHE LT, UDP /37w MEIEEZHES TCP A/L—""v b3
NFDF D% SABBMERH 5 2 L2 L, @k THER
LANmLh%E%%ET%é&%* TW5. ZOft, [13]
EBITHED & 2 IFE T O NFDF OF %R L @{E g o

%%%ﬁﬁbfw

THSDRFEIZ LY, NFDF DRE(E IR0 E IR Y L A
TEDEM 22784, NFDF OFERNEEWE 2 HE
T HIEEE L TCoFAEN RIS, Lo L, NFDF (X NIC
(Network Interface Card) OFESEIZ & 0 EEHEN KX <
D Flo, MRICICZEEKRBRENRRLRE, EO
LD RGEAICHE AR ER T,

3. NFDF DBEZERZRAVNSREHTEOHHE

3.1 NFDF OEEMRORE
JL1IEAEDEM

B X 5 &5, NFDF 3%y o 7 HHEl CERELT
57 —47T, BEMEOEEL LTHEZS Z Lo REM
HLRENTWAS. LML, NFDF OFERNER LAN OiE
FEE OEE L L CHE RIS S22 SR TWRV O
T, 22 TIFEEOMAK % VT NFDF O &S 4HH & RSSI
@ﬁ%@mebity7%®%%%ﬁ§¢5 Z O

ZX Y, NFDF O ERENER LAN O@fEHRE (2 2Tk
%%®#ﬁ)@%@&bfﬁw&ﬁl%%%ﬁ_fa
12 REARE

FETIEN L O L 5> REREZE-T, AT by
7 DR & Z{Z0K, NFDF Z#%13 % NFDF %0
KeT—HWEY— " ZEETHKET 5. IEEES02.11g T
WET D EERER G & 72 DR (RI8R) % RSSI @
BADEACERLRNRL, HRMEMLEHIND
NFDF % NFDF fr#AAR CRIET 5. B b7 v 7 Ok
fEUAR & MR IT G & [F UM LAN @ AP Ofid
IZH Y, NFDF iR, 7 — & IE— NIZHH T AP
EEESNTCW S, NFDF BREHAR & 7 — Z IRV — N\
F—k 7 A2 "NIZHEET S, AW M7 by 7 BEFHREKIT
iperf 2~ RZMHWUDP 7t v 7 % 0,5, 10, 13, 15Mbps
EEBELT, TNEN 6000 FMAT T b v JZEREK
~FET 5. NFDF BEUGARIIMRE L7 NFDF & % Ok

27



2016
Internet and Operation Technology Symposium 2016

NFDF
BAER

8HNIEYS

1 WELREE
Figure 1 Measurement environment
TU—AEWMR I LT —FWNEY —A~EHET 5. T —
NS —NTIE 155 T LICER L NFDF #5520
HX 7 L—2EAE2ANT, ZZTIERE%ERER (1) 0K
IICHEMT 5.

FIE=R=NFDF XfE4/HE 7 L — L30*100 -+ (1)
ZOLHITLT, BRILIFKD NFDF OFLLRL AN 5
by BRICEETS.

1L LI, NFDF OE(FHE & @iE B O Bk % ek
L72®, 5 MO G K (ASUS Eee Slate, LYNX
3D,Nexus7,iPad:i0S5.1.1 (8 —1t{X) ,iPad:i0S:9.3.2 (&ML H:
) MHEE S NFDF 5 (IEF 7 L— A+ Hik 7 L—
L) LAMIN Iy T OFERE LK LT

WIZ, RSSIZ XD NFDF OFEROEZFTHD 20,
RSSI 3K &\ (-30~-45dBm), HFEME (-46~-55dBm), /h&
VY (-56~-70dBmM) @ 3 SO Y TICEA IR K A HRE L,
SHEEOAR M T v (0,5,10,13, 15Mbps) % i L T4
KGR AR D NFDF $52 HIE Uiz, BIERFHICIXEMR Lz AP
&R U JE B 82 SSID 28 6 SfEFE L TR Y il T
HWETD.
313 AIEHR

FLICHEMNRIAROE R E, T b0 1 45HICERE L
7= NFDF D E¥ 9. ZZTlE, QL@ % EHED
Wik, @~®% mW AR &S, BEL 72 NFDF Of#
B fe/h 2 (ASUS Eee Slate) ~#zk 235 (iPad:i0S9.3.2)
fE7= o7, K2 L3 IzHBmEAD, OHET —F bR
W7z NFDF OFFEREZR7. fitilid 145 Z & IcE i Sh
NFDF P 253 % il 3 E R 2 7537, 2 12 NFDF 0%
1EHEE DIRWIRR & LCD?D ASUS Eee Slate &, ={Z4H%
DEWERER E L TOO iPad:i089.3.2 DfE H1Z-> T NFDF
DFFEFREOLY) &8 R~T.

2 & W IEEHEOR VIR TIIFEAN N Ty /T

(©2016 Information Processing Society of Japan

10TS2016
2016/12/1

# 1 RSSI DFEVMT & 5 FH%(5 NFDF £
Table 1 Average of the number of transmitted NFDFs by the
difference of RSSI
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area of large RSSI
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Table 2 Averages and variances of retransmission rate of

NFDFs
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0 2.1 1.8 889 | 1.1
5 7.9 6.9 302 2.9
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-56~-70 10 23.7 | 21.1 | 939 35
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1 27.2 | 35.6 | 1009 | 4.0
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LAN OBENEZBRELTWD EWVWZ, vy U — 7 ER
WA T & 2 ARt ns .

AREBRTIET ¥ 2V HHERN 32%CT—E THRIZV (HHiE
FAE L BRI SNDIARKE) &2 o723, [4][5] TiX, 80% & 72
HEICHEINTNDEEY, ZZETIFARI I Y
IR U TTF ¥ RV EAERNEH LIFEREZRL TS, Z
AU, [41[5] Tk NAV HIf 2 JIET 5 & 5 NAV AR D
NIC & L CHHIZRE L7z FPGA(Field Programmable Gate
Array)z FIV TV 5. ARFRECTHIA L7z NAV BRANER O
NIC iZ Atheros AR9285 T 0 NAV B ZHlET D X 5%
EEITS TRV, ZDO7=, NAV B A CHWZ NIC
OMREENFKZ EZE 26N 5. EBREZE LT NAV B
UAR O NIC DFEFEIZ K o THREED I /AL 2 R BEAEH 3
HZ L EMEER L. B2 NIC 2> TWAE, Tv
KOV ERPFITNC 22 D O 1T EBRICHREE N R A5 LLAT
R, B NIC 269 Z & TF vy 3 v 5 R WENE
WEIHERHTZLIITEDLEEZLND.

43 *y FI—VER~DOGRICEAYT HEE
PBREZEED VAT A~DOERICETAEZEED-D
WE DRSS S0V AT LNERREOLE LA % g LSl 3

2.
4131 BAEDEH S

WDITRE DR S & DL AR RIEIE T 5 NFDF 225
E229 5. NFDF 3R LAN ~H56t L TV B IR NS AP
~—EMRTEEEND MAC BIER TH Y —i%H7: PC
TGS A ZENTRETH 5. TDIW, BEGHARSL AP ~
FEMZDZERKWUMETERLE THDLENZD.

— 5T, F ¥ R/ EHARETIL RTS threshold DF%E 2324
8L 72 %. RTS threshold i AP TiZF 7 #+ /1 h THRAIH,
linux DK TIXIEIEDIREEIC A > TRV EREE F Tl
RTS OXFEA 2. ZHUE, KED RTS BREEEIND Z
ETCHRAETIANL—T vy METEZME T 5729, RTS
threshold PfZ ILIC K VL TWEH EEXHND. Lo T,
F v R EEREZHET HIT1F AP R IR L TWD
WRICFEMZDVLERD 5.

Pbkkbv, REHBETHD NFDF IZL ORI T2
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RVWETTF Yy IV EERIVAEITIES THD.
432 DR T LERBOBLESENE

WIZT AT LEMAREOLBESMZ T 5. BB ELT
¥V A RE D RSEICEFEIE 4 JE 3 % Raspberry Pi @
XomMRNMNE L A0 D, F, WELZEHREERTD
DBAME LD, SHICTF v RV EEFRILETIE 423HiT
WA= LB, EIBEORAEERTHEIEEZRET 272D NAV
WM 2 RET 28K THWD NICOREEZHE— LT
B,

RELEDE D MAC BIF#HE AV 2 7L ClEREAR 72
EZHZEHT7 L= ANMETERWGE O LN LETH
4. REEICBWT, 3 ED K 972 NFDF DO EEMEN G
WHER 2NV Z & LT H, NFDF BiZiiR72s NFDF & UU4E T
TR NIFREBEZEHAT 22BN TERY. UL, &
EORRMER LAN OFIFLIRILTIE 1 20 AP IZH 45D
WEMARNER L CWD 2 LD, NFDF OXREHENE
WIERDE & A EEIEERE OFBWIRATICET T 5 2 L3
ERESNDIOT, Fx 3NV EERED XD REEITAE T
20N,

5. BHYIC

AL TIE, MAC BIE#H D 1 > Th b NFDF OF%ER
A LAN OBEREOHEEDHEIEL LTHWDL Z L%
BEL, Xy NV ERISATE R0 2 RmE LTz,

FRAIZ LY NFDF OXEHHED @WK IT RSSI D21t
RERTFHICL DT —0REEZIFIZ<L, AT E
v 7 82 X o C NFDF OF RN E#T 5720, @EHE
EHETIDICHEN THD Z ER L., HAEDA~—h

T4 RZ 7 Ly MENFDE OEEHEEN S VEAIIZH Y,

NREER LAN TIXZN S DEROFIHAZEN L W=D, if
IR A2 BT 7 2 AMOBEEREOHEICFHIATE 50
BEPEDS . £7-, BRI MAC EBIE@ e LTF v 1 b
HRERAWVAER LAN OBEmEHEFEE Ok L,
Xy NI —JEHOE TAL—T > hOIE T 72 FEEEHR
FELRWRTEBMERD L Z xR L.

T 7 & AEOBESEICET A ERINEOFEN
HDLOO, FERITITFENLOBA R ENDIXI S Ll
HWOINERLREINHEA TV, HERFE O HINE 515
B LTOEMUICHMIT SO BRADBMLETHD.

B RATZRI13 ISPS Bl 16H02808 D BhEY & 5% 1T 7= b D
T9. X, JANOG38 Meeting THOFR v b U — 7 [ & 24k
LCHEHW- A& AFy MoHEZRT 5.
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