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Search box issues and their countermeasures on SSL/TLS servers

(Rapid survey)
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Abstract: We were crawling .jp domain SSL/TLS servers in the URL list by Alexa through October 24
and 25, 2016. We have surveillance in order initially to confirm the current status related to improving use
rate of SSL2.0 / 3.0 and the Export-grade encryption algorithms. There are many server certificates that
actually deployed, these cases should not be used inherently, so we report as a breaking news. Further the
notation policy of security indicators in a certain browser that have been updated in October 2016 has been
changed. Although the URL representation portion should be green when using EV SSL certificate, the sites
determined not to be safe were found here and there. This paper points out ”search box issues” and also
reports status about SSL/TLS sites and countermeasures against this kind of this problems.
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version 2014-04-27 2014-11-26

2015-01-07

2015-06-27 2016-10-24

SSL2.0 05.23 01.73 01.62 01.23 00.4
SSL3.0 98.57 37.42 33.78 23.67 09.3
TLS1.0 99.48 99.69 99.75 99.39 97.1
TLS1.1 56.66 72.66 74.46 80.83 90.8
TLS1.2 60.66 76.42 78.37 83.98 93.4

% 1 SSL/TLS N—v = Uik - () Alexa top sites

version 2014-04-27 2014-11-26

2015-01-07

2015-06-27 2016-10-24

SSL2.0 24.08 12.91 12.12 09.30 04.2
SSL3.0 99.91 62.32 57.44 49.89 30.6
TLS1.0 99.86 98.84 98.63 99.64 99.2
TLS1.1 15.61 27.27 28.94 36.96 62.8
TLS1.2 17.86 29.98 31.67 40.36 65.9

% 2 SSL/TLS ~—v a v 56kt - (B) jp FAA »
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SSL2.0 | SSL3.0 | TLS1.0 | TLS1.1 | TLS1.2
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