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An Analysis of Time Characteristics of the User Authentication
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Abstract: The spreading mobile devices and increasing online services, it becomes that much easier to record
user’s behavioral data. The behavioral data is utilized effectively for various purposes such as recommenda-
tion services. In the authentication field, the behavioral authentication also utilizes the data. However, user
behavior is changed by the environmental changes over time. Therefore, behavioral authentication needs to
consider time characteristics of the authentication factors. In this paper, we organized the characteristics

and discussed difference of authentication factors.
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Fig. 1 The procedure of registration and authentication
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Table 1 Terms and difinitions about authentication

od oo

gooo goboooooooooooooooooo
ooooooooo

oooo joooooooooooooooooo
oooooo

good goboooooooooooooooooo

goood goooooooobo

ooo gooooooooooooboooobo

ooo gooooooooooooooo

od goooooooooooooooooo

oooo oooooooooooogoo

23 00O0ODOO

O0oo00o0oo0ooo0oooooOPINOOOICOO
00000000 ATMOOOOOOOOooooooo
00000 RSAO SecwtlDOOOODOOOOOOOOO
coboooooooocoOoboooOoooocoobooooo
o000 OTM)DOO0D000000 [14]0 Google D OO
coobooooooooobooOooooooobooOooo
OoO0o0oIpO0O00O0O0OOOOO0OOOOCOOOOOO
coboboooooOooOooboOoobooOoooon

uobooooooOooooboooooOooooobooooo
cooooooooocoobooooooOoboooobooooo
ooooboooooooooboooboooooooooobooo
coboooooooocoobooooobooboooobooooo
cooooooooocoobooooooOoboooobooooo
coooboooooooobooooooOoboooobooooo
cooooooooocoobooooooOoboooobooooo
0000000000 [Boo0oooooooooooo
cooobooooooooobooooooOoboooobooooo
coobooooooocooboooooooooboOooo
coooocooooooobooooooboooobooooo
coooooooooooboooooboocoooboooon
coooooobOoooboOoobooOoooon

3. Jbhooboooboooo

joooboooboooobooboooooooooooa
coooboooooooobooooooooobooooo
O00000o0ooooOooooooo (16O

3.1 00OODOO

0100000000D00CO00000DONISTO Elec-
tronic Authentication Guidelind] NIST SP 800-63-20[17]0
oboooooboobobooooooboboboooog
O00ooOo0[8ooo0ooouoooooooo
O0o0000o00o0oooU0ooooooooooq9o
oboobooooo

BHTFHE

IR
L DB 3. S. BiE
2. o T2

AD
FAE ANEE

BiEFHE

TR
DR B

7.

8. [ 7=
AN
ANEE

FIm&E
(REERE)

02 000oOoOoooooooooooono
Fig. 2 Authentication Model
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Table 2 Authentication Information Example: Password Au-

thentication
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Table 3 The other features of authentication factors
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