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The particular third-order differential characteristics of Midori64 block
cipher(I)
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Abstract: Midori64 proposed by Banik et al. in 2015 is an SPN-type block cipher with 128-bit secret key.
The higher-order differential characteristics of the boolean polynomial of encryption function can be exploited
for cryptanalysis. In this paper, we show a variety of the particular third-order differential characteristics of
Midori64 block cipher, and theoretically analyze the characteristics.
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Fig. 1 Data mixing part of Midori64 consisting of 10 round

functions.
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Fig. 2 Round function R.
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Fig. 3 A general model of encryption circuit.
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Table 1 Input patterns of the 3rd-order differential in 4-

dimensional space.
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Fig. 4 Path model of the third-order differential characteris-

tics.
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Table 18 The coefficients of the 3rd-degree term tat1tp of in-
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Table 19 The coefficients of the 3rd-degree term tatitp of in-
put and output bits of S-box corresponding to Table
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Table 27 The coefficients of the 3rd-degree term tat1tp of in-
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Table 28 The coefficients of the 3rd-degree term ta2t1tp of in-
put and output bits of S-box corresponding to Table
17, #7, (v, 4, v1)2.
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Table 29 The coefficients of the 3rd-degree term tot1tp of in-
put and output bits of S-box corresponding to Table
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Table 31 The coefficients of the 3rd-degree term tat1tp of in-
put and output bits of S-box corresponding to Table
17, #9, (v, v4,v5)3.
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